
NETWORK SECURITY

INTRODUCTION
Over the last 10 years, we have witnessed massive 

changes in the embedded Industrial Control Systems 
(ICS), Supervisory Control and Data Acquisition 
(SCADA), DCS and Physical Security (CCTV, access 
controls and alarms) sectors, with the adoption of 
IP-capable technologies through the Internet of 
Things (IoT) and now the Internet of Everything (IoE). 
However, the mindset of the creators and users of 
many of these technologies has not always included a 
coherent focus on securing them against interior and 
exterior breach. While some of these technologies do 
contain security features, many are not as developed 
and robust as those found in the areas of IT and 
networking. Additionally, the business areas using 
these technologies are not always accustomed to 

the high levels of risk associated with connecting 
these systems to the Internet, thereby neglecting the 
adoption and application of adequate and appropriate 
levels of IT/cyber security.     

HIDDEN IN PLAIN SIGHT!
There are many embedded technologies, such as 
ICS and physical security systems, utilized by many 
industries to protect and monitor their facilities, which 
have now been amalgamated into the IP and Internet-
connected world.

ICS, SCADA and DCS systems generally refer to 
industrial computer systems that monitor and control 
specific processes. This can cover devices that include 
everything from temperature and humidity controls 
through to full factory automation.
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Electronic security covers many differing 
technologies that come together to constitute a 
physical security system. These include CCTV 
cameras, Network Video Recorders (NVR), access 
control systems, Intrusion Detection Systems (IDS) 
and alarms.     

All of these devices and systems offer control 
of a plethora of risks, be it protection from issues 
that are environmental (e.g., flooding and extreme 
temperature), human (e.g., break-ins and vandalism) 
or mechanical (e.g., breakdowns and service 
monitoring). 

For these technologies to be effective, they utilize 
the standard implementation model found in the IoT. 
Each device contains: 

• Some form of sensor – for example, fire 
suppression systems will monitor for smoke and 
heat or a CCTV’s camera footage. 

• A control system, usually a bare-bones Operating 
System (OS) programmed with a basic front end 
and a set of programmed rules that are enacted 
when the sensor is tripped.

• An Internet connection linking the device to a 
central control and monitoring system, allowing 
for transfer of information from the sensors, 
remote control or configuration.  

The latter two components of these technologies 
are invariably where the problems lie. The OSs 
found in a great many of these devices are cut-down 
versions of the Linux OS. This OS is used because 
it is cost-effective and the source code is highly 
configurable. Unfortunately, this inevitably imports 
some of Linux’s weaknesses, leading to the great 
number of exploits that have become common in 
these IoE devices. More importantly, Linux is one of 
the key OSs utilized by a large portion of the hacking 
community. This means that hackers do not need to 
get to grips with an entirely new OS to attack these 
IoE systems – they are rather merely variants on a 
theme they know very well, often making it easy to 
compromise these embedded devices. 

The second issue is the Internet connection 
and how it is utilized. With a well-understood and 
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accessible OS, the embedded devices utilize an 
Internet connection for configuration and bidirectional 
information exchange. The issues lie with the protocol 
stack used and break down into two distinct parts: 
the protocols installed by default and how they are 
secured. According to a recent study conducted by 
Kaspersky Labs, “91.6 per cent of all the externally 
available ICS devices studied use weak (normally 
unencrypted) Internet connection protocols”. A great 
proportion of embedded devices utilize very common 
control protocols, such as:

• Telnet 
• FTP
• HTTP

These three protocols have one thing in common 
– they are all insecure. Telnet transmits everything in 
plain text, from configuration information to passwords. 
So, regardless of how strong your password is, if the 
hacker utilizes a “man-in-the-middle” attack they 
have everything they need to easily gain access to 
your systems. File Transfer Protocol (FTP) is usually 
utilized by embedded devices as a vector for firmware 
and systems updates, but provides the hacker with 
another potential opportunity to acquire passwords 
as, once again, all the data and protocol codes are 
transferred in plain text, including passwords and 
usernames. Finally, Hypertext Transfer Protocol 
(HTTP), which is used by installers to configure the 
device, is also sent in plain text and is easy to exploit 
with any number of web-based attacks.

Each of these protocols present significant risk to 
the organizations that use them – when combined 
with devices that are not commonly considered as 
potential avenues of attack for the corporate network, 
that risk can be increased dramatically. Demonstrating 
the extent of this problem, in June 2016, a US security 
company, Sucuri, identified a 25,000-strong botnet 
when it was investigating a cyberattack on one of its 
clients. This botnet mainly comprised IoE devices, 
such as CCTV cameras. 

Risks to corporate networks from this avenue of 
attack include all of the notorious IT security issues 
we have all come to know and loath. 



Data Leakage/Corruption – Using these devices 
as a beachhead, the hacker can gain access to 
corporate data stores and alter/damage them, or, 
using the inbuilt FTP, send intellectual property (IP) 
data out of the network covertly.

Malware – Theoretically, these devices could 
be used to inject viruses, worms or, the recent 
cybercriminal trend, ransomware directly into the 
system, causing significant network downtime and 
Denial of Service. 

Loss of Client Trust – Attacks of this kind will 
cause a company to enter the spotlight but not for the 
right reasons. Data loss, data corruption and stops 
and delays in services may directly affect how your 
client base trusts your organization. Unfortunately, in 
recent years, there have been many well-publicized 
incidents through which companies have discovered 
the detrimental effect of cyberattacks on their 
reputation and bottom line.

 WHAT’S THE ANSWER?   
As with all IT systems, the answer to the question 
of security risk assessment and mitigation starts 
with standards derived from an Information Security 
Management System (ISMS). Risk assessment 
processes (such as ISO 27001) are an example of 
an ISMS that is an adaptable, regularly updated and 
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well-understood security policy that identifies risks 
and associated avenues of attack. The security policy 
should identify appropriate methods of mitigating the 
risks inherent to these systems. 

First – The protocols available on embedded 
systems are insecure, so many standard IT systems 
have been replaced with more robust versions. Telnet 
has been replaced with SSH, HTTP has been replaced 
with HTTPS, and FTP (in rare instances) has been 
replaced with FTPS or SCP. Therefore, companies 
should only purchase embedded technologies that 
utilize these secure protocols. If such protocols are 
unavailable, they should acquire a network design 
that mitigates this weakness with, for example, a third-
party VPN solution. The big issue with this solution 
is cost and supply. Many of the IoE technologies on 
the market that have these secure protocols are very 
costly in comparison to their insecure counterparts. 

The bigger problem, however, is that there  
are few embedded devices that give the customer 
the secure option, as the secure protocols are 
often simply not available. In the highly likely event 
that there is no inbuilt security, additional security 
features should be added through third-party security 
tools, such as firewalls and VPN systems. The 
downside of this solution is the additional complexity  
and cost that many organizations and companies 
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would wish to avoid, which are essential to mitigating 
the security weaknesses that are endemic to  
IoE technologies.

Second – As with all IT systems, these devices 
contain vulnerabilities that can be exploited. The 
manufacturers are responsible for providing patches 
via firmware updates to mitigate these vulnerabilities, 
as well as providing improvements to the existing 
functionality. Companies’ security policies should 
encourage the installation of patches for all these 
devices but with a note of caution – risk assess the 
updates! Some firmware updates come with nasty 
surprises, such as protocols turned on that were 
not expected or protocols reconfigured with default 
passwords. Additionally, some form of confirmation 
system, such as hashing to prove the update has not 
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been modified by a third party while in transit across 
the Internet or supply chain, should be implemented.      

Third – where possible, the physical security of 
the devices should be assessed. If an unauthorized 
party is able to gain physical access to the embedded 
equipment, they may be able to reconfigure it or install 
malware, spyware or adulterated versions of the core 
OS, rendering it a perfect vector by which to damage 
the network and attached systems. 

Fourth – As with every IT system, it is best to 
assume there is a risk that some agent will attack any 
weakness. To mitigate this risk, the security policy 
should stipulate that all technologies are monitored, 
not just for security but also for troubleshooting and 
forward planning. Such monitoring should include not 
only SNMP, Syslog and similar protocols, but also 
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traffic monitoring run by third-generation firewalls. 
These newer systems are specifically designed 
to identify and halt the latest threats generated by 
modern malware, such as the ransomware pandemic 
that is currently running through the IT community. 
For ICS and SCADA systems, it is vital to ensure 
that all monitoring systems understand the specific 
protocols in use, as they differ from their standard IT 
counterparts.  

Fifth – No system is permanently secure! The 
IT security landscape is ever-changing, with new 
backdoors, exploits and techniques of attack generated 
every time a new piece of software or hardware is 
installed. To combat this, it is recommended that well-
structured and documented risk analysis take place 
to identify any means by which these new tools might 
impair system security. Determine what measures 
must be enacted to ensure that there is minimal risk 
of system compromise. Anything in any way linked to 
the corporate infrastructure could be used in a variety 
of ways to weaken the overall security posture of 
an organization, and must therefore be subjected to 
regular, systematic risk analysis.

Sixth – As an optional step to further reduce 
risk, an organization can employ the services of a  
registered penetration testing team to run a  
simulated cyberattack against the company’s 
infrastructure and staff. This will show whether the 
organization’s security policies would hold up to a 
genuine cyberattack scenario.  

CONCLUSION 
To protect all of your network assets, a coherent 
and cohesive security policy covering all IP-capable 
equipment and software must be implemented. All 
IoT/IoE equipment must be treated in the same way 
across the length and breadth of your LAN/WAN 
environment, the same as any other IT asset. Finally, 
under this policy, the well-designed, secured and 
segmented LAN and WAN environment, monitored 
by next generation firewalls and appropriate Intrusion 
Prevention Systems (IPS), will significantly reduce the 
risk that your company or organization will suffer from 
breaches and exploits. ■
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