
ISSN 2055-6950 (Print)
ISSN 2055-6969 (Online)

GLOBAL ALLIANCE AGAINST CYBERCRIME – A MULTI-STAKEHOLDER APPROACH

THE ROLE OF STRATEGIC AND OPERATIONAL INTELLIGENCE 
AT EUROPOL’s EUROPEAN CYBERCRIME CENTRE (EC3)

DIFFERENCE BETWEEN CYBER SECURITY AND CYBER DEFENCE 
FROM A CZECH PERSPECTIVE

BEYOND SIMPLE HUMAN THREATS TO CYBER-SECURITY: 
THE NEED FOR STRONG PROACTIVE MEASURES AND 

RESILIENT RESPONSES TO CYBER RISK

ALONE IN THE DARK: NEUROPLASTICITY AND VULNERABILITY 
IN COLD TURKEY SITUATIONS

CYBER-LEVIATHAN AND CRITICAL INFRASTRUCTURE PROTECTION

MONITORING SOCIAL MEDIA FOR CYBER-STALKING

Cyber Security Review
Spring 2015



2015Marriott West Loop Hotel, Houston, Texas, USA

Securing against the present and future threats towards the industry

Oil and Gas Cyber
Security North America

13th & 14th

MAY

EXPERT SPEAKER PANEL INCLUDES:
• James Morrison, Computer Scientist, Houston Cyber Task

Force, Federal Bureau of Investigation
• Catherine Cavazos, Data Security Manager, NOV
• Michael Lewis, Policy and Framework Advisor,

Information Risk Strategy and Management, Chevron
Information Technology Company

• Jason McEachin, Director, Sales Engineering,
Lookingglass Cyber Solutions

• Donna Dodson, Deputy Cyber Security Advisor, National
Institute of Standards and Technology

• Clifford Neuman, Director, Centre for Computer Systems
Security, Information Sciences Institute, University of
Southern California

• Claudia Escobar, State-wide Security Programme
Manager, Office of the Chief Information Security
Officer, Department of Information Resources, State of
Texas

• Mike Firstenberg, Director of Industrial Security, Waterfall
Security

• Amy Taylor, Director, Houston Branch, Kane Russell
Coleman & Logan PC

• Glenn A Fink, Cyber Security Researcher, Secure Cyber
Systems Group, Pacific Northwest National Laboratory

BENEFITS OF ATTENDING:
• Understand the current key market regulations to set a new

standard across the industry
• Discover how you need to operate to create a safer

environment
• Discuss how the industry needs to develop in North America
• Evaluate live demos on how to block oncoming attacks

and minimise the clean up
• Hear about the latest technology and software available 
• Listen from leading case studies and understand what

lessons have be learned

www.oilandgas-cybersecurity.com/SCR 
Register online or call +44 (0) 870 9090 711

*This offer is open to military and government representatives only. 
The offer is also only open to new registrations for the conference.

PLUS AN INTERACTIVE HALF-DAY PRE-CONFERENCE WORKSHOP • TUESDAY 12TH MAY 2015

Cybersecurity Frameworks and Architectures
Hosted by: The Cyber Security Institute (CSI) 

1:30pm - 5:30pm

CYBER SECURITY REVIEW SUBSCRIBERS RECEIVE A SPECIAL $150 DISCOUNT*.
Use this voucher code – CYBERSECR150 – when booking online at
www.oilandgas-cybersecurity.com/SCR

SMi present their 6th in the series of…

Sponsored by

#OILGASCYBERTX 

E-060 170x225 AD.qxp_Layout 1  3/23/15  9:28 AM  Page 1

http://www.oilandgas-cybersecurity.com/SCR


3cybersecurity-review.com

Cyber Security Review 
Published by Delta Business Media Limited
3rd floor
207 Regent Street
London
W1B 3HH
United Kingdom

Tel: +44 (0) 20 7193 2303
Fax: +44 (0) 20 3014 7659
info@deltabusinessmedia.com
www.deltabusinessmedia.com
www.cybersecurity-review.com

ISSN 2055-6950 (Print)
ISSN 2055-6969 (Online)

The opinions and views expressed in the editorial 

content in this review are those of the authors alone 

and do not necessarily represent the views of any 

organisation with which they may be associated. 

Material in advertisements and promotional 

features may be considered to represent the views 

of the advertisers and promoters. The views and 

opinions expressed in this review do not necessarily 

express the views of the publisher. While every care 

has been taken in the preparation of the review, the 

publisher is not responsible for such opinions and 

views or for any inaccuracies in the articles. 

© 2015. The entire contents of this publication 

are protected by copyright. Full details are available 

from the publisher. All rights reserved. No part of 

this publication may be reproduced, stored in a 

retrieval system or transmitted in any form or by 

any means, electronic, mechanical photocopying, 

recording or otherwise, without the prior permission 

of the copyright owner.

Quick Response Code
Cyber Security Review website
www.cybersecurity-review.com

EDITORIAL CONTRIBUTORS

MEDIA PARTNERS

http://www.2bcontinued.co.uk/
http://www.asu.edu/
https://www.europol.europa.eu/ec3
http://www.cylance.com/
https://www1.bournemouth.ac.uk/
http://www.iai.co.il/2013/22031-en/homepage.aspx
http://www.northampton.ac.uk/
http://www.might.org.my/en/SolutionPages/Default.aspx
https://www.govcert.cz/en/
http://www.jnu.ac.in/
http://www.interpol.int/
http://www.chathamhouse.org/conferences/cyber-2015?utm_source=cyber-security-review&utm_medium=media-partner&utm_campaign=web-listing
http://www.counterterrorexpo.com/cied
http://www.europoltech.pl/
http://www.intelligence-sec.com/events/cyber-intelligence-asia-2015
http://www.smi-online.co.uk/energy/northamerica/conference/Oil-and-Gas-Cyber-Security-USA?utm_source=E-060&utm_medium=2015oilgascyberusa34.asp&utm_campaign=GOTO
http://academic-conferences.org/eccws/ECCWS-home.htm
http://www.westminsterforumprojects.co.uk/forums/event.php?eid=972&t=9287
http://www.dsei.co.uk/counteried
http://www.itsa-brasil.com.br/br/index.php?pgid=home&mi=00100000000
http://www.isse.eu.com/
http://kidec.com.kw/


Nuclear Knowledge Management 
and Cyber Security Conference 2015
JUNE 17 -18 2015, HILTON, CARDIFF

Special offer to Nuclear Connect readers, enter  
3828NC when registering to save an extra £100
Register here: http://www.nuclearenergyinsider.com/cyber-security/register.php

“Great networking event where you can meet companies that are leading 
the way in the European nuclear industry”

John Pacy, Lead Engineer, Magnox

• UNCOVER A STRATEGY to 
help maintain, manage and 
capture knowledge eff ectively 
so you can ensure a seamless 
transition through staffi  ng 
challenges

• DISCOVER HOW the NDA’s 
Information Governance 
Programme will be 
implemented to enhance 
effi  ciency across the NDA 
estate

• GAIN INSIGHT INTO limiting 
cyber-attacks whilst still 
maintaining the benefi ts of 
interconnectivity through 
networked IT systems

• UNDERSTAND THE PRINCIPLES 
of the cyber essentials scheme 
and access guidance, tools 
and techniques to ensure your 
sensitive and commercial 
information is secure

• LIMIT THE POTENTIAL IMPACTS 
of cyber-attacks by creating a 
security culture across all levels 
of your business

Visit the website now for the latest updates on speakers, sponsors and the full agenda 
www.nuclearenergyinsider.com/cyber-security/

The world’s first conference to confront the nuclear skills gap and nuclear security in one
Researched & Organized by:

SAVE 
£100

Nuclear Connect 
readers enter code 

3828NC

TOP LEVEL SPEAKERS INCLUDE: 

Robert Orr 
Head of Information and Cyber Security 

Civil Nuclear Security Programme 
ONR

George Borlodan
Pre-Operations Director 

EDF Energy NNB

Rakesh Burgul
Security Manager 

NDA

John Day 
Head of Knowledge Management and 

Intellectual Property  
Sellafi eld

Dr Andrew Rogoyski
Head of Cyber Security Services 

 CGI IT UK Ltd

Michael Kelleher 
Principal Consultant Knowledge 

Management
DNV GL

Bob Radford 
Knowledge and Information Lead 

Magnox

Peter Fraser-Hopewell
Head of Group Security 

Enrichment Technology

Nuclear KM and CS Conference EU15_NuclearConnect_231x176_AWX.indd   1 25/03/2015   15:44

http://www.nuclearenergyinsider.com/cyber-security/register.php
http://www.nuclearenergyinsider.com/cyber-security/


CONTENTS

5cybersecurity-review.com

IFC  OIL AND GAS CYBERSECURITY  
 NORTH AMERICA 2015

4  NUCLEAR KNOWLEDGE MANAGEMENT AND  
 CYBER SECURITY CONFERENCE 2015 

6  FOREWORD
 By Trevor Partridge, MBCI, NEBOSH, 
 Consulting Editor, Cyber Security Review

8  EUROPOLTECH 2015

9  GLOBAL ALLIANCE AGAINST CYBERCRIME – 
 A MULTI-STAKEHOLDER APPROACH 
 By Noboru Nakatani, Executive Director, INTERPOL Global  
 Complex for Innovation 

14 THE ROLE OF STRATEGIC AND OPERATIONAL  
 INTELLIGENCE AT EUROPOL’s EUROPEAN    
 CYBERCRIME CENTRE (EC3)
  By Philipp Amann, Senior Strategic Analyst – European  
 Cybercrime Centre (EC3) at Europol
	 With	input	from	Europol’s	Data	Protection	Office

20  DIFFERENCE BETWEEN CYBER SECURITY 
 AND CYBER DEFENCE FROM A CZECH 
 PERSPECTIVE 
 By Roman Packa, Cyber security/Policy specialist at the  
 National Cyber Security Centre, National Security Authority 

25  14th EUROPEAN CONFERENCE ON CYBER   
 WARFARE AND SECURITY – ECCWS 2015

26  BEYOND SIMPLE HUMAN THREATS TO 
 CYBER-SECURITY: THE NEED FOR STRONG 
 PROACTIVE MEASURES AND RESILIENT 
 RESPONSES TO CYBER RISK 
 By Dr Mils Hills, Associate Professor in Risk, 
 Resilience and Corporate Security, 
 Northampton Business School 

31  ALONE IN THE DARK: NEUROPLASTICITY AND  
 VULNERABILITY IN COLD TURKEY SITUATIONS 
 By Ronald Li, James Fingland of Black Team Strategists  
 and Kavintheran Thambiratnam of MiGHT 

41  DSEI 2015

42  CYBER-LEVIATHAN AND CRITICAL  
 INFRASTRUCTURE PROTECTION 
 By Jayadev Parida, PhD scholar in Jawaharlal Nehru  
 University, School of International Studies, 
 Centre for European Studies 

47  CYBER INTEGRATOR: A CONCEPT WHOSE 
 TIME HAS COME 
 By Rob Goldsmith, systems engineer and the Aviation and  
 Missile Research, Development and Engineering Center  
 Cybersecurity Lead at Redstone Arsenal, Alabama  and  
 Steve Mills, professor of program management and   
 information technology at the Defense Acquisition University 

51  SECURING CYBER ACQUISITIONS 
 By Michael Cook, Edwards Air Force Base,   
 California 

55  ITSA BRASIL 2015

56  COMPRESSING TEST AND EVALUATION BY 
 USING FLOW DATA FOR SCALABLE NETWORK  
 TRAFFIC ANALYSIS 
 By Kevin Buell - research scientist at Arizona State University  
 Research Enterprise (ASURE),  
 Mustafa G. Baydogan - postdoctoral Fellow at Arizona State  
 University’s Security and Defense Systems Initiative, 
 Burhan Senturk - master’s student in the School of 
 Computing, Informatics and Decision Systems Engineering at  
 Arizona State University  and 
 James P. Kerr - computer scientist at the U.S. Army 
 Electronic Proving Ground at Fort Huachuca, AZ 

63  ISSE BERLIN 2015

64  APPLYING MACHINE LEARNING TO ADVANCE  
 CYBER SECURITY ANALYTICS 
 By Matt Wolff, Chief Data Scientist at Cylance 

67  MONITORING SOCIAL MEDIA FOR  
 CYBER-STALKING 
 By Edward Apeh, Tiffany Curran and Christopher 
 Richardson, BU Cyber Security Unit, Faculty of Science 
 and Technology, Bournemouth University, UK 

75  KUWAIT INTERNATIONAL DEFENSE EXHIBITION  
 AND CONFERENCE - KIDEC 2015

OBC ISRAEL AEROSPACE INDUSTRIES (IAI)

CONTENTS



It never ceases to amaze me, whatever the industry 
and/or level of risk management we are associated 

with, business leads us to believe they have determined 
their so called ‘lessons learnt’, either from real life 
incidents or by way of exercising and testing. Since 
our last publication, there have been several examples 
of cyber security breaches, data loss challenges 
and evidence from publications, that, as far as I am 
concerned, demonstrates that lessons are still very 
much NOT learnt, just identified. 

In the wake of the massive cyber attack on Sony 
Pictures Entertainment in November 2014, disgruntled 
employees filed multiple lawsuits against the company, 
claiming that lax security allowed their personal 
information to be accessed by hackers. The hackers 
posted salary information for 6,000 current and former 
employees, including the top 17 Sony executives.

Last year Hackers attacked JPMorgan Chase, 
exposing 83 million phone numbers and email 
addresses of households and businesses. JP Morgan 
Chase, who has spent around $250 million on cyber 
security in a year, disclosed that the company’s 
banking security system had been compromised, 
making it one of the biggest hacks in history. Although 
the attack didn’t result in theft of money, it proved that 
the financial system is vulnerable to such attacks.

In February, Anthem Inc., the USA’s second-largest 
health insurer, announced that hackers breached 
their ICT system and gained unauthorised access 
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to personal information of as many as 80 million of 
its current and former clients and employees. This 
information included birthdays, medical identification 
numbers, social security numbers, street and email 
addresses and employment information. 

With 81 percent of large UK businesses and 60 
percent of small companies suffering a cyber security 
breach in the last year, a new report published by the UK 
Government and Marsh details a set of joint initiatives 
between government and the insurance sector to 
help firms get to grips with cyber risk; to establish 
cyber insurance as part of firms’ cyber tool-kits; and 
to “cement London as the global centre for cyber risk 
management”. The report, entitled ‘UK Cyber Security: 
The Role of Insurance in Managing and Mitigating the 
Risk’, has been produced in collaboration with the UK’s 
insurance market and a number of top UK companies. 
Why is it then that the Government’s National Risk 
Register 2015 fails to highlight the ever-growing issues 
surrounding cyber attacks, expressing the likelihood of 
an attack as a medium to low probability?

The Business Continuity Institute, in association with 
the British Standards Institution, recently produced 
its annual ‘Horizon Scan’ report, which seeks to 
consolidate the assessment of business threats 
and uncertainties across many industries. It’s not 
surprising then, for the first time; cyber issues tops 
the list of current threats and the top 3 threats are all  
technology related.

‘LESSONS IDENTIFIED – WHEN WILL WE LEARN?’
By Trevor Partridge, MBCI, NEBOSH, Consulting Editor, Cyber Security Review



Just recently in Holborn, London, many organisations 
suffered data and power failure for several weeks as 
a result of an underground electrical fire, resulting 
in premises unable to operate. Those with plans will 
have endured less than those without. Either way 
the subsequent effect on costs to organisations and 
insurers will be extreme.

Many of our articles, in this our 3rd edition, 
emphasise the need to understand the risks, threats 
and lessons associated with our subject matter. 
One such example is provided by the Bournemouth 
University, who point us to a monitoring approach, 
in support of law enforcement investigations, using 
practicable diagrams, combining techniques, from 
text mining, machine learning and an interpersonal 
deception theory to cyber-stalking on social media.

The article from INTERPOL, who have established a 
Global Complex for Innovation in Singapore, provides 
us with an insight into this centre of excellence for 
combating cybercrime, seeking to identify trends, 
build capacity in cybercrime units, and facilitate 
international cooperation. It should encourage us all to 
collaborate under a global stakeholder alliance against  
cyber crime.

The University of Northampton sets out a fascinating 
argument that cyber-security needs to be thought 
of as a socio-technical challenge, where people 
are the source, both of the strongest threat and 
countermeasure. In addition, they highlight the fact 
that many organisations are ill equipped to respond 
and have yet to grasp an understanding of what cyber 
really means. A view, I wholly subscribe to.

The combined article from the Black Team Strategists 
and MiGHT, starts by asking the question ‘what if the 
lights go out and we are left alone in the dark? They 
go on to provide a plethora of domino effect scenarios, 
potentially depicting scenes from a Mad Max movie. 
Nonetheless, if power were to fail and business is not 
prepared for this simple scenario, the suffering and 
outcomes are made very clear.

I implore you to read, review and learn from as 
many of the excellent articles published in this edition 
as possible. They provide us with guidance, good 
practice, risks, threats and challenges.

FOREWORD
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My challenge to us all is when are we going to 
learn the lessons we have identified or have been  
subjected to?

On a final note, if you are planning to attend the 
Counter Terror Expo at Olympia in London on 21st – 
22nd April, we at Delta Business Media Ltd very much 
hope you can take the time to visit us at our stand 
there. You will all be made more than welcome. ■

Trevor Partridge MBCI, NEBOSH
Trevor is a director of 2 b continued Ltd and the former 
Head of Business Continuity and Corporate Security at 
Marks & Spencer, with more than 35 years business 
experience.

In M&S, he specialised in developing strategies and 
solutions in Business Continuity Management (BCM) 
and Corporate Security Internationally, influencing the 
board to invest considerable sums in the process.

Trevor has first-hand experience on BCM and 
Security incidents around the world. These include the 
Fuel Crisis, Buncefield, London Bombings, Kidnaps, 
Mumbai shootings, ICT Security, Fires, Floods and 
Demonstrations. 

He has played active parts in forums with London 
First, London Resilience and Civil Contingencies 
and has strong links with the Metropolitan Police 
Counter Terrorism unit and NaCTSO. Trevor regularly 
contributes to white papers, magazine articles and 
lectures on risk resilience at Cranfield University in 
Shrivenham. 

More recently, having retired from M&S, Trevor has 
worked as an independent consultant on several BCM 
projects across the private and public sectors with 
industries including National Health, Pharmaceutical, 
Property, Housing and Retail.
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GLOBAL ALLIANCE AGAINST CYBERCRIME

INTERPOL celebrated in November 2014 – during 
its 83rd General Assembly – 100 years of police 

cooperation. A century after the first International 
Criminal Police Congress, information sharing has 
become vital in our information societies as crime 
increasingly transcends borders. 

As the Internet and new technologies have made 
their way through the everyday life of most citizens, it 
is also the case with the criminal use of it. Previously, 
when someone wanted to rob a bank, they would 

purchase a gun, select a bank, take the money, and run 
away (or not). Now, it can be done remotely, at lower 
risk for the criminal, and at a much higher scale. The 
sophistication of cyberrobery was highlighted again 
recently by the discovery of the “Carbanak cybergang1” 
that allegedly stole $1bn from 100 financial institutions 
worldwide. The Carbanak malware allowed the 
fraudsters to penetrate into the system and steal 
money directly from the financial institutions and not 
via bank users.

GLOBAL ALLIANCE AGAINST CYBERCRIME – 
A MULTI-STAKEHOLDER APPROACH
By Noboru Nakatani, Executive Director, 
INTERPOL Global Complex for Innovation
Criminal use of “the Internet” fundamentally challenges law enforcement’s traditional methods of detection and  
investigation of a crime. The trend that more increasingly originates from the cyberspace will continue, as cyberspace 
mirrors our daily lives. 

To address these challenges, INTERPOL has established the INTERPOL Global Complex for Innovation (IGCI) in 
Singapore. The IGCI is a centre of excellence for combating cybercrime, seeking to identify trends, build capacity in 
cybercrime units, and facilitate international cooperation.

The IGCI seeks to do this through the implementation of a multi-stakeholder alliance – bringing together specialists from 
law enforcement, public institutions, the private sector, and academia – so that their respective expertise and resources can 
be leveraged for the benefit of law enforcement fighting cybercrime.
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Other challenges will arise in the future. To name 
but one, the Internet of Things (IOT) revolution will 
be driven by inexpensive device connectivity. As the 
price of embedded computing and sensors drops and 
performance improves, there is no longer any real 
barrier to connecting electronic devices to the Internet. 
It is estimated that by 2020, 20 Billion IOT devices will 
be operating in the markets. The threat in terms of 
data compromise will fast become substantial and law 
enforcement has to identify the challenges and adapt 
its response.

CHALLENGING LANDSCAPE FOR POLICE
As we are all aware, cyber issues are complex, covering 
a broad range of topics and challenges and the ones 
mentioned above are just some examples of the way in 
which new technologies can 
develop into a threat when 
used malevolently. When 
discussing cyber issues, 
one can be talking about 
issues of national security, 
espionage, cybercrime, the 
list goes on. 

INTERPOL’s principal 
preoccupation in this area 
is cybercrime. This means 
we focus on criminal justice 
rather than national security.

Despite the changes in modus operandi as illegal 
activity, moves to the Internet, the motivation of 
criminals and organised crime groups has remained 
the same – making money. Today, we live in a world 
where information is money. Information has a value. 
Its mobility carries a risk. And criminals look at this 
information as a means of making a profit. 

Incidents such as cyberattacks require high-level 
technical expertise and large-scale, cross-jurisdictional 
investigations. They can be an enormous challenge for 
law enforcement and traditional state-based policing 
cannot tackle global challenges by itself. Furthermore, 
traditional ways of sharing information between 
countries cannot keep up with the fast-paced evolution 
of the cyber threats.

GLOBAL ALLIANCE AGAINST CYBERCRIME
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INTERPOL’s RESPONSE TO THIS NEW 
CRIME LANDSCAPE IS A GLOBAL 
ALLIANCE AGAINST CYBERCRIME
Cybercrime, being a truly transnational crime in nature, 
is a global problem requiring global solutions based 
on universal values. Interdependence is a defining 
characteristic of the digital world meaning we are only 
as strong as our weakest link. I therefore believe that 
we need a global alliance to tackle the new paradigm 
shift in crime and subsequent challenges caused by 
Internet-enabled crime. INTERPOL wishes to become 
a proactive catalyst in such an alliance through the 
establishment of the INTERPOL Global Complex 
for Innovation (IGCI), which has been operational 
since the end of 2014 and will be inaugurated in April  
this year. 

The strategic alliance 
that INTERPOL seeks to 
implement with stakeholders 
of the information and 
communication technology 
sector and academia will 
focus on key spheres of 
activity that create synergies 
towards joint efforts to 
research and coordinate 
counter cybercrime efforts, 
build capacity and share 
information with law 

enforcement, and on occasion even the general public.
In order to implement our action model and improve 

law-enforcement response to cybercrime, INTERPOL 
intends to forge strategic alliances with a full range of 
relevant stakeholders.  This comprises both public and 
private sector actors focusing on the Internet security 
companies and  CERT/ CSIRTs2. Stakeholders may 
partner with INTERPOL and support the IGCI by 
contributing with their expertise, tools and services.

OPERATIONAL AND FORENSIC SUPPORT
Focusing on the intersection of crime and technology 
in a digital world that is becoming increasingly inter-
connected, the INTERPOL Global Complex for 
Innovation established a new cybercrime intelligence 



fusion capability that allows us to mine the datasets we 
possess. This has been done by the establishment of 
the Cyber Fusion Center in IGCI.

Our Cyber Fusion Center is one of the iconic facilities 
of the Global Complex and designed to become a 
global platform to facilitate the INTERPOL’s Alliance 
against Cybercrime by analysing data and providing 
actionable intelligence to our member countries.

A Digital Forensic Laboratory, another integral 
component to the IGCI, is to provide comprehensive 
digital forensic support to national police on-site or 
remotely from Singapore.

All criminals, not just cybercriminals, use some form 
of mobile device that can house valuable data for 
police. Unfortunately, many police forces do not have 
the means to collect and analyse this data in way that 
makes it admissible in court. 

INTERPOL provides support to member countries 
so that they may build their own national capacity in 
the field of digital forensics and use this valuable data 
in their investigations. 

By conducting such activities, INTERPOL will 
provide vital operational and technical support to its 
member countries, and consequently assist them in the 

GLOBAL ALLIANCE AGAINST CYBERCRIME

11cybersecurity-review.com

coordination of highly-technical and cross-jurisdiction 
investigations.

INFORMATION EXCHANGE
We believe everyone has something to offer in the fight 
against cybercrime. Today, more than ever before, the 
law enforcement needs the competencies that lie in the 
private sector and academia. IGCI’s model promotes 
on-site cooperation with experts from the public, 
private sector and from universities.

As has often been said, “information is power”. 
As such, we collect and analyse threat information 
provided not only by our member countries but also 
by our private sector partners, such as Kaspersky Lab, 
TrendMicro and NEC.

For police, such information or intelligence 
empowers them to investigate, to identify, to locate and 
to bring a criminal to justice. Public-Private partnership 
is therefore an essential element to INTERPOL being 
able to provide our member countries with intelligence, 
analysis and operational support.

In fact, our partners send and will send their own 
experts to work alongside our officials in the Cyber 
Fusion Centre in their own dedicated space in the 



building. This represents the essential element to our 
developing strategy to combat cybercrime: international 
multidisciplinary cooperation.

RESEARCH
The importance of injecting research capabilities in 
the working of law enforcement community cannot be 
overstated. Research, besides providing immediate 
solutions to pressing issues, will also contribute to 
the culture of studying, analysing, and understanding 
threats in order to develop strong counter strategies. 
INTERPOL seeks to develop a central hub of 
collaborative research between law enforcement, 
academia and the private sector.

INTERPOL will conduct 
in-depth digital crime 
research, using qualitative 
and quantitative scientific 
methodologies. It will 
also lead and develop 
collaborative efforts with 
partners in conceptualising 
and designing innovative 
technological solutions to 
enhance digital security. 

TRAINING
Capacity building is key to successfully fighting 
cybercrime. Police forces, in our experience, are often 
hindered in their investigation by a lack of resources 
and infrastructure in the field of cybercrime. These skill 
sets are often lacking within public service, especially 
in developing countries, with technically-skilled 
individuals being drawn to the private sectors.

In addition to training, INTERPOL is planning to 
actively assist member countries to set up dedicated 
cybercrime investigation and digital forensic units, 
and advise these countries on how to conduct  
digital crime investigations and digital forensic 
examinations. Ultimately, INTERPOL seeks to seed 
a self-sustaining ecosystem of national cyber units  
with the capacity and infrastructure to share  
information and coordinate transnational 
investigations.

GLOBAL ALLIANCE AGAINST CYBERCRIME
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LEGISLATIVE HARMONISATION
In instances where countries have both the capacity 
and operational support for an investigation, there 
can still be one obstacle that may prove impossible to 
overcome – legislative frameworks.

If, as in a case we had to face in the past, a DDoS 
investigation leads to a country where legislation 
does not consider it a crime, there is little that the 
investigating country can do to move forward.

It is therefore essential that national 
legislative frameworks be updated to reflect new  
technology-enabled crime. We believe that the 
framework to pursue a common criminal policy,  
as laid out in the 2001 Budapest Convention on 

Cybercrime, will play a 
key part in this. So far 
this convention is the only 
international legal text 
that exists on cybercrime. 
Currently, it has not received 
universal acceptance but 
signature and ratification by 
countries continue.  

As INTERPOL is made up 
on 190 member countries, 
our organisation must act 
for the benefit of its entire 

constituency. Promoting universal accession to the 
Convention is not our role. But we can recommend 
promoting the best practices that lie behind it.

We will therefore conduct a variety of activities 
to encourage legislative harmonisation among our 
member states. So that investigators, who intrinsically 
understand that a theft committed across the Internet is 
as much a theft as someone breaking into your house, 
do not have their hands tied.

To the challenges that law enforcement  
officials are confronting each day when fighting 
cybercrime, there is one response: multidisciplinary 
collaboration. 

In essence, the global alliance is essential to counter 
cybercrime and to empower the police to protect 
the citizens in the physical space as well as in the 
cyberspace. 
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overseeing the development of innovative IT services 
for the global law enforcement community. He also 
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served as Assistant Director of INTERPOL’s Financial 
and High Tech Crime (2007-2008) where he specialised 
in cybercrime and cyber security issues. 

Mr Nakatani holds the rank of Commissioner at the 
National Police Agency (NPA) of Japan. Prior to his 
secondment to INTERPOL, Mr Nakatani was Special 
Advisor to the Commissioner General of the NPA of 
Japan and Director of the Transnational Organized 
Crime Office (2011), where he was in charge of 
supervising major transnational organised crime 
investigations as well as the formulation of strategic 
priorities at the national level.   

Mr Nakatani was also the Senior Assistant Director 
for Cyber Crime Division of the NPA (2004-2006). His 
work in this position included responsibility for policy 
and planning in the area of cybercrime across the 
nation. For example, he initiated the establishment of 
the Internet Hotline Center as one of the cornerstone 
measures to combat cybercrime, as well as representing 
the National Police Agency to the G8 Rome/Lyon High 
Tech Crime Sub-Group.

Mr Nakatani joined the NPA as a fast-track officer 
in April 1993, and has held various posts, such as 
the Executive Officer to the Minister of State and the 
Chairperson of the National Public Safety Commission 
(2001–2002). 
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STRATEGIC AND OPERATIONAL INTELLIGENCE

INTRODUCTION
Intelligence, which can be defined as ‘actionable 
information’, i.e., evaluated information that has 
strategic or operational value, plays a key role in the 
activities of Europol’s European Cybercrime Centre 
(EC3). Having access to and being able to process 
intelligence in accordance with the relevant legal 
frameworks and data protection regulations is a 
condicio sine qua non for the effective and efficient 
operation of the Centre. Linked to this is the need 
for cooperation with Member States, international 
partners, academia and the private sector.

After a brief introduction to Europol and the EC3, and 
an overview of Europol’s Data Protection Framework, 
this paper describes the role of intelligence at EC3 
for operational and strategic purposes and highlights 
some of the related challenges. These challenges 
pertain to the receiving, processing and safeguarding 
of information and intelligence, particularly in relation 
to personal data.  

EUROPOL AND THE EUROPEAN 
CYBERCRIME CENTRE
As the European Union’s law enforcement agency, 
Europol is an information and criminal intelligence 
hub for the national law enforcement authorities in the 
28 EU Member States. It also acts as a coordination 
platform for joint operations.

As an EU agency, Europol’s main objective is to 

support and assist Member States in their efforts to 
prevent and combat organised crime, terrorism and 
other forms of serious crime. Apart from obtaining, 
collating and analysing information and intelligence, 
this includes facilitating cooperative operations and 
the secure exchange of information between Member 
States as well as the preparation of threat assessments 
and strategic and situational analyses.

One of Europol’s unique features is its network of 
liaison officers from EU and non-EU law enforcement 
authorities. These liaison officers are situated at 
Europol and actively participate in analytical projects 
and operational meetings and can facilitate the speedy 
exchange strategic and operational information 
and criminal intelligence. Along with the authority 
to collect substantial amounts of data, information 
and intelligence, comes the responsibility to ensure 
adequate data protection while taking into account the 
operational needs of Europol.  

Since January 2013, Europol has also hosted the 
European Cybercrime Centre (EC3). The Centre 
has been mandated to tackle the following areas of 
cybercrime:

• That committed by organised groups to generate 
large criminal profits such as online fraud;

• That which causes serious harm to the victim such 
as online child sexual exploitation;

• That which affects critical infrastructure and 
information systems in the European Union.

THE ROLE OF STRATEGIC AND OPERATIONAL 
INTELLIGENCE AT EUROPOL’s EUROPEAN 
CYBERCRIME CENTRE (EC3)
By Philipp Amann, Senior Strategic Analyst – European Cybercrime Centre (EC3) at Europol
With input from Europol’s Data Protection Office.
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The EC3 is expected to achieve this through:
• strengthened operational and analytical capabilities 

for cybercrime investigations in the EU;
• reinforced and improved cooperation with law 

enforcement and other relevant partners – 
including, for instance, with the European Union 
Agency for Network and Information Security 
(ENISA) and the Computer Emergency Response 
Teams (CERT) community;

• evaluating preventive measures and providing 
development support for training and awareness-
raising initiatives, and;

• facilitating the reporting of cybercrime and 
the processing of relevant information by law 
enforcement authorities in the Member States.

In EC3 Operations, the above-mentioned mandated 
areas are assigned to different Focal Points (FP):
•	 	FP	 Cyborg supports EU Member States in 

preventing and combating different forms of cyber 
criminality, especially those cybercrimes associated 
with organised criminal groups or organisations. 
Cyborg can support the investigations of MS 
into cyber incidents, in particular with regard to 
malware analysis and attacks targeting critical 
infrastructure.

•	 	FP	 Terminal supports EU Member States in 
Payment Card Fraud related investigations. The 
team produces analytical reports and facilitates 
cooperation to combat PCF crimes.

•	 	FP	 Twins supports EU Member States in 
preventing or combating all forms of criminality 
associated with the activities of criminal networks 
involved in the sexual exploitation of children. 

INTRODUCTION TO EUROPOL’s DATA 
PROTECTION FRAMEWORK 
The foundation of Europol’s data protection framework 
is provided by the European Council Decision (ECD)1 
of 6 April 2009, which established Europol as an 
entity of the European Union as of January 1, 2010. It 
governs, among other things, Europol’s relations with 
partners, including the exchange of personal data and 
classified information2.
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Personal data is any information relating to an 
identified or identifiable natural person. An identifiable 
person is one who can be identified, directly or 
indirectly, in particular by reference to an identification 
number or to one or more factors specific to his 
physical, physiological, mental, economic, cultural or 
social identity. 

The question whether or not information is considered 
as personal data is important. Non-personal data can 
be collected and further processed under a less strict 
legal regime according to the ECD. In particular, for 
IP addresses a lot depends on the circumstances. In 
many scenarios, it is in fact not possible to draw any 
link from an IP address to a natural person. An IP 
address referring to an exit node of the TOR network is 
just one of many examples in this context.  

Nevertheless, Europol usually treats IP addresses as 
personal data in order to be on the safe side. This is with 
a view to the fact that cybercrime-related investigations 
often involve the processing of hundreds or thousands 
of IP addresses. A distinction of the handling based on 
the individual case is therefore hardly feasible. 

Private companies play a significant role in this 
context. Cybercrime-related intelligence including 
IP addresses is often initially held by commercial 
enterprises. It is in the mutual interest of law 
enforcement authorities and the private sector to arrive 
at a better measurement of the cybercrime landscape 
in real time as well as to strive for more effective 
dismantling of cybercrime networks via an enhanced 
detection of new modi operandi and the swift arrest of 
cybercriminals.3 Europol has an established model for 
data protection compliant outreach to the private sector 
defined in Article 25 ECD. The routing of personal 
data in such cases takes place via the national 
units or contact points as specified in the applicable 
cooperation agreements. This bears the advantage of 
application of the respective underlying national law 
including any data protection safeguards such as the 
requirement of obtaining a judicial warrant for retrieval 
of certain sensitive personal information.4 

Even for companies in countries outside the 
European Union with which Europol has no operational 
cooperation agreement concluded, receipt of personal 



data may still take place on the basis of a memorandum 
of understanding provided the private party is 
mentioned on a list adopted by Europol’s Management 
Board (MB).5

In relation to publicly available sources, the ECD 
specifies that information, including personal data, can 
be directly retrieved and processed from such sources. 
This includes commercial intelligence providers. 

The following section describes how the data 
protection framework has been implemented at  
the EC3.    

THE TWO TYPES OF INTELLIGENCE 
CYCLES AT EC3 
At the EC3, there are essentially two intelligence cycles 
in place, which are closely interlinked and synchronised. 
As mentioned before, apart from how operational 
and strategic intelligence is being used and for what 
purposes, there are regulatory requirements for the 
creation of these two separate intelligence cycles. 

The first intelligence cycle deals with the planning, 
collection, processing, analysis, production and 
dissemination of operational intelligence. It is managed 
by the Cyber Intelligence Team in EC3 Operations.

The Cyber Intelligence Team’s mission includes 
broadening the information picture on cybercrime in 
Europe over time in order to rapidly identify emerging 
threats. This is based on analysing the operational 
intelligence and threat intelligence that the team 
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receives and by proactively scanning the environment 
to identify new cybercrime trends and patterns, and to 
update stakeholders accordingly.

The second intelligence cycle deals with strategic 
intelligence, meaning non-operational and non-
personal data. It is managed by EC3’s Strategy and 
Development Team whose mission to provide internal 
and external stakeholders with an overview of trends, 
developments, capabilities and intentions, to support 
the formulation of plans to combat cybercrime, allow 
for the formulation of policies and legislative measures, 
and support the development of training, awareness 
and preventive measures to combat cybercrime. This 
includes the development of strategic, situational and 
tactical products, including forward-looking threat 
assessments, in-depth evaluations and risk evaluations. 
Typically, these products are developed in close co-
operation with the FPs and the Cyber Intelligence 
Team, using for instance aggregated, non-operational 
data describing trends and patterns.

Both teams also perform open source research 
and analysis, commonly referred to as Open-source 
intelligence (OSINT). 

A category of intelligence that is of particular interest 
to EC3 is threat intelligence or cyber threat intelligence, 
which specifically focuses on existing or emerging risks 
to assets.

Table 1 provides a selection of (threat) intelligence 
products developed by EC3. These are often joint 

Table 1: Selection of intelligence products produced by EC3.

• Cyber Bits – high-level summaries, 1-2 pages, four main 
streams:

 ◦ Trends: Modus operandi, tool or technique used by cyber 
criminals. Emerging patterns and crime series.

 ◦ Knowledge: Offer guidance and raise awareness.
 ◦ Technology: Technical developments having impact law-
enforcement work.

 ◦ Tools: Presentation of tailored tools to support operational 
activities.

• OSINT Dashboard – weekly overview of relevant 
developments

• (Strategic) Assessments of Operations 

• Internet Organised Crime Threat Assessment (iOCTA)

• Police Ransomware Threat Assessment, Review of Criminal 
Forums, etc. 

• Quantitative Quarterly Reports on Cybercrime

• Cybercrime Dependencies Map

• ICANN Guide for Dummies

• Assessment of Bitcoin

• Top 10 External Cyber Threats



efforts using internally available information and 
expertise, e.g. from the Focal Points as well as input 
from Member States and external partners, including 
the private sector and academia. Establishing working 
public-private-partnerships is therefore an essential 
element of the intelligence cycle. 

Figure 1 provides a high-level overview of how 
the various products are interlinked, the main idea 
being that the more technical assessments and 
reports should feed into the broader assessments and 
strategic products. This also allows for synchronising 
the various products and, more importantly, for 
maximising the reuse of the available intelligence. 
Moreover, the various products are also used in other 
areas such as the development of prevention and 
awareness-raising initiatives.

The Internet Organised Crime Threat Assessment 
(iOCTA) report listed in Table 1 is EC3’s flagship 
strategic product, informing decision makers at 
strategic, policy and tactical levels about ongoing 
developments and emerging threats in the field of 
cybercrime affecting governments, businesses and 
citizens in the EU. It draws on contributions by EU 
Member States and the expert input of Europol staff, 
combined with input from the private sector and 
academia6.
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The planning, collection, 
processing, analysis, production 
and dissemination of operational 
and strategic intelligence is 
generally a resource-intensive 
activity, requiring adequate tool 
support but also a high level 
of human involvement to turn 
raw data into information, and 
information into intelligence; when 
it comes to supporting operations, 
some of the intelligence may also 
be used as evidence, meaning 
that chain-of-custody and the 
way it was collected and retrieved 
will become important aspects  
as well.   

THE ROLE OF TECHNOLOGY AND 
PUBLIC-PRIVATE-PARTNERSHIPS
As mentioned before, having the right mix of tools is 
crucial for an efficient and effective intelligence cycle 
and the production of timely and high-quality products. 
However, it is important to note that while tools can 
help significantly in automating certain steps of the 
process, they do not produce intelligence; this step 
requires human input. 

Tools are also important when it comes to handling, 
storing, processing, analysing and visualising large 
amounts of data or Big Data. With regard to the 
need to ensure the protection of personal data, Big 
Data analytics poses a particular challenge as it 
aids de-anonymisation – either through patterns and 
correlations that become visible in bigger data sets 
and/or the combination with other data sources. 

As highlighted before, co-operation with the private 
sector is critical as it not only holds most of the data 
that is of potential relevance for law enforcement 
investigations but also plays a key role in the area of 
prevention and protection.

In relation to threat intelligence, EC3 is in contact 
with various commercial intelligence providers. In 
some instances, the Centre has also concluded 
strategic memoranda of understanding with these 

Figure 1: High-level overview of EC3’s combined (threat) 
intelligence production process.



providers that define the type and scope of support 
that they are willing to offer. Based on the evaluation 
of several commercial intelligence platforms during the 
course of the last six months, it has become evident 
that EC3’s intelligence requirements are not sufficiently 
met by these platforms; for instance, in terms of getting 
access to historical data for cross-matching and/or 
investigative purposes. It also became evident that 
a certain degree of overlap exists in terms of the 
intelligence provided with often conflicting figures.  
Consequently, EC3 is now looking into platforms that 
aggregate feeds from different providers. 

Rapid technological advancements combined 
with the increasing volume, scope and sophistication 
of cybercrime requires ongoing research and 
development as well as continuous training to keep 
skills and competencies relevant and up-to-date. For 
these reasons, academia is another important partner 
for law enforcement. Research institutions can help 
with relevant research and development, and the 
development of the tools.
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Figure 2 depicts EC3’s multi-stakeholder approach, 
which is also reflected in the Centre’s governance 
model. EC3’s Programme Board (PB), which meets 
on a regular basis at Europol, helps with the strategic 
decision-making process of the Centre. The Program 
Board comprises EC3’s main stakeholders, including 
the EU Commission, Interpol, Eurojust, CERT-EU, 
CEPOL and ENISA. It is assisted by currently two 
Advisory Groups representing the Internet Security and 
the Financial Services sectors. The members of the 
AGs also meet on a regular basis and provide strategic 
input and advise on various strategic products.

An important aspect that applies to both tools 
and public-private-partnerships, particularly with 
commercial intelligence providers, are standards 
for the exchange of data and the interoperability 
and compatibility of tools. EC3 is actively involved 
in this topic, e.g., by supporting an EU project on 
the development of a taxonomy for the exchange of 
information/intelligence between law enforcement and 
the CERT community.

Figure 2: EC3 Stakeholder management.



SUMMARY
Actionable information or intelligence, including 
cyberthreat intelligence, is a vital ingredient for the 
work of the EC3. At the operational level, it informs 
and supports joint operations against cybercrime but 
also broadens the information picture on cybercrime in 
Europe. At the strategic level, intelligence is being used 
to develop strategic, situational and tactical products, 
including forward-looking assessments, in-depth 
evaluations and risk evaluations. 

There is a great need for effective public-private-
partnerships based on working trust relationships. 
While it may help to have a memorandum of 
understanding in place, this requires the development 
of mutual understanding and the identification of 
benefits for both partners. EC3’s governance model 
and the various advisory groups allow the Centre to 
closely work with the relevant partner agencies and 
to actively engage with stakeholders in the various 
sectors – public and private. 

While the production of intelligence requires 
substantial human involvement, it is important to have 
the necessary mix of tools in place to handle, store, 
process, analyse and visualise data, information and 
(threat) intelligence. They can also help automate 
some of the steps, thereby potentially decreasing 
production time and increasing quality.

As described above, Europol has one of the most 
robust data protection frameworks in the world of law 
enforcement. Prominent features of Europol’s data 
protection framework are independent data protection 
supervision, secure information exchange capabilities, 
data protection compliant outreach to the private 
sector and clearly defined purpose specifications for 
processing personal data in Europol’s databases.■
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DIFFERENCE BETWEEN CYBER SECURITY AND CYBER DEFENCE

INTRODUCTION
The terms cyber security and cyber defence are used 

interchangeably these days and not enough attention 
has been paid to their differences. Considering the 
current discussion on the development of cyber 
defence units in countries around the world and 
simultaneously establishing and operating with cyber 
security units (like CSIRT/CERTs) in almost each 
country, it is in the best interest of every state to clearly 
define these terms and declare a difference between 
them. The Czech Republic is no exception. The Czech 
cyber security organisational structure operates and 
is active for almost four years and given the current 
security situation in the world is aware of the need for a 
clear distinction between the terms cyber security and 
cyber defence.  

The article presents the Czech approach to 
possible activities of an intended cyber defence 

unit that illustrates the potential for synergy and an  
efficient cooperation among other entities within  
the current cyber security structure of the  
Czech Republic. 

First, the article describes Czech cyber security 
organisational framework and then explores and 
distinguishes the difference between the two terms 
of cyber defence and cyber security at a theoretical 
level. Next, the article focuses on the concept of cyber 
defence placed in opposition to traditional concepts of 
cyber security and defines the distinction among cyber 
threats and cyber attacks that has to be addressed 
within these concepts. And finally the article presents 
the scope of the intended cyber defence unit and 
tools that the Czech Republic will have to deploy 
in cyberspace to handle cyber threats properly and 
mitigate all risks effectively.   

DIFFERENCE BETWEEN CYBER SECURITY AND CYBER 
DEFENCE FROM A CZECH PERSPECTIVE
By Roman Packa, Cyber security/Policy specialist at the National Cyber Security Centre,  
National Security Authority
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CZECH REPUBLIC: GAPS IN CYBER 
DEFENCE IDENTIFIED
The state must be able to effectively identify all current 
challenges and threats originating in the dynamically 
evolving cyberspace. As the state´s dependency on 
cyberspace can over time be projected as an almost 
constant upward curve, it is more and more obvious 
that cyber attacks become progressively more critical 
for both the state and society. In addition, the general 
assumption is that the cyber 
attacker always has the 
advantage against counter 
measures and for that 
reason a cyber attacker 
always has the upper hand.   

In the Czech Republic, 
the National Security 
Authority (NSA CZE) is 
the body responsible for 
cyber security, the national 
authority in this field, and 
it leads to coordination 
across government departments and agencies. For 
this purpose, NSA CZE has established a specialised 
department, the National Cyber Security Centre (NCSC) 
and the Czech governmental CERT (GovCERT.CZ, 
within the NCSC) for immediate response to cyber 
security incidents.1 

The NCSC and its integral part GovCERT.CZ are 
traditional top level government cyber security entities 
that actively cooperate with other bodies, on both 
national and international levels, to prevent cyber 
attacks, to propose and adopt measures for incident 
solving and against ongoing attacks. However, due to 
the increasing and sophistication of cyber threats in the 
cyber realm, the Czech Republic also has to develop 
cyber defensive and cyber offensive capabilities to 
prepare for the future of cyber warfare beyond the 
concept of cyber security. NCSC and GovCERT.CZ 
have been established as cyber security service 
providers for government and critical information 
infrastructure, important information systems to handle 
cyber security incidents and act as awareness raisers 
and educators. However, they have no executive 
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powers to solve attacks on the level of their perpetrators, 
and their employees are not entitled to conduct any 
offensive operations to defend the country. 

Like other European states, the Czech Republic 
has already characterized cyber attacks as a national 
security threat2 and made a general decision to focus 
on cyber defence capacities. Computer technology 
has become increasingly integrated into modern 
military organisations and cyberspace operations are 

becoming more important for 
the Czech Republic. During any 
traditional conventional conflict 
the Czech Republic nowadays 
sees the use of cyber defensive 
capabilities as an essential 
element for modern armed 
forces to operate.

The Czech Republic 
also acknowledges that 
information and communication 
technologies are increasingly 
present in the state defence 

forces’ systems and networks. The vulnerabilities of 
these technologies and the danger of their disruption 
or destruction by a cyber attack, increase the risks 
of a negative impact on the traditional defence 
capabilities of the armed forces. Therefore, apart from 
strengthening the cyber security of the armed forces 
networks, the state must also have the capability and 
potential to effectively respond to a cyber attack (which 
is aimed at weakening the country’s defences) in such 
a way as to actively counter the cyber attack. Hence, 
the Czech Republic is currently creating capabilities to 
face this challenge.   

The Czech Republic, aware of its lack of cyber 
defence capabilities that are different from traditional 
cyber security capabilities (consisting of GovCERT.CZ 
capabilities), has recently adopted the new National 
Cyber Security Strategy from 2015 to 2020 (hereinafter 
NCSS). According to the NCSS, the Czech Republic 
needs a sharp increase in the state’s capabilities and 
potentialities to actively operate in the cyberspace. 
Specifically, the Czech Republic is committed in the 
timeframe of the NCSS to: 

...DURING ANY TRADITIONAL 
CONVENTIONAL CONFLICT THE 
CZECH REPUBLIC NOWADAYS 

SEES THE USE OF CYBER 
DEFENSIVE CAPABILITIES AS AN 

ESSENTIAL ELEMENT FOR MODERN 
ARMED FORCES TO OPERATE...



• enhance, on a continuous basis, technological and 
organisational prerequisites for active countering 
(suppression) of cyber attacks. 

• increase national capacities for active cyber 
defence and cyber attack counter-measures. 

• train experts specialised in questions of active 
counter-measures in cyber security and cyber 
defence and an offensive approach to cyber 
security in general.3

But if the Czech Republic 
wants to meet these three 
tasks, it is necessary to 
make a basic distinction 
between terms cyber 
security and cyber defence 
from the Czech Republic´s 
point of view and to clarify 
why the Czech Republic 
need offensive capabilities 
within the cyber defence 
concept as well.

DIFFERENCE BETWEEN CYBER SECURITY 
AND CYBER DEFENCE 
Cyber security definition has been formed for years 
in the Czech Republic and is largely accepted and 
already based in the cyber security posture of the 
NCSS. From the Czech perspective “cyber security” 
covers “organisational, political, legal, technical, and 
educational measures and tools aiming to provide 
a secure, protected, and resilient cyberspace in the 
Czech Republic for the benefit of both public and 
private sectors, as well as for the general public. 
Cyber security helps to identify, evaluate, and resolve 
cyber threats, to reduce cyber risks and to eliminate 
impacts of cyber attacks, cyber crime, cyber terrorism 
and cyber espionage by enhancing confidentiality, 
integrity, and availability of data, information systems 
and other elements of information and communication 
infrastructure”.  

Thus, cyber security is a blanket term that covers 
a wide range of security domains and encompasses 
all the state´s preventive and reactive activities of 
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protecting information and data or information and 
communication systems, services and networks.  
All these activities contain an application of proper 
procedural and technological and other security 
measures to constantly increase the integrity, 
resilience and robustness of state information 
infrastructure. 

On the contrary, cyber defence is different and 
despite the relative affinity 
of both concepts, the term 
“cyber defence” can´t be 
used interchangeably with 
the term “cyber security”.  

First of all, the concept 
of cyber defence is more 
focused and the state does 
not handle cyber attacks 
by cyber defensive means 
on a daily basis (as in 
cases of cyber security). 
Cyber defence relates to 
more specialised activities 
that are mainly active; it 

means these activities can include even offensive  
actions in cyberspace, but from a defensive 
perspective.

Next, every state perceives the difference between 
cyber security and cyber defence in its own way. The 
Czech Republic distinguishes the difference from a 
traditional military point of view. Similar to physical 
environment, the Czech Republic uses general 
principles of conventional warfare and applies them to 
cyberspace. Cyber defence therefore represents an 
activity of protecting the state only against advanced 
hostile cyber attacks (similar to kinetic attack) and 
the Czech Republic sees “advanced hostile cyber 
attacks” as any action taken to undermine or threaten 
the state´s integrity, sovereignty or as any cyber threat 
that goes to the heart of our economic wellbeing and 
national interest.  

Thus, the distinguishing factors between security 
and defence in cyberspace represent:
1. The nature of the threat.
2. The type of cyber attack and targeted assets.



NATURE OF THE THREAT
Threats that should be tackled through the cyber 
defence capacities originate primarily from abroad; 
they are conducted by military/state actors, state-
sponsored actors or non-state actors in the cases of 
cyber terrorism. 

Also the motivation is essential, but to identify the 
origin of the motivation and attacks, especially behind 
the ongoing attack, is difficult or sometimes impossible. 
Almost every type of cyber attack combines multiple 
targeting methods, tools, and techniques and the 
motivation of an attacker is during the attack typically 
unknown by its victim. In addition, even if it is possible 
to determine the motives of the attacker, the attribution 
of the attack to a particular country or military actor, with 
any degree of certainty, is 
in each and every case 
challenging. 

On the other hand it is 
important to stress from 
the Czech perspective 
that the cyber defence 
concept should primarily 
deal with the state/military actor, thus the motivation 
is rather non-financial (different to cybercrime) and 
has a political, quasi-political or economic motivation 
that has a serious impact on national security, public 
safety or the economic wellbeing of the Czech society. 
In these cases, the state can use the cyber defence 
concept and its cyber offensive capacities in order to 
attack, eliminate and suppress or disable cyber attacks 
originating from a source outside the Czech Republic. 
And in doing so, the state must simultaneously 
follow the rules of engagement and international  
humanitarian law.

TYPE OF CYBER ATTACK AND TARGETED 
ASSETS 
As for employing cyber defence, all cyber attacks 
eligible for using cyber defence tools must target 
critical national assets (such as power facilities, 
transport networks, the financial sector, and generally 
assets critical to the functioning of the state and the 
wellbeing of society) and regarding cyber security, not 
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all cyber attacks must have an impact on key strategic 
national assets.

Subsequently, cyber security deals with a broad 
spectrum of cyber attacks and cyber defence is once 
again more focused. Because of this, the difference 
lies primarily in the type of targeted assets and  
attack intensity. 

From the Czech perspective, cyber attacks that 
fall under the cyber defence concept are primarily 
conducted on critical assets of the state, necessary 
for its function, or capability to defend itself against  
these attacks:

• threaten the state´s ability to defend itself against 
external threats or threats posing a high risk to 
national defence or security and cannot properly be 

handled by cyber security 
(e.g., targeting military 
systems and networks in 
order to seriously weaken 
national defence); 
• are seen as either 
targeted or tailored to 
have a serious impact on 

national security or national interests and public 
safety (e.g., cases like Hydraq, Stuxnet or other 
serious ATPs);

• are conducted on a massive scale and they 
cannot be handled by the traditional cyber security 
concept, i.e.,  all available cyber security measures 
and tools have been used but the state is still  
under serious attack (e.g., DDoS attacks in 
Estonia, 2007);

• have a debilitating impact on critical assets, national 
interests or public safety (e.g., powerful attacks on 
energy grids or other industrial control systems or 
SCADA systems within critical infrastructure).

CYBER DEFENCE UNIT FROM THE CZECH 
PERSPECTIVE 
A decision has already been made that the Czech 
military will build a cyber defence unit in the coming 
years. It is capable of dealing with both internal 
and external threats and also given its existing 
responsibility to the Czech Government to defend the 

... THE DIFFERENCE LIES PRIMARILY 
IN THE TYPE OF TARGETED 

ASSETS AND  
    ATTACK INTENSITY …



country and to gather, collect and assess information 
which is crucial for defence of the Czech Republic,  
and the Czech military is the right entity to deal with 
cyber defence in the Czech Republic. The latter is very 
important because cyber defence is primarily driven by 
intelligence on the threat and sharing information with 
other state´s entities. The Czech Republic believes 
that efficient cyber defence needs a collective effort 
to be able to tackle various cyber disruptions. Hence, 
the new cyber defence unit should support a synergy 
and a cooperation especially with the NSA CZE (as 
the national authority in the field of cyber security) and 
also with other relevant stakeholders. Only through the 
joint effort will the Czech Republic be able to use cyber 
defensive measures properly.    

Regarding the specific tools and the scope of the 
new cyber defence unit, it must be able to perform 
a wide range of operations in cyberspace and other 
activities necessary for ensuring the state’s cyber 
defence and, if necessary, the unit must also be able to 
perform cyberspace operations too. 

In short, the new cyber defence unit must particularly 
focus on proactive, offensive tools that will allow the 
new unit to provide cyber-reconnaissance, cyber-
isolation or a cyber-strike. It means to actively collect 
information (intelligence) in cyberspace, to have the 
ability to identify weak spots in systems and networks 
(e.g., penetration testing techniques), or to be able to 
monitor exploits. Finally, the new cyber defence unit 
must build capabilities to support future conventional 
operations in cyberspace or other international 
commitments. It means supporting international 
operations of the Army of the Czech Republic within 
NATO or the EU, or in case of the need to defend the 
Czech Republic in a hybrid conflict.

CONCLUSION
Cyber defence became one of the tier-one national 
security priorities for the Czech Republic and 
incorporating the cyber defence concept into the 
new NCSS adds an inevitable element to the existing 
security-based approach in the Czech Republic. 
Nonetheless, the Czech Republic still focuses on 
handling cyber attacks employing the cyber security 
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concept, i.e., through both security and resilience and 
it still prefers to be “cyber defensive” by focusing on 
cyber security. 

But ultimately, a purely defensive, reactive strategy 
will always be inefficient. Hence, the Czech Republic 
must gain an offensive advantage in the case of some 
major cyber crises or disruption, that will be likely to 
occur in near future. It is only a matter of time before 
cyber security in the Czech Republic will reach a 
tipping point and cyber offensive tools will be needed. 
Because of that, the Czech Republic must aim at 
continuous development of both cyber security and 
cyber defence expertise and capabilities development 
to resist the latest cyber threats. ■
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CYBER RISK

This paper sets out an argument that cyber-security 
needs to be thought of as an inherently socio-

technical challenge where people are the source both 
of the strongest threat and countermeasure. I draw 
on experience researching cyber- and information 
warfare and consult onboard and operational tests 
of responses to such attacks. I am also fortunate to 
be part of an energetic and unconventional cluster 
of theorists (the CORTEX group) looking at cyber 
and related risks from the viewpoint of being both 
practitioners and academics. Our belief is that many 
thinking about and working in cybersecurity suffer as 
a result of minimising the consideration of the human 
factor. Organisations which embrace a broader view 
of what cyber-security is could enjoy a competitive 
advantage in terms of situational awareness, risk 

mitigation and crisis response denied to those who 
cleave to a technologically-weighted definition. This 
chapter sets out some ideas to stimulate debate – 
how can organisations evolve efficient and effective 
counter-measures to the human dimension of  
cyber-security?

Fundamentally, cyber-security is about protecting 
the ability of an organisation to make decisions 
and continue the delivery of strategic objectives. If 
vital databases are inaccessible, core Intellectual 
Property (IP) stolen, trust and confidence lost, private 
conversations made public, asset registers corrupted, 
prospects missed, an organisation will be unable to 
continue with its normal course of business, generate 
options and make choices on its own terms, against its 
own priorities and determine its normal time horizons. 

BEYOND SIMPLE HUMAN THREATS 
TO CYBER-SECURITY: 
THE NEED FOR STRONG PROACTIVE MEASURES AND 
RESILIENT RESPONSES TO CYBER RISK
By Dr Mils Hills, Associate Professor in Risk, 
Resilience and Corporate Security, Northampton Business School
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The usual decision-making cycle is impossible as a 
crisis of potentially existential proportions has erupted. 
Otherwise rational decision-makers lose their heads, 
find themselves obsessed with tactical detail rather 
than the strategic picture and become driven by media 
coverage rather than business requirements. Freedom 
of manoeuvre is reduced to almost nothing, with the 
tempo and pace of activity set by the ensuring crisis. 
There are few upside opportunities and an awful lot of 
downside risks and costs.

Even if nothing has happened, the perception 
that something has is corrosive to upstream trust: 
great reassurance is needed for many stakeholders, 
where, sometimes, reassurance will be impossible. 
McKinsey and Co. evidence this in reporting one of 
their client’s unfortunate direct costs in dealing with a 
cyber-incident, some $100m. However, “those costs 
were small compared with the subsequent multibillion-
dollar loss in market capitalisation, which was largely 
attributed to investors’ 
loss of confidence in 
the company’s ability to 
respond” (McKinsey & Co, 
2013). 

Although some cyber-
security exploits are deeply 
subtle and clever – many 
are not – when expensive 
and smart measures are put 
in place they can often be made irrelevant by simple 
behavioural realities. A specialist law enforcement 
officer told me of a simple experiment outside a bank 
data centre: 100 individuals passed and spotted a 
‘mislaid’ USB data-stick in the car park; all 100 picked 
it up with the intention of satisfying their basic human 
curiosity as to its contents.

However, caution needs to be adopted in thinking 
that examples such as these are the limit of the extent 
of socio-technical risk. Such problematic reactions and 
underpinning assessments of risk are not far along a 
continuum which (we must anticipate) will conclude with 
extremely sophisticated attack vectors and techniques. 
Therefore, there is a pressing need to develop 
immunity to pretty basic attempts to subvert technical 
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security measures and conventional user monitoring. 
It would be unwise for companies and governments 
to assume that what they are aware of or experience 
at the moment is the worst ‘cyber-threat weather’ that 
can be encountered. Of course, it is worth noting that 
surveys indicate that the existing entry-level threats 
consistently penetrate existing protective measures, 
for example. The 2014 Information Breaches Survey 
found that 81% of large and 60% of small businesses 
detected security breaches (Business Innovation 
& Skills, 2014), and yet these could be thought of 
as the ‘GCSEs of cyber-attack’ as the then Cabinet 
Secretary Gus O’Donnell once described my exercise  
of the crisis machinery facility COBR against an 
analogous scenario!

In running extensive exercises of boards and 
operational responses to cyber-challenges, my 
experience has been that organisations struggle to 
reach an understanding of (a) the potential of cyber-

security risks in general 
(b) the implications for the 
delivery of business and 
(c) of the ways in which an 
unfolding situation could 
have, or be early signs of, a 
cyber-dimension. Because 
cyber-risks are so poorly 
understood and have 

largely become thought of as 
owned by jargonised, technologically-based experts, 
boards and others barely grasp their significance in the 
abstract, non-crisis context and certainly cannot reach 
a swift understanding under the stress of an incident. 

Here is a brief insight into just how poorly 
organisations conceptualise cyber-security: employees 
are being suspended, subject to disciplinary 
investigation and (likely) dismissed on the basis 
of physical copies of alleged digital evidence. For 
example, in human resources and other functions of 
organisations, there is no awareness that it is possible 
to completely fake WhatsApp and other messaging 
exchanges. Faking at the digital level is one thing: 
but this is merely the generation of what appear to be 
exchanges – but printed out. In receipt of such paper 

THERE IS A PRESSING NEED TO 
DEVELOP IMMUNITY TO PRETTY 
BASIC ATTEMPTS TO SUBVERT 

TECHNICAL SECURITY MEASURES AND 
CONVENTIONAL USER MONITORING



‘evidence’, organisations should, of course, request 
copies of, be able to handle or commission professional 
digital forensic analysis. Instead, the paper ‘evidence’ 
is accepted as prima facie proof that something needs 
investigation at the level of the employee(s) implicated 
– rather than actually shielding the employee and 
the organisation from stress, cost and distraction by 
requiring the supply of authenticated materials. It is 
so simple to download emulators of the WhatsApp 
user interface and edit every detail that without digital 
evidence (or by requiring that alleged criminality is 
reported to the law enforcement community rather than 
the employer) such print-outs of alleged screenshots 
should be viewed as works of art and nothing more. 

It is becoming clear that organisations accept 
such emulated product and launch immediate and 
heavy-handed disciplinary proceedings – safe in the 
knowledge that they can likely dismiss an employee 
on the grounds of this ‘evidence’ because they have 
a reasonable belief that it is genuine. Whilst this 
may be legally safe, it is not helpful for the business 
or institution, which stands to lose talent, as well as 
the intangibles such as trust, confidence and goodwill 
amongst remaining employees, due to entirely faked 
and easily refuted artefacts. 
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In short, at board level and elsewhere in 
organisations, cyber-security is restrictively thought of 
as being about electronic attack conducted through the 
medium of malicious software and hacking – directed 
against firewalls and other security infrastructure. 
When cyber-scenarios are considered, they are usually 
addressed in terms of how the company would restore 
availability and assure integrity of systems separate to 
managing the wider business consequences. So, for 
example, managing a disastrous failure of a key server 
and its dependant applications would be explored in 
isolation from the multitude of direct business effects 
and additional work (e.g., client liaison, investor 
reassurance, press and PR activities) generated.

This underscores an easy mental separation that 
has become accepted as normal. The scope of cyber-, 
the likely shape and characteristics of a cyber-threat 
and the business impacts. This has produced a  
dangerous and skewed perception, which is both 
limited and limiting.

Counter-measures to cyber-risks are generally 
neatly compartmentalised as being about having 
the best (value) firewalls and other systems, with 
personnel mandated to change passwords and adhere 
to basic information security protocols. These topics are 



of little interest to boards where technical knowledge 
is limited and, even where there is a Chief Information 
Officer (CIO) or Chief Information Security Officer 
(CISO) in the C-suite, they struggle to win resources or 
attention arising from even a narrowly defined version of  
cyber-security. 

Just as the saying goes ‘good information warfare 
is indistinguishable from bad administration’, so the 
potential of clever socio-technical attack is that the pre-
placement or recruitment of employees, etc., would be 
indistinguishable from the normal ‘noise’ and chaos that 
characterises the modern workplace. Indeed, even as 
individuals move organically (e.g., if motivated by their 
own personal beefs or malevolence) or strategically 
(e.g., guided by an activist 
group, industrial competitor 
or hostile intelligence 
service) towards causing 
or enabling the causation 
of cyber-compromise, 
the likelihood of detection 
by existing sensors is 
vanishingly small.

To further complicate 
matters, we in the CORTEX 
group believe that cyber-
security (as a socio-
technical phenomenon) 
should also encompass 
even less technical 
events – but events which 
nonetheless depend on cyber-infrastructure. In a 
forthcoming conference presentation, my colleague 
Guy Batchelor and I will reflect on the lessons that 
ought to be learned by any public or private sector 
organisation by the fall from grace of Brooks Newmark 
MP (and former Junior Minister) as well as that of Sir 
Malcolm Rifkind MP (former Chair of the Intelligence 
and Security Committee). To focus on the former, 
the very simplest form of digital tradecraft was used 
to effectively shape the situational awareness of the 
Minister of State for Civil Society.

A journalist developed a Twitter profile purporting 
to be that of a young, blonde, female Conservative 
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Party public relations staffer. Comprised with the 
bare minimum of content – but clearly just enough 
to convince at least one target of its authenticity – 
unproblematic Twitter messaging was effectively used 
to enable the migration of the online conversation 
to alternative platforms. Exchanges of photos then 
occurred, which, when ultimately released into the 
public domain, terminated Mr Newmark’s career. 

This is hardly the most sophisticated, nor novel, type 
of way of causing embarrassment to politicians or other 
middle-aged men. What is, perhaps, slightly more 
surprising is that this was so easily achieved in an ever 
more security conscious world, replete with warnings 
about the easy exploitation of social media.

And things could 
have been even worse. 
Indeed, maybe there are 
for others yet to hit the 
headlines. If it was so 
easy to detect and exploit 
a very conventional 
vulnerability in a figure 
in public life, we can 
reasonably assume that 
senior individuals in 
other walks of life may 
be just as (if not more) 
vulnerable. The effect 
sought in the Newmark 
case was clearly to 
generate business for 

a freelance journalist – but what if the effect sought  
were different?

There is no reason why Newmark, a director of 
procurement, head of security of any other senior or 
middle-ranking individual might not be targeted on 
behalf of commercial rivals or others. If, rather than 
being motivated solely by generating embarrassment 
and media coverage in the very short term, Newmark’s 
behaviour (or that of a procurement, contract, facilities 
or other director or manager) had led to their being 
retained as an asset, what might they be pressured 
to do? For example, the threat of exposure could be 
leveraged by a criminal enterprise or others to award a 



contract to an uncompetitive bidder, re-open or close a 
regulatory investigation, endorse a product or service 
by attending functions or, simply, allow access to a site 
or a system by an unknown person.

Here are some concluding thoughts. How should 
organisations react to these challenges? What 
should they do at a conceptual level to ensure that 
they become ever more resilient at the human as 
well as the technological level? Analogies are very 
useful – one of my favourites is that of an immune 
system. Organisations should feel the need to expose 
themselves to attenuated or synthetic pathogens (as 
with vaccinations) and thereby grow resistance as well 
as having a generally ‘fit’ system that is capable of 
avoiding obvious potential harms. This should include 
reacting as well as possible when a compromise does 
occur (the equivalent of infection by an unknown 
parasite, virus or bacteria). From a combination of 
enhanced sensors (to avoid), cognition (to anticipate) 
and rapid response (the reflexes) the building of 
immunity is acquired. Just as immune systems in 
bodies are protected by a perimeter (such as the skin 
and devices to prevent the ingestion of bacteria and 
virus-laden objects, such as the Vibrissae hairs of 
the nasal passages) – so the technological perimeter 
of cyber is just one of which must be an integrated,  
agile and adaptive suite of approaches to socio-
technical security.

Conceptualising the immune system idea in 
practice is no doubt challenging. However, it is a way 
of achieving higher levels of protection required in an 
ever more turbulent world where the privately owned 
critical national infrastructure may be a target for 
adversaries, and where outages are not tolerated by 
either consumers or investors. The planning for and 
response to cyber incidents must be underpinned by 
a broad definition of just what cyber can involve (i.e., 
any computer-mediated communication) in shaping, 
restricting or determining the decision-making of the 
targeted organisation and individuals. As Ernst and 
Young have recently stated: “being in a proactive 
position to anticipate and mitigate cyber threat is one 
of today’s most important business objectives” (Ernst 
and Young, 2015: 1). ■
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NEUROPLASTICITY AND VULNERABILITY

PERMA-CONNECTION
This is the age of cybernetics with man-machine 
interfaces invented for almost every aspect of our lives. 
The ability to accumulate copious amounts of data 
energises people into sharing data at higher speeds 
and higher volumes.

Digital and Internet connected devices are now an 
integral part of most people’s lives. Internet connection 
penetration grew rapidly worldwide with the widespread 
adoption of mobile devices in developing countries.

If such devices and connections are the neural 
network of our planet, does that make highly connected 
hubs like London, organs and limbs which depend on 
connections and energy to interact with others in order 
to survive?

We have evolved, devoted much energy and 
infrastructure to live and run our economies based 
on high speed connections. It turns this strength into 
our Achilles heel, vulnerable in so many ways, EM  
and more.

ALONE IN THE DARK: NEUROPLASTICITY AND  
VULNERABILITY IN COLD TURKEY SITUATIONS
By Ronald Li, James Fingland of Black Team Strategists and
Kavintheran Thambiratnam of MiGHT

Infiltration of the cyber domain into almost every aspect of peoples’ lives worldwide has made the Internet a symbiotic organ 
of human function. It is embedded into our psyche. While users complain about information overload and bombardment, 
they merrily intoxicate themselves with it. Like all communication tools before it, countries and corporations are equally 
reliant on this new norm. However, what if the lights go out, will food shipments or the social order eventually break down 
over time? Will digital natives, young and old, go cold turkey, or will people be backward compatible with neuroplasticity 
failsafes to handle such stress? Or are they vulnerable prey?
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What happens when the lights go out, power supplies 
are cut or the Internet is disabled? Most security 
measures acknowledge and address the primary 
impact – loss of function. What about the second and 
third order impacts?

While a major hacking, leak or cyber espionage 
success usually targets one organisation or a tiny part 
of a country, cyber security incidents may have a long 
lasting impact on any country’s economy by virtue of 
chain reaction impacts.

In 9/11, the crash and collapse of only one set of 
buildings triggered severe reactions. These created 
animosity towards a large section of the world, 
tightened security, and re-directed national spending 
to CT.

The second order impact would have been creating 
an atmosphere of fear amongst the US populace as 
terrorism’s main aim. It 
also derailed the local and 
global economy and airline 
industry for a few years.

Subsequently, the third 
order impact was to harm 
the US by impoverishing it, 
spending money on items 
less efficient at boosting 
the economy, replacing 
freedom with control, and creating a loss of social 
capital worldwide.

In this reactive backlash, suspicion could have 
been permanently embedded in the psyches of most 
citizens. This in turn influences legislature, business 
processes, adding layers of safeguards which are 
costly and inefficient.

Can a similar cyber incident happen?

TACTICAL CHAMELEON SCENARIO
Take a scenario of the lowest level of intensity and 
impact. The target for cybercrime is Flight Centre, a 
booking agent located in a mall. The goal is to tap into 
the list of bookings with personal and travel details.

Waiting for a blackout to occur can be time 
consuming, if not impossible given the numerous 
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power redundancies built into malls. While a powerful 
lightning strike may fry both main and backup 
generators, criminals may opt to short circuit the  
power manually.

With a decaying mall infrastructure in some countries 
and lower mall incomes due to poor demand or online 
retailing, mall expenditure on security may take a hit 
through cost cutting and holding back on upgrades.

Once the power is out, Flight Centre staff could end 
up frustrated or furious that their hours of work went 
unsaved, or that they are losing business and money 
without functional computers. Some may even ‘call it a 
day’ and leave the shop until the power is fixed.

This leaves the shop wide open and vulnerable. 
Security guards in the mall will be too busy attending 
to the power problem and they are unlikely to have had 
any technical training to fix engineering issues.

Partners in crime will have 
been positioned nearby the 
shop, disguised as, say, an 
Internet service provider 
technician with a portable 
power supply to ensure the 
shop’s computers were not 
damaged in the blackout. 
They could then convince the 
staff to patch a malware in.

The psychological states of members of staff could 
range from apathetic and demoralised, entertaining 
prospects of a day off without work, to borderline  
panic, fear, confusion, anger, distress. All open to 
social engineering.

What would you as a business manager or owner 
do to prevent this? How would you be able to influence 
and train staff to be resilient when they are vulnerable 
to panic and stress? Because remember, offices and 
factories can also be targeted.

NATURAL OPPORTUNIST SCENARIO
While infrequent, natural disasters can disrupt power, 
floods and hurricanes as witnessed in the US can 
uproot energy distribution lines. Even something as 
docile as the Australian heatwaves can overload the 
energy grid.

... HOW WOULD YOU BE ABLE 
TO INFLUENCE AND TRAIN STAFF 

TO BE RESILIENT WHEN THEY ARE 
VULNERABLE TO PANIC 

AND STRESS? 



When nature causes a temporary or permanent 
decrease in energy supplies, the existing demand 
causes a strain. This could possibly expand  
the areas affected by the collapse of the energy 
distribution grid.

Combine this with the need for more heating or 
cooling and demand created by extreme weather may 
see energy operators run rolling blackouts – turning 
power off in sections of the city in rotating sequence 
at peak usage.

Either a grid collapse or rolling blackouts create 
defined windows of opportunity which those with 
criminal intent can be assured of. Due to the nature of 
this disruption, potential victims will expect extended 
power blackouts.

Nevertheless, potential victims, e.g., staff in 
facilities holding critical assets, will also experience 
psychological distress of various manifestations. A 
siege mentality may emerge as the dominant psyche, 
which is exploitable.

The weariness of enduring long, consistent and 
predictable rolling blackouts or awaiting repairs may 
lead to staff momentarily losing concentration. As a 
result, their level of alertness decreases.

This lack of concentration could result in lowered 
productivity, apathy, and complaining about the existing 
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known problem. This distracts even trained staff from 
best security practices.

Prolonged intermittent power supply in large 
buildings may see staff work in rotations or work from 
home. Security may become more lax due to confusion, 
and criminals may take this chance to impersonate 
staff for entry.

All they need do is act like an employee, complaining 
about the lack of power, inability to carry out his or her 
work, and ask for a favour from a fellow employee to 
just borrow his or her workstation for five minutes to 
upload files.

However, bear in mind that though power supplies 
are unstable and unreliable, back-up generators allow 
only certain floors or sections of the office access to 
computers; staff are expected to ‘work’ and remain.

Frustration and mounting tension will be widespread 
especially in highly strung jobs in developed countries. 
Employees are expected to be relatively productive via 
manual work as they are not used to slower methods; 
this results in their being bored.

Multiple workstations and servers can be 
compromised during this period as the skilled criminal 
can pose as a troubleshooting member of staff, or even 
as technicians checking up on the hardware, server 
and generator rooms.



Will management have security on their minds 
when there is a crisis? When the priority is to get the 
business up and running once again, to minimise every 
hour and dollar lost, an unfamiliar helping hand may go 
undetected or welcomed with open arms.

CRITICAL INFRASTRUCTURE SCENARIO
Being of the highest impact and intensity, the 
malfunction of critical infrastructure can render offices 
and facilities defenceless. The entire city could even 
be crippled in an instant as was the case in the  
Fukushima meltdown.

Whilst a nuclear power plant meltdown may 
be catastrophic, prepared criminals or industrial 
spies (competitors in particular) may find an  
opportunity to gain entry into evacuated areas using 
protective gear.

On a scale of lesser severity, explosions or 
malfunctions in a local non-nuclear power plant or 
hydroelectric dam may result in similar long-term 
blackouts of the local 
area. Repairs will be slow, 
creating an indefinite time 
period for criminals to 
proliferate.

Alternative root causes 
in this scenario may 
include homeland security 
shutdowns. There were 
instances when the US 
government went broke 
and stop-work orders were issued. Political transition, 
economic crises, or military interventions are also 
possible causes.

The long-term crisis also allows for better planning 
of criminal acts to take place as criminals will not be 
pressed for time to take advantage of the situation 
quickly. They will make fewer mistakes, and be  
more effective.

In such situations when the power is down 
indefinitely, businesses without continuity plans will 
probably suffer immediate consequences. It is possible 
they might go bankrupt or just fold overnight.

Shops and offices facing losses and insolvency may 
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just shutter their premises and abandon them with 
most assets intact. Vital assets left unprotected such 
as suppliers’ and customers’ details may be targeted 
for information theft.

Of course higher value targets with more valuable 
information are likely to have better risk management 
plans, insurance and are unlikely to fold overnight. 
In such cases they are still vulnerable to infiltration  
or tapping.

When all is normal, cyber-security defences are 
capable of protecting the company’s assets. But 
without power there is no cyber wall, and sophisticated 
criminals can even install devices into the target’s 
hardware.

Moreover, even in a day or a week without power, 
previously secure communications and messaging 
could be transacted physically. This leaves it wide 
open for interception and re-direction as companies 
find ways to make do.

Now with extended power downtimes, uninformed 
staff may want to seek and 
accept help from a power 
company engineer or 
government staff regularly 
testing power outputs  
on site.

Ultimately, the common 
theme and weakest 
link in cyber security is 
still the human factor. 
When machines have 

been taken out of the equation, the last thing 
standing between criminals and their prize are  
human staff.

Saboteurs may sometimes seek to achieve quick 
victories without capturing any assets. When targeted 
competitors facilities are down and vulnerable, they 
may opt to quickly dispose of and destroy cyber 
facilities and data.

After all, when there is a crisis, it may appear more 
natural for critical damage to be caused by the crisis 
than by third party agency. It is advisable to prepare for 
what can go wrong in emergencies, and what problems 
it can cause.

... IN SUCH SITUATIONS WHEN THE 
POWER IS DOWN INDEFINITELY, 

BUSINESSES WITHOUT CONTINUITY 
PLANS WILL PROBABLY SUFFER 

IMMEDIATE CONSEQUENCES.



WHO IS ALONE IN THE DARK?
Traditional security and cyber security scenarios aside, 
there are many other potential victims in situations 
where the Internet connection is muted, disabled or no 
longer available. So who is alone in the dark?

Instead of a direct assault on the target, cyber 
criminals often circumvent the primary target and its 
defences via indirect secondary means. These include 
the families of employees, and related business 
acquaintances.

These are the vulnerable targets which are more 
likely to be isolated when crises are engineered, 
therefore exploitable. Secondary targets in turn help 
to isolate primary targets, which are normally granted 
herd immunity.

In this time and age of social networks, to be 
isolated, ostracised or excluded from these networks 
may have some form of impact on a person’s mental 
health depending on their resilience and strength of 
offline networks.

It may be disastrous particularly on societies and 
citizens of countries used to free speech or using the 
Internet as a means of voicing opinions. Crippling the 
Internet creates a large vacuum, not unlike censorship 
and loneliness.
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This is in addition to the sense of helplessness 
today’s digital natives may experience from being 
unable to carry out typical activities from online 
shopping and paying e-bills, to checking on their kids 
and friends via texting.

Targets that are likely to suffer from sudden and 
prolonged access denial to the Internet may include 
parents, yuppies and teenagers. Older age groups 
may be more resilient as they have lived lives without 
the Internet.

From another angle, highly vulnerable targets will 
be Internet addicts – the hardcore gamers, social 
networkers, entertainment video streamers, and 
those dependent on the Internet info for entertainment  
or work.

Depending on the nature of the attack, mobile 
device users may escape unscathed if satellite and 
general telco facilities remain relatively unaffected. 
Even then, the relief is temporary as they lack power to  
recharge batteries.

While critical infrastructure like energy plants and 
hospitals may be operating on internal networks  
and less dependent on the Internet, emails and 
interaction with the outside world will be crippled 
(patients, etc.).



Businesses and e-commerce firms based in the 
city could be badly hit from any Internet disruption, 
especially if they focus mostly on local markets. Global 
e-commerce will usually have secondary servers 
worldwide as backup.

Normal commerce and trading firms like banks, 
importers and exporters are affected and may decide 
to close arbitrarily until the issue is resolved. Trading 
in these firms is done by the second, in the millions 
per deal.

Logistics could be affected if firms are unable to 
keep count of their production line and inventories due 
to over-automation. As a result, production may halt or 
be rendered inefficient reducing output quantities.

Imagine how ports, supply depots, mines, and 
warehouses will face 
difficulty coordinating in and 
out movements. However, it 
is safe to assume that their 
internal storage networks 
operate independently of 
the Internet.

Ultimately, end users 
may suffer as stockpiles in 
retail and other end user 
shops dwindle with little to no resupply in a long-term 
Internet crash. Authorities may, however, step in to 
ensure necessities are stocked.

But what if a digital Chernobyl equally impacts 
e-government or firms providing critical services which 
are digitised? For example, health, sanitation, shelter, 
transportation, food, water, fuel, electric and policing.

Clearly, transportation is the one area that will be 
less able to function in a safe manner without the 
Internet. Fortunately, some modes of transport use 
radio wavelengths to manage their services, so all is 
not lost there.

Petty criminals can take advantage of the gap 
created by masterminds and inundate local security 
services. Multiple break-ins or theft incidents could 
result if criminals knew CCTVs depending on Internet 
streaming were down.

Communities and activities dependant on social 
networks and Internet communication will also 
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suffer; e.g., neighbourhood watch, crime alerts, and 
social groups updating each other on new members  
to the area.

This effect becomes more pronounced in highly 
networked and communal cultures where individuals 
may experience discomfort and even anguish should 
they be separated from their communities for more 
than a day.

Users of universal tools will suffer most, e.g., those 
with smartphones together with all apps, data-reliant 
services and GPS mapping. Those geographically 
challenged will get lost, or stuck in the middle of urban/
real jungles.

They will also be unable to withdraw money, do 
e-banking, or even get their wages banked in from 

their employer’s account. 
Cashflows of individuals 
and organisations will mess 
up, incurring penalties for 
debts not paid on time.

Internet paralysis could 
also lead to a simple 
leak. One critical piece of 
information is sufficient to 
mire a listed corporation in 

scandals and lawsuits, possibly leading to its demise or 
breakup. If it survives, it may react with mistreatment of 
employees based on suspicion.

Generally, as demonstrated, a large section of 
society can and will be affected by the loss of the 
Internet. The question now is how will they be affected, 
to what degree, for how long, and are they resilient 
enough to cope?

LEVELS OF IMPACT
On a macro level, a single attack to bring down an 
Internet connection (or power supplies which prevent 
Internet usage) in just one city can qualify as an attack 
against the country with flow-on effects.

Other than causing primary access denial to 
functions of the Internet and all economic, industrial 
and military losses associated with it, secondary and 
tertiary impacts are likely to occur over time if access 
is not restored.

... WHAT IF A DIGITAL CHERNOBYL 
EQUALLY IMPACTS E-GOVERNMENT OR 
FIRMS PROVIDING CRITICAL SERVICES 

WHICH ARE DIGITISED?



In the short term, we can see primary impacts like a 
temporary disruption of activity. People will complain 
about inconveniences, and show minor irritation, 
thinking that this will be a temporary problem that will 
be fixed.

They could be clueless as to what is going on, and 
may be in an information seeking mode. During this 
period, they would be vulnerable to those who claim 
to be in the know, and those who claim to be able to 
diagnose it.

The larger problems come as the situation continues 
and fixing critically damaged infrastructure – cyber 
or physical – takes time. Segments of society will 
begin to wonder if this will be permanent; this is when  
fear sets in.

Individuals will feel a sense of helplessness and 
may begin to panic and possibly act irrationally. This 
weakness and psychological collapse could easily 
spread and infect those with whom it comes into  
close contact.

For instance, parts of the Internet could be disabled 
by a super virus. This in turn would lead to hysteria 
and a mass exodus from the Internet by those who 
do not understand or know how to defend themselves  
against it.
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This will in turn have longer lasting effects of 
embedding fear and scepticism of the Internet even 
after the problem has been fixed, as they will assume 
it is still unsafe and will not trust rumours that this 
‘plague’ has ended.

Instinctively though, should the Internet be down for 
more than a day or two, fear and survival instinct could 
start kicking in. One would be worried for the safety of 
their banked assets, if they could be withdrawn.

Without access to real money, hoarding of food 
and water could take place, leading to possible civil 
disturbance as people with no cash on hand try to gain 
access to money and basic necessities. Riots may 
break out.

If only one city or area is affected, it is relatively 
easy for national governments to organise relief efforts 
and provide temporary internet access via satellite or 
mobile land stations within a day or two at most.

People with cars will flee the city, and neighbouring 
cities will organise volunteers to ferry people out. 
Those who decide to remain or are stuck and immobile 
may be targets for criminals and conmen offering help 
to victims.

After a week with no solution in sight, it is possible that 
a city’s supplies would begin to run dry, and individuals 



trapped in the city with no money or transport might 
resort to crime or gang up and form survival groups.

At this point, it is doubtful that anyone will remain 
in their jobs and offices and this is when tertiary 
effects kick in – the breakdown of order in affected 
communities, cities or countries. Any facility will be  
left unguarded.

Of course, if the Internet collapses by itself, the 
damage will still be limited in some way. If it collapses 
together with the energy grid, finance or transportation 
then we will have our standard infrastructure  
collapse scenarios.

RECOVERY AND PREVENTATIVE  
MEASURES
When technology fails, individuals will react differently 
to the crisis. Security managers can expect a mix of 
emotions ranging from positive to negative. It is those 
with positive emotions that need to assure the negative.

It will be critical to identify, train and prepare pillars 
of strength in one’s organisation, society or country so 
that they may stand tall and provide hope, assurance 
and emotional sustenance in times of pain and disorder.

While organisational leaders may excel at  
leadership and command in times of peace, their 
followers may not willingly follow them as the contract 
is based on an exchange of monetary rewards in return 
for work time.

Employees are not bound by a contract that 
guarantees them safety and survival especially that of 
their families and loved ones. In this situation, personal 
strength is much needed from caregivers, therapists, 
and hardy souls.

It is no different to an army on or off the battlefield. 
There will be individuals afraid of venturing outside 
to confront reality. There will be those who are 
shellshocked by a total change in behaviour of once 
friendly humans.

Even when the crisis is over, the mental stress and 
pain would cause lasting scars that manifests as post-
traumatic stress disorders (PTSD). If left untreated 
one’s organisation could lose and dispose of an  
asset unwittingly.

With a chaplain or two on board, organisations 
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may find it easier to maintain order and group morale 
overall by preventing the weakest links from breaking 
the chain. Leaders can then lead to execute solutions.

Though hiring a chaplain may appear to be financially 
unpalatable to profit-driven firms, alternatives are 
available. HR employees may have had some training 
in psychology, whilst identifying resilient, positive 
employees at work.

Similar to how large corporations appoint fire 
wardens to lead and guide employees down the safe 
route in times of crises, cyber security policies and 
compliance volunteers can be chosen, trained and 
motivated to contribute.

Internal organisation practices should also include 
failsafe contingencies of providing for their employees 
to increase employee loyalty, in the event a cyber-
attack takes down firms ability to carry out financial 
transactions and pay wages.

Other than appointing crisis captains, with so many 
firms becoming dependent on digital technology,  
it is advisable to prepare policies and protocols 
that can be used to help lighten the fallout from an  
Internet blackout.

Unexpected fallout may include the loss of critical 
and large amounts of data, and an inability to continue 
or recover a presentation pitch to a high-ranking client 
that the company needs to succeed or survive.

The sudden loss of digital technology will cause a 
ripple effect in the minds of employees, affecting their 
psychological stability. They may be unable to think of 
alternative measures at short notice as they will be in 
a state of shock.

A flood of emotions experienced by an individual in 
this situation includes grief and loss. Grief may result 
in anxiety, stress and frustration. There will be sorrow, 
misery, annoyance, anger and disbelief, which is 
certain to affect others.

Is your organisation prepared to meet and handle 
each and every different psychological emergency 
with confidence? Most are not. Though the situation 
is painful, many humans have a degree of tolerance  
for pain.

It comes from the experience of pain, and learning 
from it to become more resilient. Therefore, it is 



possible given a sudden change to a world without 
the Internet, to show them a way out, how to adapt  
and change.

Neuroplasticity is the key to survival. However, 
not everyone is capable of consciously and rapidly 
changing their mindsets in an instant. New mental 
models will have to be created, and people will need to 
be shown different perspectives.

Early warning systems and resilience building will 
be a priority, particularly for senior managers operating 
from central headquarters. It may be hard to send 
commands to firm assets in blackout areas or mobilise 
in order to protect them.

Core functions and departments of your organisation 
should also be trained to operate as an independent 
cell in the event of communication between units 
failing. This is an essential business continuity plan.

After taking good care of your organisation’s 
software (employees), it would be a good idea to 
also take care of your other software (data). Cyber 
insurance is something new to be considered while 
digital preservation is a proven method.

Under cyber insurance, there are a number of factors 
to consider other than premiums. You can opt for the 
level of risk undertaken, from first and/or third party 
liability. Items covered may include crisis management 
expenses.

Failsafe systems preventing hardware to software 
vulnerability is always a priority. In the event, a cyber 
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attack initiates software or hijacks hardware to self-
destruct both; backup and automated shut downs are 
necessary.

Organisation or system wide surveillance is 
recommended, exploring technologies which are 
independent from the Internet. Functional security 
systems in a situation without power and Internet will 
come in handy if affordable.

As they say, no surprises, no shocks. Data loss 
prevention should be made a key priority with 
PlayStation Network (PSN), Yahoo, Facebook, Google, 
eBay and more who have fallen victim to hacks losing 
hundreds of millions of passwords.

TECH FORECAST
New technologies ready to be deployed in the 
near future will open up even more cyber security 
vulnerabilities. Given the nature of current futuristic 
technologies in the pipeline, they will be closely linked 
to users’ psyche.

These include neuroprogramming, body implants, 
body augmentations, virtual reality (VR) and augmented 
reality (AR), ‘jacking’ or full immersion, telemedicine, 
Internet of everything, and online-only learning.

If at some point in the future, basic essentials and 
daily living becomes impossible without an Internet 
connection, and no manual redundancy to fall back 
upon, users could end up like creatures trapped in a 
box with no way out.
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A fully digitised and Internet-based apartment could 
electronically lock residents in or out with no way in 
except breaking the door or lock, which could be 
difficult. If everyone is stuck at once, help could be a 
long time coming.

For VR users, those who plunge into fully immersive 
virtual environments neurologically could find their 
consciousness stuck in the virtual environment  
or in the middle of nowhere, when the Internet is 
brought down.

National security agents and their nemeses could 
also utilise the addictive nature of the Internet and its 
vulnerabilities when it is cut off. They could deploy anti-
Internet weapons that create cones of silence.

Prisoners could be plugged into virtual environments, 
to extract information, inflict pain or trap them there 
permanently, or to force addiction upon them and later 
withhold VR to simulate cold turkey.

Autopilot and driverless cars could become death 
traps unless satellite links are maintained. Especially 
if a greater number of such car users do not possess 
or lose their driving skills over time which would  
cause accidents.

As new ways of hacking and cyber attacks are 
developed, refined, and applied – defensive measures 
will need to be developed fast. It is a hard truth that 
cybersecurity is costly and may be sidelined in favour 
of shareholders.

Though it seems highly unlikely that the Internet 
could ever go down, the array of technologies before 
us simply suggests that it may be a question of 
when, by whom or what, and how. This is the age of  
cyber warfare.

The first salvos of cyber offensives have already 
been shot, with espionage of industrial and national 
secrets, sabotage of major projects and blackouts of 
an entire country’s access to the Internet carried out.

From here on, things will escalate with growing 
sophistication and damage, as have all weaponry 
and methods of warfare. No longer will cyber armies 
(rogue, terrorists, nationals) just hack when they  
can blackout. ■

Are you ready to be alone in the dark?
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CRITICAL INFRASTRUCTURE PROTECTION

INTRODUCTION 
The cyber-vulnerability may not be as dangerous as 
Weapons of Mass Destruction, but it mostly used for 
soft targets and can be used as a Weapon of Mass 
Disruption. Critical infrastructure protection (CIP) is 
presently seen as a significant part of national security. 
A broad range of political, technical and strategic 
initiatives and efforts is underway in the US, Germany, 
UK, China, India and in other parts of the world in 
an attempt to better secure CI. ‘Cyber-leviathan’1 
is one of the biggest threats to CI and NS. Human 
entrepreneurship and technological advancement has 
brought new landmarks into the human civilisation 
over centuries. This progress of ideas and innovations 

has accomplished many goals. ‘For most of history, 
technological change unfolded over decades and 
centuries of incremental advances that refined 
and combined existing technologies. Even radical 
innovations could over time be fitted within previous 
tactical and strategic doctrines: tanks, airplanes, 
battleships and even nuclear weapons are in some 
respects extrapolation from previous experience. The 
present era is the rate of change of computing power 
and the expansion of information technology into every 
sphere of existence’2. Cyberspace is standing with the 
principles of Kranzberg’s six Laws and Moore’s Law. 
M. Kranzberg has envisaged six laws of technology 
to underline the urgency of the digital world but 

CYBER-LEVIATHAN AND CRITICAL 
INFRASTRUCTURE PROTECTION
By Jayadev Parida
The sui generis ‘cyber-leviathan’ has been emerging for more than a decade. Prevailing anarchy and lack of consensus 
for a global cyber-governance has been nourishing the ‘cyber-leviathan’. Many efforts have been underway to establish 
a ‘Cyber-1648’ that to protect the Critical Infrastructure (CI) and secure national security (NS) apparatus. However, 
cyber security and protection CI is an urgent need that can be achieved through a Public-Private Partnership. But the 
cleavage remains under examined. With this headway the paper will sketch a threat assessment to NS and CI. Based 
on the ‘securitisation’ approach it will analyse the lacuna between statecraft and cyber strategy to address the threats  
pertaining to CI.     
Keywords: cyber- leviathan, Cyber-1648, National Security, CIP.
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the first law underscores everything: ‘technology 
is neither good nor bad; nor is it neutral’. These two 
proponents of computer and technology have covertly 
indicated the unseen power of the cyberspace. The 
size of computers has shrunk, declined in cost, is 
exponentially fast and vulnerable to attack. However, 
‘the three golden rules to ensure computer security 
are: do not own a computer; do not power it on; and 
do not use it’3.

CYBER- LEVIATHAN AND CYBER-1648
What is a leviathan? A book of Thomas Hobbes, or 
sovereign power (leader) prescribed by Hobbes or a 
mythical monster4. However, in this paper ‘leviathan’ 
will be mainly elaborated as a monster of the 
cyberspace which is getting its hold since more than 
a decade. The cyber-leviathan is an intangible threat 
operating and controlling many aspects of the tangible 
world. The emergence of this leviathan is primarily 
linked with Hobbesian philosophy of human nature, as 
he prescribed human nature is ‘nasty, solitary, brutish, 
poor and short’; indeed, to understand cyber-leviathan, 
there is a need to ‘understand man’5. However, an 
immortal god created man and human reason and 
passion has created this artificial world without a 
social contract. When we analyse cyber attacks 
one aspect is becoming clear – there is a leviathan 
effect in cyberspace. First, there is no single law or 
government who can manoeuvre the cyber-leviathan. 
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On the other hand, ‘the unknown enemy with unknown 
power’ nourishes daily this monster of the cyber-world. 
It is disruptive and could be destructive; perhaps  
before it leads to cyber-doom many things  
need to be done. Because, through ‘a distributed 
denial of service (DoS)’ hundreds or thousands 
of computer systems across the Internet can be  
turned into “zombies” and used to attack another 
system or website6’. 

The above table clearly indicates how cyber-
leviathan is acquiring a prominent place in security 
apparatus from a state- to non-sate actors to 
individual level. The ‘Morris Worm’ was designed by a 
graduate student who later achieved many prestigious 
positions in the USA. ‘The Morris Worm destroyed 
that complacency. It forced software vendors to take 
security flaws in their products seriously. It invigorated 
the field of computer security, creating a demand for 
such experts in both academia and industry. Today, 
the Internet is infested with malware that works a lot 
like the software Morris set out to build a quarter of a 
century ago. And the community of Internet security 
professionals who fight these infections can trace 
the roots of their profession back to the events of 
November 19887’. A report published by the Center for 
Strategic and International Studies estimated that the 
annual cost of cybercrime and economic espionage 
to the world economy at more than $445 billion – or 
almost 1 percent of global income8, 9.  

Source: http://www.nato.int/docu/review/2013/cyber/timeline/EN/index.htm (Accessed on 15/03/2015)

Year Name Target
1988 The Morris Worm  The US
2006 Unknown NASA (The US)
2007 DoS Estonia
2008 Hacking Georgia
2009 Hacking Israel
2010 Iranian Cyber Army (unknown groups) China
2010 Stuxnet Iran (World)
2012 Red October World
2013 NSA World Wide
2014 Hacking Sony Pictures

Cyber-Leviathan



Do we need a Cyber-1648?
Anarchy maintains its pace along with technological 
advancement and they move hand in hand; technology 
and innovation owe their existence to anarchy. 
Anarchy  and  technology  must  continue  to  contest  
and  cooperate  to  shape  cyberspace. This  is  a  
process  as  old  as  the  universe  and  evolution  itself,  
where  each  new development  brings  both  danger  
and  opportunity.  This is humanity’s technological 
evolution.  There  must  be  
no  space  for  sovereign  
or  business  interests  
to  control, securitise or 
regulate this evolving 
virtual space. This is, after 
all, the only genuinely free 
market  place  since  the  
advent  of  capitalism,  a  
market  offering  equal  
opportunities, stakes 
and roles for everyone10. 
All states, in one way or 
another, will reach out 
to control what they fear 
from the Internet – the 
lack of sovereign control 
over what comes through 
their borders. Thus the 
transformation from 
frontier to regulated substrate across cyberspace 
has begun. While it is not recognised as such nor 
publicly endorsed by most democratic leaders, a 
cyberspace regulating process is happening, building 
the initial blocks of emergent national virtual fences. 
A new “cybered Westphalian age” is slowly emerging 
as state leaders organise to protect their citizens 
and economies individually and unwittingly initiate 
the path to borders in cyberspace11. However, while 
the major powers like China and the United States 
are already demonstrating key elements of emerging 
cybered territorial sovereignty, other nations are 
quickly beginning to show similar trends. From India 
to Sweden, nations are demanding control over what 
happens electronically in their territory, even if it is to or 
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from the computers of their citizens’12. While addressing 
the Business Executives for National Security  
on 11 October 2012, US Defence Secretary Leon 
E. Panetta said that the United States may have to 
face a situation like Cyber Pearl Harbor and it is the 
responsibility of both the government and businessmen 
to work for digital security (i.e., cyber security). The 
present mode of Internet regulation lopsidedly favours 
the United States and does not sufficiently integrate 

the emerging powers of 
Brazil, India, South Africa, 
China, and Russia. The 
concept of “multistakeholder 
governance” may rhetorically 
evoke egalitarian fairness, 
but in practice camouflages 
the fact that US interests 
and the US corporations 
are de facto the most 
important agenda setters 
in Internet governance. 
Financially weaker actors 
wield precious little influence 
in central institutions such 
as the Internet Corporation 
for Assigned Names and 
Numbers (ICANN) or 
the Internet Governance 
Forum (IGF)13. The cyber-

leviathan is a “double-edged-sword” and has 
become the need of the hour. At the crossroads of 
cyber-leviathan, “the cyber-1648” is one tip of the  
larger iceberg.   
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In fact, cyberspace has emerged as the fifth domain 
of human activities after land, water, air and space. 
UNESCO declares that the right to assemble in 
cyberspace comes  under  the  Article  19  of  the  
Declaration  of  Human  Rights. But in the 21st century 
‘chaos threatens side by side with unprecedented 
and interdependence: in the spread of WMD, the 
disintegration of states, the impact of environmental 
depredations, the persistence of genocidal practices, 

WHILE ADDRESSING THE BUSINESS 
EXECUTIVES FOR NATIONAL 
SECURITY ON 11 OCTOBER 

2012, US DEFENCE SECRETARY 
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UNITED STATES MAY HAVE TO 
FACE A SITUATION LIKE CYBER 
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and the spread of new technologies threatening to drive 
conflict beyond human control or comprehension’14. 
Nowadays, most of the critical infrastructure has 
been interlinked with cyberspace, thus, any attack on 
a nation by and large will impact a large number of 
people. At the very least, they might steal information. 
Worse, they can make systems go haywire. Worst 
of all, they could inject phony information into 
systems to distort what users think they absorb 
when they deal with systems. Hackers might take 
over any machine (such as a pump) controlled by a 
networked computer system and use it according to 
their ends and not those of its owners. None of this 
requires mass, just guile. For that reason, attacks 
in cyberspace do not need the same government 
backing as do attacks in older media. Any group, or 
even individual, can play – even, perhaps especially, 
terrorists15. However, this vulnerability has been 
ascribed to ‘the lack of adequate legislation both at 
the national and international level’; moreover, where 
such legislation exists, the lack of harmonisation in 
such laws has enabled cybercriminals to escape 
prosecution for crimes committed across various 
jurisdictions. Therefore, the increasing sophistication 
of cybercrimes and its linkages with cyber-terrorism, 
the attacks on critical infrastructure and the persistent 
threats to governments and military networks require 
a coordinated and integrated response16.

CONCLUSION 
Nature makes life, which is ‘but a motion of limbs, 
the beginning whereof is in some principal part 
within’, man makes automata, self-moving engines 
and machines, which have an artificial life. Man is 
the most excellent work of nature; Commonwealth 
is the most excellent work of man17. To address 
cyber-leviathan we need ‘the man (Leviathan)’, ‘the 
rule book (Leviathan)’, and ‘the commonwealth’. It is 
significantly difficult to crush the head of the cyber-
leviathan as well having cyber-1648 is far from easy. 
So the best way to protect the critical infrastructure is 
hypersecuritisation, everyday security practices, and 
technifications18. ■
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CYBER INTEGRATOR

Effective cybersecurity in Department of Defense 
(DoD) acquisition programs is a top concern for 

both DoD program managers (PMs) and the DoD as a 
whole. What can be done to help DoD PMs meet this 
challenge? An emerging concept is the establishment 
of a “Cyber Integrator” (CI) at the Program Executive 
Office (PEO)/Major Defense Acquisition Program 
(MDAP) level, to help address cybersecurity risk in DoD 
acquisition programs. The purpose of the CI is to lead 
the cybersecurity efforts within the PEO/MDAP, and 
that role includes effectively integrating cybersecurity 
across all functional domains and acting as principal 
advisor to the PM on all cybersecurity matters. A CI by 
itself will not mitigate all the cybersecurity challenges 
faced by DoD PMs, but based on the emerging 
results of an ongoing Aviation and Missile Research, 
Development, and Engineering Center (AMRDEC) 
pilot program, the CI concept appears to be a step in 
the right direction.

MAKING A CASE FOR THE CYBER 
INTEGRATOR
To appreciate the potential value of the CI concept, 
consider a comparison between the impact of 
sustainment on the DoD acquisition life cycle and that 
of cybersecurity. Such a comparison brings to light 
common themes that strongly suggest lessons learned 
about sustainment in the acquisition life cycle are 
applicable to cybersecurity.

Sustainment has always been an important 
component of the DoD acquisition life cycle, but all too 
often has not been recognised as such. Diminishing 
sustainment to an afterthought in the engineering 
process can have significant negative impacts on 
the viability, performance and overall success of 
our DoD weapon systems. Sustainment now is a 
recognised activity spanning the entire life cycle. The 
concept of sustainment as a design consideration 
is validated when reviewing the DoD Integrated 
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Product Support Elements. The elements of Design 
Interface and Sustainment Engineering support this 
assertion. Sustainment in acquisition programs is 
proactive. The clear goal for sustainment is to “Bake 
in sustainment, don’t bolt it on.” Is cybersecurity 
any different? Shouldn’t our goal for cybersecurity 
be the same? Should cybersecurity be treated as 
a design consideration? Should cybersecurity be 
considered “upfront and early” rather than later in the  
acquisition life cycle?

Sustainment is recognised as a critical component of 
DoD acquisition programs. 
With that distinction 
come requirements to 
develop a plan, measure 
its overall effectiveness 
and have accountability 
to ensure its overall 
success. Sustainment 
for DoD acquisition 
programs is defined in 
a statutory Life Cycle 
Sustainment Plan (LCSP). 
The LCSP describes 
the resources and approach for achieving effective 
sustainment of the program throughout the entire life 
cycle of the program. The LCSP is a key component 
of the Acquisition Strategy. The Cybersecurity Strategy 
provides a similar opportunity to tell the cybersecurity 
“story” for an acquisition program. How effective is the 
newly mandated Cybersecurity Strategy in addressing 
cybersecurity risks in DoD acquisition programs? 

Effective management and leadership of the 
sustainment effort on DoD programs is performed by 
the Product Support Manager (PSM). The PSM is a 
statutorily designated position for DoD acquisition 
programs. The PSM primarily focuses on development 
and execution of the LCSP. The PSM is the primary 
advisor to the PM on all sustainment issues. This 
critical position within the Program Management Office 
(PMO) provides the PM with a “sustainment champion” 
who can mitigate sustainment risk to the program 
across the life cycle. Is the impact and scope of 
cybersecurity on DoD acquisition programs significant 
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enough to warrant a Cybersecurity champion within 
the PEO/PMO? If not, how can cybersecurity risks  
best be mitigated? 

The AMRDEC CI Pilot program provides some insight 
into the overall effectiveness of incorporating a CI into 
an MDAP. This effort will continue, but initial results are 
enlightening!Cyber Integrator Lessons Learned After 
a yearlong pilot of the CI concept in an Acquisition 
Category (ACAT) ID Army Acquisition Program, the 
AMRDEC has learned a lot of valuable lessons. The 
Cyber Dashboard is a program management tool 

that uses program specific 
cybersecurity metrics to 
assess the effectiveness 
of cybersecurity across 
the acquisition program 
and life cycle. The Cyber 
Dashboard provides 
the PM with a holistic 
view of cybersecurity 
risks. The following are 
some key takeaways for 
anyone who may consider 
implementing the CI 

concept in an organisation.
“I would never have given you that resumé.” 

These were the words of the hiring manager after I 
recommended the individual who now successfully 
performs the role of CI in the AMRDEC pilot. The hiring 
manager was perplexed about which attributes he 
had missed in his screening criteria. So what makes 
a good CI? Hiring the CI is the single most important 
decision you will make when employing this concept. 
The natural tendency will be to look for someone with 
a traditional Information Technology (IT), Cybersecurity 
or Information Assurance (IA) background. While a 
strong background in IA, IT, Blue or Red Team, Systems 
Engineering (SE) or Cyber Test and Evaluation (T&E) 
is attractive, I would consider those as desirable but 
not required qualifications. The two primary required 
qualifications I looked for were:

• A proven leader able to understand technical 
concepts and integrate diverse teams working 
complex projects

SUCH A COMPARISON BRINGS TO LIGHT 
COMMON THEMES THAT STRONGLY 

SUGGEST LESSONS LEARNED ABOUT 
SUSTAINMENT IN THE ACQUISITION 

LIFE CYCLE ARE APPLICABLE TO 
CYBERSECURITY 



• A person having the ability to communicate 
effectively with technical people and senior leaders 
through both the spoken word and development of 
presentation material.

The required attributes of an effective integrator 
and communicator far surpass the advantages 
that a specialist brings. In fact, specialists are at 
a disadvantage because they almost always tend 
to spend undue time and attention on their area 
of expertise at the expense of the other important 
elements of cybersecurity within the office. 

Such a comparison brings to light common 
themes that strongly suggest lessons learned about 
sustainment in the acquisition life cycle are applicable 
to cybersecurity.   

“Where the CI sits matters.” To be effective in a 
PMO, the CI must be empowered. CI empowerment. 
This is achieved through both verbal/written direction 
by senior leadership to the entire team, as well as 
organisationally placing the CI under either the chief 
engineer in the PMO or the deputy PM (DPM). Placing 
the CI under the lead Systems Engineer or the Systems 
Engineering, Integration, and Test (SEIT) lead will not 
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send the same message to the team as putting the 
CI in a position with ready access to program senior 
leadership. Empowerment is necessary for the CI to 
gain access to the information needed to develop the 
program’s Cyber Dashboard. The PM must ensure that 
the CI is invited to key meetings and that he or she is 
not viewed as outside the PMO “family.” Gaining that 
acceptance will depend in part on the CI’s relationship-
building skills—but, to succeed, the CI must also have 
the backing and endorsement of the PM.

“Why are you here? We handle cybersecurity!” 
Your IA staff is not “baking in” cybersecurity for your 
acquisition program. The staff is only handling a portion 
of your cybersecurity. It is a big mistake to believe that 
the DoD certification and accreditation (C&A) process 
and cybersecurity are synonymous. IA is an important 
component of the overall cybersecurity effort, but 
cybersecurity has many other facets not adequately 
addressed through C&A alone. These other facets 
include:

•  Software assurance
•  Supply chain security
•  Vulnerability assessments/Blue Team testing
•  Others.



This misconception is illustrated by the success 
rate of the Red Teams during Operational Test and 
Evaluation (OT&E) against systems that have achieved 
Authorities to Operate (ATOs) through the C&A 
process. If you want to fail at OT&E, trust all of your 
cybersecurity to your IA team. The recent rebranding of 
IA as cybersecurity in DoD policy can prove misleading 
to members of the acquisition community, including the 
PM. Currently AMRDEC has more than 30 full-time 
IA personnel supporting 
PMOs and is one of the  
11 accredited Army 
Agents of the Certification 
Authority (ACAs). AMRDEC 
clearly understands the 
importance of IA as a 
part of cybersecurity, but 
AMRDEC also understands 
its limitations.

“Up Front, Early and 
Continuous.” This phrase 
applies in two ways. First, 
it is best to get your CI on 
board as early as possible 
in the life cycle. The CI can make sure critical contract 
language is put in place, architectural decisions are 
made with all facets of cybersecurity in mind and can 
help steer limited resources to the right places at the 
right time in the program. The phrase “upfront and 
early” also applies to educating members of the PMO 
early. As soon as possible once the CI is on board, 
the PM, DPM or chief engineer should assemble 
subordinate leaders, engineers and staff to introduce 
the CI and explain why the CI has been brought 
onboard. The team needs to walk away understanding 
what cybersecurity is, how it differs from IA, who the 
CI is and what the CI will be doing for the PM. These 
actions will establish the CI as truly empowered and as 
a crucial member of the PMO team.

PMO employees need to know the CI is not an “extra 
hand” for the IA team, to be saddled with milestone 
documentation or C&A work. The CI’s input is necessary 
for such tasks, but the CI must avoid the trap of going 
too deeply into one aspect of cybersecurity and not 
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fulfilling the CI’s mission to the PM of capturing the big 
picture. The CI must be able to work effectively with the 
team to gather the details from the experts and provide 
an integrated risk perspective to the PM.

The purpose of this article was to describe an 
emerging concept of integrating a new role into the 
DoD acquisition process – the CI. When implemented, 
the CI provides the PM a cybersecurity champion who 
can develop and implement an effective cybersecurity 

solution across the 
acquisition life cycle of a 
program or programs. This 
role may be best suited 
for only larger programs or 
implementation at the PEO 
level with one CI supporting 
multiple programs. The 
key point of this article is 
to present the CI concept, 
provide insights to date on 
the AMRDEC CI Pilot effort 
and to generate discussion 
on the CI concept. A key 
question to address is, 

“What is the risk of not implementing the CI Concept for 
select PEOs and large acquisition programs?” Please 
submit your questions and comments to the authors of 
this article. We welcome them! ■
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THE TEAM NEEDS TO WALK 
AWAY UNDERSTANDING WHAT 
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THE CI WILL BE DOING FOR THE PM. 
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CYBER ACQUISITIONS

Technology touches the lives of almost everyone 
in today’s world. Our society has embraced all 

forms of emerging technologies and has thrived from 
the benefits provided. Personal and professional 
cellphones have proliferated and enriched the lives of 
typical Americans. Social networking provides 24-hour 
access to data and information between friends and 
strangers alike.

Technology also has played a significant role in the 
world’s economy and in the control and management 
of America’s critical infrastructure, including the power 
grid, logistics and supply lines and the water supply 
system. The aggregate of technology that allows these 
capabilities is encompassed within the definition of 
cyber and is inherent in most of our acquisitions today.

Yet, with all the benefits of technology, there are 
many emerging dangers that we are only beginning 
to identify and that we struggle to address. Acquisition 

professionals have witnessed the challenges 
firsthand. Issues such as protecting the integrity and 
confidentiality of data as well as the critical U.S. defense 
infrastructure are today at the political forefront. Other 
nations actively seek to steal our capabilities in order 
to close the cyber gap we now enjoy. Many reports and 
articles point to the desires of other nations to expand 
their influence in the world arena. One way to do this is 
to gain access to the technological developments that 
the United States has spent so handsomely to acquire 
over the years. 

Unfortunately, we are not competing on a level 
playing field with other nations. We have laws that 
prevent us from actively stealing trade secrets, 
intellectual property and military technology; other 
nations do not. One of the most significant issues 
that Information Technology (IT) professionals 
constantly strive to address is information assurance 
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and the protection of sensitive data and associated  
cyber assets.

Traditionally, managers have sought to protect 
data, to ensure that it is not accessed or tampered 
with. IT managers have implemented numerous 
mitigation strategies to prevent hackers, competitors 
and rogue agents from gaining access to technology 
data and information systems. However, the 
industry’s philosophy has shifted recently as the focus  
has expanded.

The IT industry has come to learn that denying access 
to data and IT systems is not enough. Foreign states 
and agents now are motivated by socioeconomic and 
political interests to expand the breadth and width of 
network attacks on public infrastructure, critical supply 
lines and installations that house and process food and 
water sources. Today’s modern hacker has developed 
the desire and motivation and technical proficiency for 
gaining access to large networks critical to national and 
political interests.

Malware is released 
into the environment daily 
to carry out these attacks. 
Malicious code has been 
a common method, 
specifically through one 
system that connects 
with others. The industry 
has seen much debate 
concerning many attacks 
on our critical infrastructure, attacks via supervisory 
control and data acquisition (SCADA) systems as well 
as other types of industrial control systems. Inherent 
vulnerabilities, and therefore risks, are associated  
with SCADA systems that have saturated the 
infrastructure management industry throughout the 
world. Although SCADA systems are prevalent, 
industry professionals have not focused on securing 
them from attack.

Over time, these vulnerabilities have been 
discovered and exploited, in many cases without the 
knowledge of those tasked with managing the systems. 
The predominant point of view for many years appears 
to have been that SCADA systems can be ignored 
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because other systems, networks and data are more 
important and require the professionals’ attention and 
focus. Unfortunately, a large-scale attack stemming 
from malicious code could spread rapidly from one 
network to another among the networks considered 
noncritical. The resulting vulnerabilities present the 
added risk of the attack spreading to larger, critical 
networks that monitor and control the nation’s critical 
infrastructure.

This becomes even more significant when one 
realises that many of our facilities are supported by 
commercial providers for key services such as fire 
monitoring. A facility’s remote fire-monitoring system 
may not be considered when acquiring a cyber system, 
but once that system is installed the facility becomes 
vulnerable if the fire-monitoring system is hacked 
and reports normal conditions even while the building 
is engulfed in flames – thereby rendering the cyber 
system useless.

Fortunately, a number of SCADA industry standards 
can be implemented to 
mitigate the vulnerabilities 
within these systems. 
And recent events and 
advances in technological 
capabilities have made 
that mitigation critical to 
our national and economic 
interests. Unfortunately 
for the United States and 

many other countries, it appears many systems have 
failed to implement the best practices.

However, we now seem to be taking these 
vulnerabilities more seriously, from a defensive as well 
as an offensive standpoint. Members of the cyber and 
acquisition communities are familiar with the Stuxnet 
malware that reportedly destroyed 1,000 centrifuges 
that were being used by Iran to enrich uranium. The 
Stuxnet deployment renewed interest in protecting 
SCADA systems and in defending against cyberattacks 
on our critical networks. Essentially, our nation 
acknowledged that cyber was an area of warfare that 
could be both used against our enemies and used by 
our enemies against us.

...OUR NATION ACKNOWLEDGED THAT 
CYBER WAS AN AREA OF WARFARE 

THAT COULD BE BOTH USED AGAINST 
OUR ENEMIES AND USED BY OUR 

ENEMIES AGAINST US...



There has been a paradigm shift in how we view 
network and cyber acquisitions. There is a growing 
awareness of attacks on cyber systems and critical 
infrastructure.

Another significant issue is the rapid development 
and evolution of the technology used for our cyber 
acquisitions. Mitigation 
efforts against current 
threats and vulnerabilities 
often come much later than 
the identification of those 
threats, leaving the industry 
struggling to play catch-up. 
Even more dangerous are 
threats and vulnerabilities 
that are not identified 
until serious damage has 
been done. Moreover, in 
today’s daunting economic 
environment, many organisations look at cyber budgets 
as areas to cut back. And many top-level managers 
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and members of the acquisition community do not 
understand the importance of funding and developing 
a robust cyber capability with a strong information-
assurance suite.

One strategy used by the Department of Defense 
(DoD) in recent years to mitigate cyber attacks has 

been contracting out the 
requirement to the IT 
industry and paying the 
private sector to protect 
critical cyber systems. 
The industry possesses a 
great deal of experience 
and talent and at times is 
better suited to perform 
the tasks associated with 
cyber defense than is the 
military. Unfortunately, the 
cost is high at a time when 

military budgets are shrinking and our economy is still 
recovering from a severe downturn. In addition, when it 

MANY TOP-LEVEL MANAGERS AND 
MEMBERS OF THE ACQUISITION 

COMMUNITY DO NOT UNDERSTAND 
THE IMPORTANCE OF FUNDING 

AND DEVELOPING A ROBUST 
CYBER CAPABILITY WITH A STRONG 
INFORMATION-ASSURANCE SUITE



is decided to contract out for cybersecurity or network 
and data services, some control is lost. This poses 
a significant issue for our military and the sensitive 
and classified data associated with it. The challenge 
will come in finding partners that are receptive to a 
comfortable middle ground where the mission of the 
military is met and the contracted services are provided 
by industry.

When services are 
contracted out, critical 
tasks performed by the 
government include contract 
monitoring, oversight and 
maintenance. Experienced 
contracting officers and 
knowledgeable contracting 
representatives are 
important in this work. A 
critical tool of contracting 
is the contract itself 
– or related documents that identify the  
contract requirements.

As we have seen, many serious threats exist to 
our networks, systems and data, and these threats 
grow every day as technology continues expanding 
and developing. Rapid technological change and our 
inability to keep pace both ensure that the threats will 
continue to exceed proactive measures against them. 
However, the goal of those in the acquisition industry 
is to develop methods to protect the cyber space in 
the absence of our ability to stay ahead of technology. 
Regardless of whether the industry or government 
agencies develop the methods, the benefit will be 
experienced by everyone. 

Threats to our networks and our data affect us all – 
socially, economically and politically. The focus must 
be to eliminate as many threats as possible and to 
acknowledge that vulnerabilities exist all around us, not 
just in large facilities that maintain network devices and 
store data. It, in fact, includes the support systems and 
software that run our critical national infrastructures 
and enable our cyber capabilities.

From the defense acquisition standpoint, a closer 
look is needed at the support systems when cyber 
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capabilities are acquired. Facility support systems such 
as remote monitoring and fire-suppression systems 
must be evaluated – along with the electrical power 
system’s security.

Cyber systems require a comprehensive 
environmental analysis to be truly secure and 
hardened in a manner that will protect our cyber 
investment as well as provide the needed capability. 

This challenge requires that 
the information assurance 
effort be designed into 
the cyber acquisition. 
Although the current 
acquisition doctrine calls 
for early involvement on 
information assurance, we 
often find lacking either the 
expertise or a concentrated 
effort. The DoD needs to 
attract and develop more 

information-assurance professionals who possess 
the knowledge and skills associated not only with 
information assurance but with managing defense 
acquisition projects and programs –  and who also are 
familiar with emerging technology. 

A great deal of effort will be needed to perform this 
level of diligence; however, the acquisition community 
is not in this endeavor alone. As attention increasingly 
focuses on securing acquired cyber assets, the 
demand for enhanced security and protection will 
continue growing. As a result, the future will require 
a comprehensive environmental-analysis approach 
in cyber acquisitions. For the acquisition community, 
an early and proactive approach increasingly is 
imperative. ■
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NETWORK TRAFFIC ANALYSIS

The specialised nature of technology-based 
programs creates volumes of data on a magnitude 

never before seen, complicating the test and 
evaluation phase of acquisition. This article provides a 
practical solution for reducing network traffic analysis 
data while expediting test and evaluation. From small 
lab testing to full integration test events, quality of 
service and other key metrics of military systems 
and networks are evaluated. Network data captured 
in standard flow formats enable scalable approaches 
for producing network traffic analyses. Because of 
its compact representation of network traffic, flow 
data naturally scale well. Some analyses require 
deep packet inspection, but many can be calculated/
approximated quickly with flow data, including  
quality-of-service metrics like completion rate and 
speed of service.

CHALLENGES FOR ACQUISITION
With two major conflicts coming to an end – Iraq in 
late 2011 and the expected end of U.S.-led combat 
operations this year in Afghanistan – it comes as little 
surprise that budgets throughout the Department of 
Defense are entering an age of austerity. The earlier 
enacted across-the-board federal spending cuts, 
known as sequestration, claimed a percentage of 
the Defense Department’s budget. Despite these 
budget cuts, the expectation that defense acquisition 
professionals will field technology-based systems 
to the warfighter is at an all-time high. Low-intensity 
conflict operations throughout the world rely heavily on 
technology and intelligence systems. 

Complicating the acquisition of these technology-
based systems and programs is the voluminous 
amounts of data they produce, as observed at the 

COMPRESSING TEST AND EVALUATION BY USING FLOW 
DATA FOR SCALABLE NETWORK TRAFFIC ANALYSIS
By Kevin Buell, Mustafa G. Baydogan, Burhan Senturk, and James P. Kerr 

56 CYBER SECURITY REVIEW, Spring 2015



Army’s recurring large technology test event, the 
Network Integrated Evaluation (NIE). NIE produces 
terabytes of network data in a single day; this amount 
of data is simply too large to manage and far too large 
for test and evaluation (T&E) professionals to efficiently 
analyse the data. Processing a single data set can take 
as long as 24 to 36 hours; the status quo is grossly 
inefficient to meet the needs of rapid acquisition. 

Because of these inefficiencies, meaningful and 
effective engineering modifications performed during 
a test event cannot be done fast enough. The delay 
between analysis, engineering modifications based 
on data, and validation can extend the test event – or 
worse, necessitate a follow-on event. Both scenarios 
require a longer T&E phase whether in developmental 
test, operational test, or integrated test, which impacts 
schedule and cost by 
extending the T&E phase 
of the acquisition life cycle. 
Moving programs that 
involve complex information 
and communication 
networks from the 
Technology Development 
Phase (Milestone B) 
to the Engineering & 
Manufacturing Development phase of the Integrated 
Defense Acquisition, Technology and Logistics Life 
Cycle Management System (Cochrane & Brown, 
2010) is notoriously difficult for a variety of reasons, 
not the least of which is inefficient methods of  
handling T&E data. 

Engineers from the U.S. Army Electronic Proving 
Ground, with their academic partners at Arizona State 
University’s Security and Defense Systems Initiative, 
developed a way to compress some of the T&E timeline 
for defense technology systems that use networks. 
This partnership realised nominal gains of 75 percent, 
reducing analysis time from 24 hours to as little as 
six for data sets of approximately two terabytes. The 
efficiency gains are a sum of statistical and probabilistic 
modeling, data reduction, and the use of commercial-
off-the-shelf software (COTS) for analysing network 
traffic. These gains are a partial answer to the challenge 
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introduced at the beginning of this article: that defense 
acquisition professionals must manage to field capable 
technology systems to the warfighter.

BACKGROUND
Analysis of network traffic has been studied for some 
time, and a well-established body of research exists 
on Internet measurement (Crovella & Krishnamurthy, 
2006). However, evaluation of networks within military 
test exercises has some unique characteristics not 
shared with general Internet measurement. For 
example, while Internet measurement is largely focused 
on collecting data at routers, military test exercises 
often focus more on collecting data at end-nodes. In 
some ways, this is a luxury enabled by the contained 
evaluation environment, which allows for accurate 

point-to-point metrics like 
speed of service.

On the other hand, 
collecting data at end-
nodes can account only for 
traffic seen on those nodes. 
The network may not be 
large enough for router-
based measurements 
to be useful, so end-

node collection may be the only option. This unique 
environment is not well explored in the current literature 
on Internet measurement. 

Military test exercises present further challenges. 
Because of the nature of field exercises, harvesting 
data may not occur as frequently as test officers would 
like. Interfaces and protocols may not be in place 
to gather test data, and it often must be copied and 
physically carried from nodes under test. These unique 
aspects can lead to data collection inconsistencies  
and errors.

Nevertheless, providing access to measurement 
results is essential for providing information that may 
affect ongoing testing. For example, determining 
whether a data collection system is working, whether 
a node is active, and how much data has been 
collected are all important to know as soon as possible  
during testing.

AS THE AMOUNT OF DATA FLOWING 
OVER NETWORKS INCREASES, THE 

ABILITY TO COLLECT, TRANSFER, 
STORE, PROCESS, AND ANALYZE THE 
DATA BECOMES MORE CHALLENGING



As the amount of data flowing over networks 
increases, the ability to collect, transfer, store, process, 
and analyse the data becomes more challenging. 
Many tools and standards from the Internet 
measurement community can be useful here. Where 
possible, using open-source software is preferable, 
thereby decreasing costs and avoiding “reinventing 
the wheel.” Using standard data formats is pivotal to 
knowledge transfer and tool interoperability. When 
compared to solutions developed in-house, the open 
source solution often offers greater performance, 
and a larger support community, and it is typically  
far less costly.

As the amount of data flowing over networks 
increases, the ability to collect, transfer, store, process, 
and analyse the data becomes more challenging.

TRAFFIC DATA FORMATS
To record network traffic, two main formats are 
generally available: packet capture and flow. Packet 
capture formats record everything that goes across 
the wire (each individual packet, including header 
and data). Flow formats summarise the traffic and 
exclude the content. Excluding the content sacrifices 
the ability to reconstruct true network traffic. However, 
focusing on flow formats allows for important metrics 
about the network traffic-like performance, quality of 
service, and loss – but alleviates the burden of fully 
constituted packets. 

Flow formats are attractive because working with 
large sizes of data presents bottlenecks, particularly 
with disk reads and writes. Smaller data sizes result 
in faster analysis performance. The most popular 
flow format has been NetFlow from Cisco, but it has 
been standardised into a nonproprietary flow format 
called Internet Protocol (IP) Flow Information Export, 
or IPFIX (Internet Engineering Task Force, n.d.), and 
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several other flow formats are precursors or variations 
on the flow concept.

Flows normally summarise traffic by recording the number 
of packets, total bytes, flags, protocols, and other elements 
over some time period (e.g., 1 minute) from a source  
IP address to a destination IP address. These are referred 
to as aggregated flows. An alternative is to produce one flow 
per packet, referred to as single-packet flows. These enable  
some quality-of-service and other advanced analyses 
discussed later.

Some tools also work natively with flow data that 
have been compressed using standard compression 
algorithms. Table 1 represents a sample calculation 
based on various observations when working with 
flow data. Exact numbers will vary based on traffic 
characteristics, but this gives some idea of the 
significant data reduction achieved when using flow 
data, which in turn eliminates the disk throughput 
bottleneck.

DATA PREPARATION 
Network traffic data must be collected and prepared 
for analysis to support real-time queries and in-depth 
discovery. Ideally, traffic data are collected natively 
in flow format (such capabilities are built into most 
routers). Since some applications require full packet 
contents, other approaches may be required, such 
as capturing full packet data and producing flows  
from it or capturing both full packet and flow  
data simultaneously.

Reading packet capture data is normally bounded by 
disk I/O (input/output), but writing it to the significantly 
smaller flow format is generally not. Optimised open 
source tools like Yet Another Framework, or YAF 
(Software Engineering Institute, 2006), convert 
standard Libpcap-formatted packet captures (Libpcap 
is a portable library for network traffic capture) to IPFIX 

Table 1. Sample flow sizes for a given set of packet captures.

Packet
Capture

Single- Packet
Flow

Single-Packet Flow 
Single-Packet Flow
(compressed)

Aggregated
Flow

Aggregated
Flow (compressed)

Size 500 GB 38 GB 2 GB 0.25 GB 0.04 GB



format. Conversion time is largely a product of disk read 
speed. For example, on a current commodity system 
with 100MB/s read speed, conversions performed from 
packet capture to flow took about 11 seconds/GB. This 
means that converting 500GB of packet capture would 
take about 1.5 hours.

Generally, two approaches are used to produce a 
final set of flow data. For analyses that do not compare 
traffic between two traffic collection points (e.g., traffic 
load, protocol distribution, topology), the following 
steps are required:
1. Convert all packet capture files to aggregated flow 

files.
2. Combine the aggregated flow files into a single 

aggregated flow file.
3. Deduplicate the single aggregated flow file.

The final flow file is deduplicated to avoid double 
counting traffic seen at a source and destination 
traffic collection point. An accurate (but approximated) 
deduplication process is available in some flow-based 
tools and is accomplished by matching flows based on 
time, protocol, bytes, and so on within a configurable 
threshold.

For analyses based on matching packets between 
traffic collection points (e.g., completion rate, speed of 
service), the following steps are required:

• Convert all packet capture files to single packet 
flow files.

• Combine the single packet flow files producing one 
flow file per traffic collection point.

The resulting files are not deduplicated to enable 
matching of traffic between files for these types of 
analyses.

TRAFFIC ANALYSIS
An extensive search and evaluation of open source 
network traffic analysis tools yields several that 
are particularly noteworthy and useful. Of course, 
Wireshark and tshark are popular tools providing 
packet inspection capabilities (Wireshark, n.d.), 
but their performance in many respects is lacking, 
particularly for processing many large files. A library 
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called libtrace provides optimal results for working 
with packet capture files (WAND Network Research  
Group, n.d.). Argus is another open source tool 
that provides significant functionality as well as a 
proprietary flow format that includes some additional 
information that could be useful for characterising traffic  
(QoSient, 2014).

One noteworthy tool that is well-supported, highly 
optimised, and contains all the basic functionality one 
would expect for data preparation and traffic analysis 
is SiLK (Software Engineering Institute, 2006). Traffic 
analyses enabled by aggregated flow files using SiLK 
queries include (but are not limited to):

• Topology by generating lists of source/destination 
pairs;

• Finding all traffic communicating on a given port
• Separating nodes or pairs into bins based on 

percentage of total load; and
• Configurable filtering and traffic identification 

based on any combination of port, protocol, IP 
address, flow start/end/duration, etc.

Visualisation is not the focus of this article, but two 
open source tools should be mentioned here. The 
Ozone Widget Framework (Next Century, n.d.) has 
proven to be very useful. Also, an extensive, clean, and 
optimised JavaScript library for visualising many types 
of data can be found in D3–Data Driven Documents 
(Bostock, 2013).

QUALITY OF SERVICE FROM FLOW
Two essential metrics of network traffic are delay and 
loss. Delay is sometimes referred to as speed of service 
and loss is sometimes measured by completion rate. 
Given two files of single-packet flows representing two 
traffic collection points – each of which is associated 
with one or more nodes – the traffic loss between the 
two is determined by simply adding the number of 
packets in the file representing the destination, and 
then subtracting the number of packets in the source.

Calculating delay is generally more complicated and 
subject to some error with flow data. Using files from 
two traffic collection points, packets can be matched 
based on characteristics like size and protocol, as 



well as timestamp within a given threshold as shown 
in Figure 1. The timestamps for a given packet will 
be different in the source and destination precisely 
because of delay.

For a given source IP and destination IP pair, reading 
all single packet flows into memory and matching 
packets is feasible. To calculate the speed of service, 
simply subtract the timestamp of the matched packet 
in the source from that in the destination, and then 
average the difference over all the matched pairs. This 
is not matching packets based on content, and working 
with a timestamp threshold for matching will produce 
some error. However, packet matching with only flow 
data – when compared with matching using full packet 
content – provides nearly identical results.

In fact, the average delay over some number of 
packets (versus delay for an individual packet) can be 
calculated accurately using a number of approaches. 
Though lost packets must be accounted for, matching 
each packet precisely is not essential to produce an 
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accurate average. Instead, ensure that packets are 
simply matched (uniquely) with some nearby packet 
in the source and destination. Mathematically, this is 
because (b1 – a1) + (b2 – a2) is identical to (b1 – a2) + 
(b2 – a1). In fact, and if it appears more computationally 
feasible, an alternative is to add all timestamps over a 
given period from the destination, and then subtract 
the corresponding timestamps from the source, i.e., 
(b1 + b2) – (a1 + a2). After dividing by the number of 
packets, the resultant average delay is the same as 
exact pairwise matching.

Since flow formats generally provide for some 
extensibility, one approach to improve matching 
accuracy is to compute a reasonable, locally unique 
hash value per packet based on its contents. This hash 
value is stored as additional information within the flow 
record. Indeed, flow extensibility can be an important 
means of bridging the gap between full packet capture 
and flow data by allowing for small, but critical pieces of 
data from some packets to be stored with flow records.

Figure 1: Delay and loss between sender and receiver.



FUTURE WORK
Some analyses, which are now only accomplished 
using packet capture data could be accomplished 
using flow data, but may require some statistical 
analysis or algorithmic development. For example, 
reporting quality of service based on message type 
(e.g., voice versus video versus Web document) might 
normally require deep packet inspection. However, a 
flow format could save an indication of message type 
when converting from packet capture to flow, using 
extensibility. Also, traffic application mining has been 
studied extensively and could be used on flows to add 
some information about message/application type. 

Many statistical approaches are available that could 
provide value in this domain. Finding cause/effect of 
poor network conditions, 
finding anomalies, and other 
problems could be solved 
with statistical data mining 
approaches. For example, 
low quality of service may be 
caused by many factors including high traffic volume 
(and associated congestion), proximity of sender and 
receiver, or physical conditions such as obstacles in 
the path between sender and receiver. 

Advanced analyses may also highlight where 
significant events occur and which nodes are involved 
in these events. They may include ways to group and 
visualise nodes beyond standard clustering like logical 
topology and geographical display. Node groups may 
instead be formed based on traffic profile matching 
and/or quality-of-service similarities. 

CONCLUSIONS
As the volume of network traffic data increases, 
analysis of military systems and networks becomes 
more challenging. Flow data have been used by the 
general Internet measurement community for some 
time to enable scalable traffic analysis for cyber security 
and traffic engineering. However, flow data have not 
been widely applied to metrics requiring more precision 
and advanced analytics. Military exercises are unique 
in that they are generally a smaller, contained set of 
traffic, often utilising end-to-end measurements. 
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Flow data are much smaller than full packet captures 
and thus address the I/O bottleneck common in data 
processing for network measurement. Compressed 
flows provide even more data minimisation. Common 
flow formats allow for some extensibility so that 
essential pieces of payload can be kept within a flow 
when needed.

Traffic flow data directly enable basic traffic 
characterisations like load and protocol distribution, and 
these are handled well by open source tools that work 
with flow data. More advanced analyses like quality 
of service are also possible using flow data and flow 
tools with additional algorithmic support. By capturing 
flows composed of a single packet and matching these 
flows at source and destination, delay and packet loss 

can be calculated accurately 
using flow data.

Statistical approaches 
could be used for even 
more high-level traffic 
characterisation such as 

cause/effect analysis of network traffic conditions. 
Advanced analyses may also highlight where significant 
events occur and which nodes are involved in these 
events. Grouping nodes based not only on logical 
topology and physical location, but also traffic pattern 
similarity would also provide additional understanding 
and enhanced visual analytics. These provide greater 
insight into network traffic data that can point operators 
to potential areas for further analysis.

These approaches to increase the efficiency of 
network traffic analysis are small, but indicative of 
the trend to meet the big data problem. The length 
of T&E for technology-based programs will continue 
to grow as the complexity and interdependencies of 
these systems grow. The challenge of big data can be 
mitigated through incremental improvements. Using 
sensible, pragmatic methods that reduce the data – 
through statistical and probabilistic modeling coupled 
with the acceleration of analysis by adopting COTS – is 
one way to manage this big data challenge. Regardless 
of the challenge, defense acquisition professionals 
must look for new ways to enable our increasingly 
technology-enhanced warfighter. ■

TWO ESSENTIAL METRICS 
OF NETWORK TRAFFIC ARE 

DELAY AND LOSS
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MACHINE LEARNING

Technology moves swiftly. Nowhere is that more 
accurate than in the current state of machine 

learning. One merely has to look at a variety of 
ubiquitous technological experiences they undergo 
each day, and find a myriad of machine learning 
applications at their core. Take, for example, the task 
of online shopping. Almost every large online storefront 
will recommend items you may want to purchase. 
These recommendations are based on a few data 
points; for example, previous shopping history, your 
recent searches, or even based on who your friends 
are. Machine learning demands that one consider this 
vast amount of data in order to come up with a simple 
answer: What item might you like to purchase? 

Shopping, of course, is not the only industry to 
leverage recent advances in machine learning. The 
list of companies and industries is growing by the 
day in addition to the various applications of machine 

learning. Common applications of machine learning 
in today’s technology include voice recognition, fraud 
detection, email spam filtering, text processing, search 
recommendations, video analysis, etc. In addition, 
these current technologies are being improved daily, 
with these improvements being fuelled by greater 
data analytics, reduction in the cost of computation, 
and advancements in the state of the art of machine 
learning research. 

So with all of the recent technologies embracing 
machine learning approaches, one may ask what 
exactly is machine learning, and how is it applied in 
these situations. In a broad sense, machine learning 
refers to a series of techniques where one would 
“train” a machine how to solve a problem. As a simple 
example, say I want to train a machine to determine if 
a photo is an apple or an orange. To train the machine, 
I provide it 100 photos of apples, and 100 photos 
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or oranges. Once the machine is trained, I can give 
it a picture and it can tell me if the photo is an apple 
or an orange. 

However, not all machine learning solution are 
created equally. One measure to determine the 
effectiveness of a machine learning model would be 
its accuracy in future predictions. For example, I ask 
the apples and oranges model to tell me if a photo is 
an apple or an orange. Let’s say I provide it with 10 
photos of apples, and of that 10 it says 8 are apples 
and 2 or oranges. We can then say the model is 80% 
accurate. While this is reasonably accurate, one can 
easily improve upon this model. One way to improve 
a machine learning system is to provide more data; 
essentially provide broader experiences to improve 
its capabilities. For example, instead of 100 photos,  
one might provide 1,000, or 1,000,000 photos to 
train the machine. Very often, this increase in volume 
provides huge improvements in the accuracy of  
such models. 

The incredible rate of growth of data over the last few 
years has led to the coinage of a new term, “big data”. 
As you can imagine, this means lots of data, enough 
for special consideration to be given as to how to store, 
transport, manage, and analyze. Big data has been on 
of the pillars for the rapid growth and improvement in 
machine learning in recent years. Another major force 
behind the machine learning movement has been the 
availability of cheap and plentiful computation. 

Cloud computing advances have been essential 
in providing massive computing power in a cost 
effective manner, helping to solve computation 
intensive problems. A famous example of this may be 
the “SETI@home” project, where volunteers donate 
their unused CPU cycles to help in the analysis of 
radio telescope data. The ability to leverage thousand 
upon thousands of machines committed to solving a 
single problem lends itself well to the field of machine 
learning, in particular while trying to deal with data sets 
that are extremely large. As a practical example, we 
have one computation at Cylance that we run which 
takes 1,000 machines approximately 30 days to solve. 
Even a few years ago, it was not practical to solve such 
a problem. 
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The ability to collect and handle big data, along 
with increased ability to perform previously impossible 
calculations, are significant achievements. Combined, 
they are helping to fuel an explosion of growth in 
machine learning areas. 

When I look at the cyber security industry, I see two 
trends that lead me to the conclusion that machine 
learning approaches are a good fit for the industry. 
One, the collection and storage of large amounts of 
useful data points is already well underway in cyber 
security. It would be difficult for me to find a security 
analyst who is not currently overwhelmed by the vast 
amount of raw data that is collected every day in 
mature environments. There even exist a plethora of 
tools designed to help sort, slice, and mine this data 
in a somewhat automated fashion to help the analyst 
along in their day-to-day activities. 

The second trend is the lack of qualified, 
experienced individuals to successfully defend vital 
infrastructure and systems. The defensive game 
is complex and never ending; and one slip up by a 
security team can be enough to open the door for a 
security incident. In addition, the projected demand 
for excellent security professionals will continue to 
grow, compounding the current challenges around 
the dearth of talent. 

Given these two points, machine learning 
techniques are a great fit to improve the security 
posture of an organization. And in fact, there are 
probably machine learning approaches implemented 
at some level in your organization. But what we 
should see over the next couple of years is a vast 
improvement in current state-of-the-art machine 
learning in cyber security, and an increase in the 
number of areas where machine learning techniques 
are prevalent. 

As an example of what the impact of improved 
machine learning will bring to cyber security, let’s 
consider the case of an analyst responsible for an 
incident response case. In this example, a network 
has been penetrated and malware has been placed 
on various machines in the network, with the purpose 
of exfiltration of sensitive information. The analyst in 
this case is charged with multiple tasks here; discover 



what exactly has been stolen, how it was stolen, and  
repair the system to prevent the same or similar  
attacks again.

Without the help of any form of machine learning 
system, the analyst would have a difficult time resolving 
these issues in a short timeframe. For example, to 
determine what has been stolen, perhaps file access 
logs or network traffic would be reviewed by the analyst, 
looking for access to sensitive files, or large amounts of 
data flowing out of the network. To determine how the 
attacked gained a persistent foothold in the network, 
malware analysis of the disk may be needed to try and 
track down known malware samples using signatures 
developed by other human analysts. Or perhaps an 
analysis of the running system, looking for unusual 
processes running or other anomalous behaviours 
would be conducted as part of the incident response. 

With a machine learning approach, many of these 
tasks can be automated, and even deployed in real time 
to catch these activities before any damage is done. For 
example, a well-trained machine learning model will be 
able to identify unusual traffic on the network, and shut 
down these connections as the occur. A well-trained 
model would also be able to identify new samples of 
malware that can evade human generated signatures, 
and perhaps quarantine these samples before they 
can even execute. In addition, a machine learning 
model trained on the standard operating procedure 
of a given endpoint may be able to identify when the 
endpoint itself is engaging in odd behaviour, perhaps 
at the request of a malicious insider attempting to steal 
or destroy sensitive information. 

Currently, a large majority of machine learning 
approaches in cyber security is used as a type of 
“warning” system. They often require a human in 
the loop to make the final decision. This requirement 
is usually the result of machine learning models 
that are not sufficiently accurate, to the point where  
a typical human analyst is more accurate. As a result, 
the analyst has the final decision due to their lower 
false rates. 

But what we are starting to see, and projecting to 
become increasing common, are machine learning 
systems that are in fact more accurate than their 
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human counterparts. This is happening due to not only 
the improvement in machine learning, but also to the 
difficulty in growing the cyber security analyst human 
talent pool. As an example, consider a SOC, where 
operations often last 24 hours. It may not be possible 
to have a exceptional security analyst around at all 
times for the purpose of analyzing potential malware 
threats. In some cases, a junior analyst will be tasked 
with making threat decisions. Being junior, they are 
expected to have a higher error rate in their ability to 
assess threat. In this case, it might be better to trust 
a machine learning solution that is proven to be as 
effective as an exceptional analyst. 

In the cyber security industry at the moment, the 
answer to if one should trust machine learning over 
human analysis is often ‘no’. To some extent, a shift in 
the way we think about technology and its capabilities 
needs to occur before we fully trust the next wave 
of machine learning systems. Perhaps this is more 
a matter of trust. It’s easy to cultivate a relationship 
based on respect and trust with your peers in the cyber 
security industry. But to develop the same trust with a 
black box machine learning model will take time, and 
will only shift after repeated successful results from 
these systems. 

The next few years will be interesting in the cyber 
security landscape. The massive amounts of data 
that can be generated, along with the problems of 
conducting large scale analysis to find the proverbial 
needle in the haystack, are the perfect combination 
for extensive and successfully machine learning 
architectures. ■ 
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CYBER-STALKING

INTRODUCTION  
Social media, computer-mediated tools that facilitate 
the creation, sharing or exchanging of user-generated 
content such as information, ideas, and pictures/videos 
in virtual communities and networks[1], has seen an 
unprecedented growth and has led to a great increase  
in communication and the formation of relationships 
across the globe. Social networking sites such as 
Facebook and Twitter are continuing to see the number 
of relationship connections grow as the number of their 
users grows into the billions with billions of messages 
sent across the social networks each day. 

A large portion of these messages serve to foster 
and strengthen the social network connections; 

however, there has been an increase in misbehaviour 
events such as cyber-stalking on social network sites 
and their attendant consequences such as physical 
attacks, suicides, etc.

Social media users are relatively free to publish almost 
anything in online communities. This has increasingly 
made social media a medium for predator and prey 
crimes, wherein one party in a relationship seeks to 
control, exploit, or harm the other by harassment. The 
harassment can range from unsolicited communication 
(emails, spam, etc.), to repeated, threatening or 
malicious information. In extreme cases it may extend 
to luring or enticing victims contacted on the Internet 
into dangerous physical liaisons.

MONITORING SOCIAL MEDIA FOR CYBER-STALKING
By Edward Apehi, Tiffany Curranii and Christopher Richardsoniii, 
BU Cyber Security Unit, Faculty of Science and Technology, Bournemouth University, UK

The advent of social media has seen an increase in communication in cyberspace and has provided an avenue for fostering 
and establishing mutually beneficial relationships among disparate individuals across diverse locations around the world. 
The key feature of social media which provides for interaction and the sharing of content and information anonymously 
tends to lead to adverse behaviour such as stalking. 
  Stalking is a pattern of behaviour over time in which a stalker seeks to gain access to, or control over, a victim. Such 
actions range from the benign to the malicious and may cause emotional distress or harm to the victim. With the widespread 
adoption of social media, new avenues of Internet mediated discourse now exist which offer stalkers unprecedented access 
to find and exert influence over victims. Cyber-stalking (the convergence of stalking and cyberspace) has created new 
challenges for the prevention, detection, and prosecution of this new phenomenon as the traditional methods of detection 
by witnesses and enforcement by restraining orders often are inadequate.
  This paper presents an approach which combines techniques from text mining, machine learning and interpersonal 
deception theory to monitor cyber-stalking on social media. We first define the conceptual model of the linguistic cues 
in cyber-stalking communication. We then describe a cyber-stalking monitoring system that uses the cyber-stalking 
conceptual model to automatically monitor and detect cyber-stalking on social media. The proposed system facilitates the 
capturing and verifying of circumstantial evidence for use in cyber-stalking investigations.
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Cyber-stalking generally involves the repeated 
and persistent attempt by one individual, the stalker, 
to harass another individual, the victim, using the 
Internet or more generally an open network. Typically, 
this takes place on networked Personal Computers 
(PCs), but it can extend to portable devices such as 
laptops, tablets, mobile phones and more generally 
devices linked to the Internet. Cyber-stalking is in 
many ways analogous to traditional forms of stalking, 
but by exploiting new technologies and using malicious 
code (e.g., Trojan code, viruses, time bombs, etc.), and 
because of the ubiquity and anonymity provided by the 
Internet environment, it can take on new forms with 
unprecedented scope.

Cyber-stalking cases present unique challenges 
for law enforcement[2]. First, the behaviour patterns 
associated with cyber-stalking are complex, varied, 
unpredictable, and difficult to recognise, investigate, 
assess and prevent. Second, the anonymity provided 
by the Internet emboldens the perpetrator and 
complicates the determination of the identity of the 
stalker[4]. Third, the need to preserve the privacy of 
legitimate Internet users prohibits direct “wire-tapping” 
of Internet channels and underscores the need for 
quality circumstantial evidence.

  Law enforcement agents need new tools to address 
the technical challenges of new technologies, and 
these emerging types of crime, often perpetrated by 
resourceful and determined assailants. Ruthless, 
technologically advanced stalkers can easily intimidate 
their victims. The social, educational, and economic 
status of cyber-stalkers complicates prosecution in 
cyber-stalking cases.

The online environment makes it relatively easy to 
maintain anonymity through social media “avatars”, 
anonymous email accounts, multiple ISPs, and email 
relay techniques. This anonymity, coupled with the 
wealth of data available and the ubiquity of the Internet, 
has frustrated law enforcement, and jurisdictional 
and statutory limitations often have tied the hands of 
investigators.

Stalking on social media leaves an entirely different 
trail of evidence for investigators that threatens to 
confound efforts to protect victims. The highly volatile 
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and easily corrupted digital evidence that is often 
essential for the prosecution, presents new challenges 
to lawmakers and digital forensics experts.

In the past, mediators often advised victims simply 
to stop using the internet, but law enforcement 
has increasingly adapted traditional techniques for 
surveillance, investigation, and evidence gathering 
to networked computer environments[3]. Investigators 
follow the electronic trails left behind by cyber-
stalkers to discover the patterns of stalking behaviour,  
while preserving the privacy of legitimate users  
of the network.

This paper presents the description of a system 
for monitoring cyber stalking on social media for the 
purpose of evidence gathering and intervention. The 
rest of the paper is structured as follows: Section 2 
provides a review of the literature on the procedures 
for monitoring and investigating stalking with a look at 
the current state of the art of systems for monitoring 
behaviour on social media while Section 3 provides 
a detailed overview of our proposed system for 
monitoring misbehaviour. The paper concludes in 
Section 4 with a summary and conclusion along with 
directions for future work.

BACKGROUND OVERVIEW AND 
RELATED WORK
This section presents an overview of cyber-stalking 
along with a review of the literature on the procedures 
for monitoring cyber-stalking. We first present the 
model of the cyber-stalking problem. Then we describe 
the process of investigating cyber stalking from on 
open source intelligence perspective. The section ends 
with a review of the related work on cyber-stalking 
detection, as well as a summary of the literature as it 
relates to legal issues.

The Cyberstalking Problem
Burmester, et al. (2005) put forth the cyber-stalker 
problem, a three party communication game related 
to the classical Prisoner’s Dilemma and the Man-in-
the-Middle attack[5]. This game illustrates the stalker 
establishing a (virtual) harassment channel with the 
victim. This channel is what law enforcement wishes to 



capture the contents of without the stalker having any 
knowledge of the presence of law enforcement. This 
means that the law enforcement must have a point of 
presence covertly to intercept the harassment channel 
(the Man-in-the-Middle) and law enforcement must be 
able to communicate with the victim without the stalker 
knowing (Prisoner’s Dilemma). Figures 1, 2 and 3 
illustrate the cyber-stalker problem.

CYBER-STALKING

69cybersecurity-review.com

The Cyber-stalking Investigation Process
From Open Source Intelligence perspective[6], a 
cybercrime investigation begins with an evidence- 
gathering process. Firstly, the task is planned and 
information sources identified.  The investigator then 
collects relevant information using specialised tools. 
The data is then indexed and processed by extracting 
and tagging relevant metadata. The investigator 
accesses the collected information in order to author 
the investigation report.

The output from the investigation is nearly  
always a written document including imagery,  
maps, etc., where relevant. The web mining and 
information extraction discussed in this paper 
concentrates on the collection and processing  
of social media information. This can be broken down 
into five technical processes. 

1) Collection: Information retrieval 
2) Process: Information extraction 
3) Analyze: Trend analysis/Link analysis 
4) Visualise: Data visualisation 
5) Collaborate: Publish. 

Figure 4 highlights the cyberstalking investigation 
process.

Figure 1: The Cyberstalker’s Problem: 
The Monitor has to capture harassment 
data exchanged by Alice and Bob.

Figure 2: The Prisoner’s Dilemma: Wendy has 
to prevent Alice from sending Bob a Covert 
message.

Figure 3: The Man-in-the-Middle attack: Eve 
intercepts the communication between Alice 
and Bob: She may simply eavesdrop or corrupt 
communicated data. Alice and Bob want 
to establish a private and/or authenticated 
communication channel.

Figure 4: The Cyberstalking Investigation 
Process



Social Media Data
As mentioned in the previous section, data collection 
is the first step when gathering evidence for the 
purpose of investigating cybercrime. Data collection for 
investigating cybercrime needs to focus primarily on 
capturing data from social networking sites; however, 
there are both legal and technical issues that must be 
overcome. 
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Either way, social networks sites (Facebook, Twitter, 
Tumblr, LinkedIn, Pinterest, etc.) collectively generate 
billions of interactions every day. The data generated 
can be a post, a tweet, a share, a like, a comment, etc.  
Table 1 provides a summary of the various sources of 
social media data.

Table1: Sources of Social Media Data.

S/N Source Description Considerations

1 Directly from the 
social network, 
via public API

APIs provide standardise 
protocols for applications to 
access social network data. For 
example, Twitter has a public 
API that enables developers 
to access approximately 
one percent of the Twitter 
‘firehose’ (every single tweet, 
delivered at or near real-time).

• Not all social networks provide public API access, and the amount 
and type of data available varies among social networks.

• Complexity of managing multiple data sources makes scalability 
a challenge.

• Limited data access may distort findings. For example, because 
the public Twitter API typically includes 1% of the full firehose of 
data, the analysis may not be able to detect sufficient conversation 
volume to make informed decisions.

• Rules around API use change, which can make it challenging for 
developers to build and maintain apps that use that data.

2 Directly from the 
social network, 
via full firehose 
access

Full firehose access directly 
from a social network delivers 
every single social post and 
action created on that platform.

Not every social network offers full firehose access, and those 
who do admit it is rare and costly. For example, Twitter provides 
full firehose access to a limited group of partners, but cautions 
developers that it is hard to come by and quite expensive.

3 Via a social 
data platform 
or provider

Companies such as DataSift, 
Gnip, Topsy Labs, etc., resell 
access to data from social 
networks. They support 
different sets of social 
networks, are built on different 
technologies and provide 
varying types and levels of data 
access. The most important 
distinction from public API and 
firehose access, however, 
is that they provide a level 
of consistency, as well as 
value-added services such as 
filtering, URL expansion and 
access to historical data.

• Data quality and consistency
• Single source of social data and standard formats reduce 

complexity
• Breadth (social networks supported) and depth (public API versus 

firehose) of data sources. For example, Topsy is Twitter-only.
• Type of data access provided: percentage or keyword-based, or 

both
• Availability of historical as well as real-time data to enable time-

based comparisons
• Availability and fit of value-added and professional services
• Ease of purchasing and working with the vendor versus with 

individual social networks
• Cost and pricing model

4 Data/Screen 
Scraping

A technique used to extract 
data from websites.

Prone to error, not to mention potential ethical and legal 
repercussions.



Related Work
Aggarwal, et al.[7] proposed Predator and Prey Alert 
System (PAPA), an exploratory tool for combating 
online predators and cyber-stalking. The tool is 
designed to help victims of cyber-stalking by permitting 
law enforcement agents to “shadow” the victim 
remotely and provide online assurance and guidance 
while securely capturing and logging data related to the 
cyber-stalking activity in order to support investigations, 
while not compromising the security of the victim’s 
computer system. Mechanisms of the PAPA system 
are designed to be user friendly, so that it requires little 
training to deploy and use in an investigation of cyber-
stalking by non-technical users. 

The design of the system supports observation, 
capture, indexing, and preservation of the integrity of 
collected evidence, and provides a Workbench suite of 
tools for the forensic analysis of captured data.

PAPA is analogous to our proposed approach as 
network access to the victims system is needed to 
perform the monitoring while ours connects to the 
social media platforms.

Recent research work in cyber-stalking has mainly 
built on the work of Yin et al.[8] submitted to the Content 
Analysis for the Web 2.0 workshop (held in conjunction 
with WWW2009), which proposed three independent 
shared tasks: text normalisation, opinion and 
sentiment analysis, and misbehaviour detection. The 
misbehaviour detection task addressed the problems 
of detecting inappropriate activity in which some users 
in a virtual community are harassing or offensive to 
some other members of the community. The paper by 
Yin, et al.[8], which was the only submission received 
for the misbehaviour detection task, presented the 
detection of harassment as a classification problem 
with two classes: positive class for posts which 
contain harassment and negative class for posts 
which do not contain harassment. They combined a 
variety of methods to develop the attributes for input 
to their classifier and used standard term weighting 
techniques, such as TFIDF (term frequency/inverse 
document frequency) to extract index terms and give 
appropriate weight to each of term. They also develop 
a rule-based system for capturing sentiment features.
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OUR PROPOSED APPROACH
Our proposed approach for monitoring cyber-stalking 
involves using text mining techniques along with 
interpersonal deception theory, (which provide a series 
of measurable variables for analysing deception), to 
build a conceptual model of harassment text to be used 
in training classifier models for identifying text used in 
cyber-stalking on social media. Figure 5 highlights our 
proposed approach. The details of the concepts used 
in our proposed approach are detailed as follows:

Text Mining
The first step in our proposed approach for monitor 
cyber-stalking on social media involves using text 
mining techniques to analyse raw textual data obtained 
via social media APIs. 

Text mining involves looking for hidden patterns 
or cues in texts, while linguistic feature mining refers 
to dissecting texts with respect to specific linguistic 
categories, such as words associated with positive 
affect. Text mining is a multidisciplinary research 
area that combines approaches used in the fields 
of computer science, linguistics, mathematics, 
communication, and psychology. It focuses on using 
computing power to process unstructured human 
language in spoken or written form[9]; furthermore, 
text mining has been used to process text data to 
discover linguistic cues or features in order to classify 
documents, including fraudulent versus non-fraudulent 
financial statements[10], [11] or deceptive versus truthful 
statements in instant messages, email exchanges, or 
person-of-interest statements[9], [12]. 

Interpersonal Deception Theory
Our approach uses text mining in conjunction with 
interpersonal deception theory to automatically identify 
cyber-stalking text on social media. 

Deception is defined as purposefully manipulating 
the truth, either by omission or commission. In the 
present study, our general hypothesis is that cyber-
stalkers who deceive and manipulate their victims 
exhibit systematic differences in the words they 
use compared to other social media users. Possible 
underlying causes for the differences in deceptive 



speech are described by deception theories, including 
four factor theory[14], interpersonal deception theory 
(IDT)[15], information manipulation theory[16], and reality 
monitoring[17]. Deception detection researchers rely on 
theory to identify strategically employed clues that can 
discriminate between those who deceive and those 
who do not. In this study, we rely on four factor theory 
and IDT because they best fit the interpersonal context 
of social media communication.

Four factor theory[14] delineates four processes or 
factors that underlie deceivers’ behaviours: 

Control, the first process, describes how deceivers 
control or suppress their behaviour to try to conceal 
their deception. For example, in social media 
communication, deceivers will manage the linguistic 
and paralinguistic features of their interaction with 
victims in order to appear as truthful as possible and 
not to induce suspicion. The second factor, arousal, 
refers to various autonomic arousal responses of 
the deceiver’s central nervous system that coincide 
with the deceptive behaviour or story. Felt emotion, 
the third factor, encompasses various emotions that 
deceivers experience, specifically guilt, anxiety, and/
or satisfaction in pulling the wool over others’ eyes 
(i.e. “duping delight”). For instance, because of the 
negative feelings associated with guilt, deceivers try to 
disassociate themselves from their crime by referring 
to others rather than to the self through a greater use 
of through the use third-person pronouns. Anxiety may 
also impair the quality of the control that deceivers 
use to conceal their deception. Finally, due to the 
fourth factor, cognitive processing, deceivers have an 
increased cognitive load as they fabricate and maintain 
lies. This factor ties into a proposition of IDT, specifically 
that high cognitive load may be detrimental to a liar’s 
performance and increase the chances of detection. 
Because of this, deceivers in social media may shorten 
their responses and use a smaller set of words.

These theories lend support to the feasibility of using 
linguistic analysis to carry out deception detection. To 
discern these deceptive patterns in communication, 
many recent studies involving automated linguistic 
cue analyses have leveraged a general-purpose, 
psychosocial dictionary such as LIWC[18]-[21]. LIWC 
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contains predefined categories composed of words 
related to a particular construct, such as Anxiety or 
Negative Emotion.

Our proposed approach uses text mining techniques 
to detect words from LIWC in social media text. Words 
found in the input text are indexed and counted in order 
to compute a table of documents and words, i.e., a 
matrix of frequencies that enumerates the number of 
times that each word occurs in each social media text. 
Once a table of (unique) words (terms) by documents 
has been derived, all standard statistical and machine 
learning techniques are then applied to derive 
dimensions or clusters of words or documents, or to 
identify “important” words or terms that best predict 
harassment text.

Machine Learning
Machine learning[22] is an analytic process designed to 
explore large amounts of data in search for consistent 
patterns and/or systematic relationships between 
variables, and then to validate the findings by applying 
the detected patterns to new subsets of data. 

Work in cyber-stalking is greatly limited due to the 
lack of labelled harassment text. To overcome this 
limitation, our approach obtains statistical values for 
the measurable variables in the conceptual model of 
harassment text using the textual data provided for the 
Content Analysis for the Web 2.0 workshop available at 
http://caw22.barcelonamedia.org/node/7. 

The obtained numerical values of the text are then 
clustered and labelled to obtain labelled document 
vectors. The label document vectors are then used to 
build classifier models which are incorporated in the 
system for monitoring cyber-stalking on social media. 

  
SUMMARY AND CONCLUSION
This paper presented the problem of cyber-stalking. 
A detail description of the procedure for investigating 
cyber-stalking was presented along with literature re-
view of the current state of cyber-stalking. The paper 
concluded with a presentation of a proposed system 
for monitoring cyber-stalking on social media. Work is 
on-going on implementing and testing the system on 
real world data. ■
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Figure 5: An approach for Monitoring Cyberstalking on Social Media.
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