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Cyber attacks are becoming more common 
and more threatening. Attackers are adopting 

sophisticated strategies to bypass protective systems; 
it is becoming increasingly more difficult to prevent 
such attacks from happening and it appears, at this 
juncture, that Cyber Security continues to have an 
ineffective profile amongst board members.

I read an article recently that reported huge sums of 
money are being invested to counteract Cyber Security 
and that the US Cyber Security Market is expected to 
grow to $62 billion by 2019. Why then do I discover, 
surveys and statistics published within articles, in this 
edition, reporting some disturbing facts; with only 35% 
of organisations having their Information Security 
risks presented to the board, just 30% of businesses 
reporting to have a Cyber Security Policy and a mere  
36% of them testing systems. 

So when are we going to learn? In fact, when do 
any lessons identified become lessons learnt and part 
of ‘a’ business as usual.  To use a music analogy, in 
the mortal words of Billy Joel, whose 1980s hit ‘We 
didn’t start the fire’ which goes on to say that ‘it was 
always burning since the world’s been turning’, it 
provides us with a rather grim reminder that potentially 
a Cyber Security disruptive incident of the magnitude 
of 9/11 is on its way, and we won’t be able to prevent it.  
Or will we?

I am reasonably certain, many businesses will have 
an established Risk Management strategy, when it 
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comes to risks associated with the commercial aspects 
of running a business under the banners of sales, 
market share and profits. Why then, is there ignorance 
of the risks that sit outside of commerciality? Those 
disruptive incidents that, when they occur, are more 
than likely to have a direct impact on sales, profits and 
reputation; more so than the failure to maintain market 
share as a result of the fact the product may not be 
what the customer wants.

In order to ensure all risks make it onto the board’s 
radar, a healthy appetite towards Risk Management 
across the entire organisation is fundamental. Any 
organisation should feed on the approach methodology 
and reporting procedures adopted by a ‘well oiled’ Risk 
Management team. One which can trigger, encourage, 
cajole, prod and poke our colleagues at board level into 
actions through a structured business Risk Register. 

Coming from an Operational Risk background, there 
also needs to be a huge culture change across Planet 
Earth’s business sectors, industries and borders. A 
culture, which embraces a healthier appetite towards 
risks and their associated impacts and one which 
promotes the appropriate desire and courage, to 
enable collaboration under an umbrella of trust.

Many of our articles in our 2nd edition emphasise 
the need for and the importance of collaboration 
and trust. A great example is our article from Roman 
Packa and Martina Ulmanova, which provides us with 
a fascinating insight into the development of a cross 

‘THE RISK MANAGEMENT APPETITE – 
HOW HUNGRY ARE WE?’
By Trevor Partridge, MBCI, NEBOSH, Consulting Editor, Cyber Security Review



border cooperation framework, in order to enhance 
the security of cyberspace for the Central European 
region. It clearly demonstrates that where there is 
an appetite, progress can really be made. All starting 
from dialogues in the Czech Republic and Austria 
and morphing into establishing a Central European 
Cyber Security Platform, developing aligned goals 
and building a level of trust amongst a collaborative 
community.

This theme continues from the West Yorkshire 
Police who explore the need for and challenges faced 
in the development of a multi-disciplined, multifaceted 
collaboration across Europe. They highlight the 
research work of project COURAGE (Cyber crime and 
Cyber terrOrism EUropean Research AGEnda), and 
the bringing together of cyber-experts from across 
the world, establishing six critical factors in support of 
the development of an international cyber crime and 
cyber terrorism research agenda for the European 
Commission. 

Tier-3 Huntsman’s piece also explores the need 
to ‘share and share alike’. It explains the different 
interpretations of threat intelligence and helps us to 
make best use of the internal and external sources 
of intelligence that are available encouraging a 
community intelligence approach. They cover how 
best to factor resources into cyber security prevention, 
and the need for greater speed in threat detection 
and incident response to shortening the window from 
breach detection to resolution.  

The University College of London’s article majors on 
honesty and trust. They provide us with really honest 
and open insights, across several case studies, of 
Cyber Security professionals who, for some reason 
or another, move over to ‘The Dark Side’, becoming 
rogue employees in the process causing harm and 
mayhem to an organisation.

So, in context of the content of many of our 
articles what is our risk appetite really? The Tel Aviv 
University article on ‘The Cyber Wolf’ asks, how long 
will organisations continue to bury their heads in the 
sand in denial of the problems faced, oblivious of any 
potential impacts and the likelihood of huge financial 
loss and cost to reputation?

FOREWORD
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Please read, review and digest as many of the 
excellent articles published in this edition as possible. 
They encourage us to be more collaborative and 
demonstrate a mutual trust to the common good. If we 
are swift and work together with common objectives 
we can head some of the disruptive incidents off at the 
pass. If we are too late or delay actions any further, 
many of us are likely to go hungry. ■

Trevor Partridge MBCI, NEBOSH
Trevor is a director of 2 b continued Ltd and the former 
Head of Business Continuity and Corporate Security at 
Marks & Spencer, with more than 35 years business 
experience.

In M&S, he specialised in developing strategies and 
solutions in Business Continuity Management (BCM) 
and Corporate Security Internationally, influencing the 
board to invest considerable sums in the process.

Trevor has first-hand experience on BCM and 
Security incidents around the world. These include the 
Fuel Crisis, Buncefield, London Bombings, Kidnaps, 
Mumbai shootings, ICT Security, Fires, Floods and 
Demonstrations. 

He has played active parts in forums with London 
First, London Resilience and Civil Contingencies 
and has strong links with the Metropolitan Police 
Counter Terrorism unit and NaCTSO. Trevor regularly 
contributes to white papers, magazine articles and 
lectures on risk resilience at Cranfield University in 
Shrivenham. 

More recently, having retired from M&S, Trevor has 
worked as an independent consultant on several BCM 
projects across the private and public sectors with 
industries including National Health, Pharmaceutical, 
Property, Housing and Retail.



CYBERCRIME

The European Commission’s proposed cyber crime 
definition includes three elements:

• Traditional forms of crime, such as, fraud or forgery, 
though committed over electronic communication 
networks and information systems.

• The publication of illegal content over electronic 
media.

• Crimes unique to electronic networks, e.g. attacks 
against information systems, denial of service and 
hacking.

Financial fraud, computer network industrial 
espionage and personal level incidents (e.g. fake, 
antivirus scareware, cyber extortion, ‘stranded 
traveller’ email, and advanced-fee payment spam) 

have increased in recent years worldwide. The 
massive breaches of corporate networks are often 
driven by foreign espionage. The American cyber-
security debate focuses on ongoing siphoning of 
intellectual property, the products of United States 
academic, industrial and defence R&D. Over the years, 
senior personnel in the business and government 
community have become increasingly concerned 
about such massive espionage bringing the loss of 
America’s global, economic and strategic advantage 
as the leading scientific-technological innovator 
and superpower. In fact, ‘loss’ is not the right word 
because, allegedly, the knowledge is stolen actively 
through systematic, well-organised and persistent 
state-sponsored espionage.

CYBERCRIME AS A NATIONAL SECURITY ISSUE
By Lior Tabansky 
http://tau.ac.il/~liort/ 

The continuing proliferation of tools and expertise on Darkmarket will present a national security risk. Cyber attack 
capabilities and services available on the market can already be used for politically motivated cyber attacks, especially on 
critical, civilian infrastructure. The sovereign state is responsible for national security, and national security policies should 
entail responses to these new risks originating from cyber crime.
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Nonetheless, many similar events are entirely profit-
driven and undertaken without a national political 
backing. Despite the fact that cyber espionage 
has reached a strategic position in Sino-American 
relations, no one has gone so far as to blame the recent 
massive data breach at retail giant ‘Target’ breach1   on 
China. On a personal level, issues such as “revenge 
porn”, cyber stalking, cryptographic ransomware, 
Bitcoin harvesting botnets, and cyber bullying have 
arisen rapidly. It is safe to argue that cyber crime is 
on the rise, when more and more events are being 
reported both in private conversations and the  
mass-media.

WHAT IS THE VOLUME AND STRUCTURE 
OF CYBER CRIME? 
It appears that media attention to cyber crime has 
grown, which may be a reaction to the spread of cyber 
crime. Cyber crime is becoming an increasing threat 
to the financial services sector, report accountancy 
and consulting firms.  According to IT security firms, 
the majority of web users report falling victims to  
cyber crime.

One approach is to put a price tag on the cyber crime 
tidal wave. Information about cyber crime is acquired 
from various sources, most often from surveys. Various 
assessments repeatedly present staggering numbers: 
hundreds of millions of dollars up to a trillion dollars 
annually. Periodic reports released by consulting, 
IT and information security companies, and law 
enforcement agencies catch headlines by showing a 
price tag on cyber crime. U.S. Secretary of Commerce 
Gary Locke stated in 2009 that, ‘Every year, American 
companies in fields as diverse as: energy, technology, 
entertainment and pharmaceuticals lose between 
$200–$250 billion to counterfeiting and piracy.’ A 
2011 estimate found that the G-20 economies have 
lost 2.5 million jobs to counterfeiting and piracy, and 
that governments and consumers lose $125 billion 
annually, including losses in tax revenue. The “Cost of 
Cyber crime”, a UK report, documented a £27 billion 
annually figure – a staggering 2% of UK GDP.

It seems that monetary assessments are 
consistently inflated. Moreover, this is no longer 
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merely an unsettling feeling that the numbers do not 
add up. There is no publicly reported instance of a 
firm missing out on a patent due to cyber theft of its 
existing data. If one actually reads the full reports, 
a staggering array of clues pop out from the pages. 
For instance, in the same official UK report, the 
authors admit: “… the proportion of IPs actually stolen 
cannot at present be measured with any degree of 
confidence.” Actually, this is a decent statement. Most 
other assessments are less detailed, and often use 
outrageous methodology: “…absurdly bad statistical 
methods”.  1 Given the problems inherent in identifying 
the phenomenon, the statistical methods used for 
quantitative analysis, and the inclusion of indirect 
damage in monetary assessments, it is apparent that 
existing information is unreliable.

While monetary assessments provide an incorrect, 
therefore, misleading perspective to assess cyber 
crime, the great potential danger in cyber crime 
cannot be overlooked. A logical analysis of cyber 
crime should not be hampered by statistical barriers. 
The cyber crime business has become lucrative 
because the risk to the cyber criminal is relatively 
smaller than to a traditional, ‘kinetic’ one. Consider 
the risk of wallet theft versus online theft, of a bank 
heist versus a prolonged exfiltration of small sums via 
malware infection of home PCs by the thousands, of 
a break and entry to steal intimate photos vs. infecting 
an iPhone via a text message link. Another fact that 
minimises the risk is that legislation and punishment 
for cyber crime are underdeveloped in the most 
advanced countries, and practically non-existent in 
many others that have become safe havens for many 
cyber criminals. 

The low risk has enabled cyber crime to develop 
into a serious, organised, global commerce that 
operates according to advanced business methods. 
One central characteristic is the widespread adoption 
of specialisation, labour division, and outsourcing 
practices. Programmers, system administrators 
and hackers are just an element of the cyber crime 
business. The common specialisations include: 
fraudsters, who design and run social engineering 
schemes, distributors who trade in stolen data, money 



mules and tellers, who perform wire transfers to 
launder the money, and executives, who conceive and 
manage the complex operations. 

Crimeware as a Service (CaaS) model dramatically 
lowers the threshold for acquiring cyberattack 
capabilities. A global DarkMarket is operating quite 
efficiently despite several attempts to crush organised 
crime in cyberspace.2 The significant issue is this: 
not only have the products of cybercrime – personal 
details, login credentials, credit card data, personal 
documents and records – become commoditised, the 
tools of the trade of cybercrime, e.g. reconnaissance, 
malware, R&D, operation management, have 
increasingly become an affordable commodity. 

WHAT IS THE STRATEGIC MEANING OF 
CYBERCRIME?  
A logical analysis of 
cybercrime should alert 
us within the context of 
national security. As we 
know, the technological 
infrastructure needed 
to breach and make 
unauthorised use of 
computers is the same, 
regardless of whether 
the breach is aimed at: 
bragging rights, making 
a profit, sabotage, 
political activism, terrorism or destruction.3 The 
existence of a black market of cyberweapons means 
that the requisite level of technical skills to become 
a cybercriminal has plummeted. The emergence of 
a black market for outsourcing cyber-attack research 
and development, planning, testing, quality assurance 
services and technical support is even more alarming. 
No longer is it necessary to have the competence to 
develop tools and methods for breaching computers 
in-house. Critical infrastructure protection (CIP) is the 
most important issue in cyberspace security, and the 
DarkMarket makes the risk even more acute. 

The use of existing tools for terrorist activity 
and damaging critical infrastructures, rather than 
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the expected fraud targets for profit, is a new 
national security risk. The continuing, uninterrupted 
development of a global cybercrime DarkMarket 
is therefore rapidly becoming a national security 
problem. 

The not-so-distant, next logical step for DarkMarket 
is outsourcing turn-key operations. The human 
resource, organisation and business model are there. 
What remain are matters of market education and 
maturity. All one needs to contemplate a cyber attack 
is a common combination: motive, some audacity 
and some money. This commercialisation of technical 
and operational capabilities allows for many factors, 
including small, terrorist organisations and even 
isolated individuals, access to a pool of resources 
with potential cyber attack application. The reference 
group of threats is therefore expanding beyond 

states and known terrorist 
organisations to include 
any element capable of 
purchasing commercial 
services available on the 
DarkMarket.4 

Past experience shows 
that hostile elements use the 
services and capabilities of 
criminal groups and recruit 
their criminal expertise to 
achieve operational goals. 
Because of the pace of 

technological developments, today’s advanced IT 
capabilities will, within a very few years, become 
off-the-shelf commodities. The black market of 
computer services makes advanced capabilities 
readily accessible to many elements. The cumulative 
evidence exacerbates the concern that in cyberspace, 
too, cooperation among criminal, profit-driven and 
hostile politically-driven elements exist and are rising.

CONCLUSION
The analysis in this article shows that, in effect, 
most cybercrime does not represent a direct threat 
to national security. Phenomena such as theft and 
industrial espionage, fraud, harmful contents, hate 

CRITICAL INFRASTRUCTURE 
PROTECTION (CIP) IS THE MOST 

IMPORTANT ISSUE IN CYBERSPACE 
SECURITY, AND THE DARKMARKET 

MAKES THE RISK EVEN MORE ACUTE 



crime, personal data breach and abuse, piracy, 
websites defacement, denial of services and, so 
on, are in the realm of domestic security and law 
enforcement. These phenomena are liable to become 
a national security problem only if a marked increase 
in their incidence takes place, and their effects 
become long-lasting. 

Cyber-criminal organisations offer resources, 
infrastructures and even customer service at 
reasonable cost. This market can serve not only to 
commit crime for financial profit, but also to carry out 
direct attacks on national security. Protecting critical 
infrastructures against cyberspace threats is a key 
issue in cyber security, and its importance is even 
greater, given the prevalence of potential elements 
of risk capable of acquiring cyberspace weapons and 
recruiting mercenaries on the cybercriminal black 
market. The analysis presented in this essay shows 
cybercrime becoming a national security issue due 
to the growing risk that the DarkMarket presents to 
Critical Infrastructure. Such scenarios have already 
begun to materialise on several occasions, as 
witnessed by Israeli cyber defenders. 

We recommend that scholarship and policy  
shift focus on this aspect of cybercrime instead of 
on monetary assessments. The commercialisation 
of technical and operational capabilities is  
lowering the threshold for entering the cyber-
warfare arena, expanding the threats beyond states  
and large terrorist organisations, and increasing the 
societal risks. Cybercrime continues to grow and 
challenges developed nations in different ways. 
However, we must not overestimate the danger. 
As long as state-sponsored investment in R&D  
proceeds, the technological capabilities openly 
available on the DarkMarket will naturally lag behind 
those being developed by the security forces and 
institutions of higher education in the advanced  
states. Therefore, the capabilities available on the 
market will be inferior to those of state-sponsored 
defence organisations with independent R&D means, 
excellent resources and organisation. Curbing 
the DarkMarket is within the reach of national 
security systems. ■ 
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CYBER SECURITY IN CENTRAL EUROPE

INTRODUCTION
As the Czech Republic matures into an information 

society, the national vital information infrastructure 
faces an increasingly evolving cyber threat landscape. 
It can easily be seen that various actors such as 
nation states, criminal organisations or individual 
entities from all over the world are exploiting and will 
continue to exploit vulnerable computer networks 
and conduct cyber attacks, which can be extremely 
damaging (a well-known example is Stuxnet). Thus, it 

is the responsibility of each state to devise a means of 
protecting information infrastructure in order to prevent 
and counter today´s threats and those coming in the 
next decade. On the other hand, although states are 
primarily accountable for securing their cyber domain, 
due to the absence of geographic barriers, individual 
states cannot tackle cyber threats alone; states need to 
work with their international partners in order to find a 
common solution. Because of this cascading character 
of the virtual world, threats and challenges emerging 

CECSP: TOWARDS EFFECTIVE 
COLLABORATION ON CYBER 
SECURITY IN CENTRAL EUROPE
By Roman Packa and Martina Ulmanova

In today´s borderless virtual world, states as international actors struggle with intangible cyberspace that they have to 
protect. It is not possible to dismiss cross-border cooperation, especially in ensuring the safety of the critical information 
infrastructure To bolster this effort, the Czech Republic and Austria started a dialogue with the additional states of the 
Visegrád 4 (Slovakia, Hungary and Poland) to enhance the cyberspace security of the cyberspace of Central European 
region. Consequently, the V4 + Austria agreed on the necessity of high level of protection and formed regional cooperation 
framework through the Central European Cyber Security Platform (CECSP). The aim of the paper is to highlight this 
example of a model of international cooperation at the regional level. First, the paper describes the process of CECSP´s 
formation and organisational structure and procedures within the platform. Next, it presents the current agenda, as well 
as an overview of past and future activities. Finally, the paper also identifies lessons learned by the Czech Republic 
participating in this platform.
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in specific regions are best managed through regional 
cooperation. The best evidence of this claim is the 
common practice in the world pointing to a growing 
number of international and regional organisations, 
institutions, bodies and forums, which have started 
to establish cyber security issues into their existing 
agendas (for example, OECD, OSCE, EU, NATO, 
African Union and many others). There is presently 
no doubt that regional cooperation becomes an 
important tool for addressing both regional and global 
challenges and cyber related incidents. However, 
questions remain: how to 
find the adequate extent 
of regional-level efforts 
to counter cross-border 
cyber attacks and how the 
international cooperation 
might be facilitated. And 
finally, is there sufficient 
trust between states 
in Central Europe? 
The trust between 
states represents a key 
ingredient for cooperation 
in the effort of securing 
the dynamic cyberspace 
in Central Europe. Areas 
such as information 
and intelligence sharing 
and mutual assistance 
may become essential 
especially during responding to a cross-border cyber 
crisis in these days.

Considering the necessity for tackling cyber  
threats at more institutionalised level, Austria, the 
Czech Republic, Hungary, Poland and Slovakia 
(Visegrád 4 + AT) have identified the demand for a 
wider, regional approach for countering those cyber 
threats and risks. With the long-lasting historical 
and cultural binds and common interests of those 
neighbouring countries, the Central European Cyber 
Security Platform (CECSP), a cooperative, regional 
platform addressing cyber security issues, was 
established in 2013.
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HISTORY OF THE CECSP
Following the omnipresence of cyber threats and their 
growing sophistication and complexity during the last 
two decades, which was given by the transformation 
of businesses, governments and individual activities 
into digital form, there was a fundamental need for a 
foundation of a national cyber security authority in the 
Czech Republic. This authority was meant to coordinate 
the complex approach to cyber security. Shortly after 
the awareness of the importance of cyberspace, on 
19th October 2011, the Czech government approved 

the creation of the 
National Cyber Security 
Centre (NSCS) within 
the National Security 
Authority (NSA CZ). 
With regard to the 
specific nature of 
cyberspace and the 
need of individual 
states for international 
cooperation in cyber 
security, the Czech 
Republic decided to 
take a big step toward 
an efficient multilateral 
cooperation in the cyber 
security realm. After two 
years of bilateral talks, 
on 29th January 2013, 
the representatives 

from Austria and the Czech governmental CERT 
(GovCERT.CZ) met in Vienna to discuss future 
collaboration in cyber security. The main outcome 
of that meeting was the proposal to establish closer 
cyber cooperation within the region of Central Europe. 
As the agreement between Czech and Austrian 
authorities on the idea of a regional cyber security 
platform was achieved, the Czech Republic initiated 
the process of “idea-selling” to the Visegrád Group. 
The foundations of the CECSP were set. 

The first meeting of newly established forum, 
officially named “Central European Cyber Security 
Platform” (CECSP), was held between 27 and 29th 

Meeting of Central European Cyber Security 
Platform 2014.



May 2013 in Prague. The invited representatives of 
national and governmental CERTs from the Czech 
Republic, Hungary, Poland, Slovakia and MilCERT 
(military CERT) in case of Austria, shared non-
technical information about their current cyber security 
state and legal framework, as well as technical 
capabilities and practices.

The CECSP is intended for information and lessons 
learned sharing as well as being a coordination body. 
To utilise the potential so far three meetings were 
held apart from a daily cooperation between the 
partnering institutions. The first meeting served as a 
founding event. The second 
meeting took place in 
Prague in December 2013 
enabling cooperation on 
the technical level. The last 
high level meeting held in 
Vienna April 2014 led to the 
institutionalisation of mutual 
cooperation by adopting 
the CECSP Declaration. An 
initiator of that framework 
agreement was the Czech 
Republic. So far, the Declaration has been signed by 
the Czech Republic and the Slovak Republic. 

PRINCIPLES AND VALUES
This multilateral platform was not created as an 
alternative to other European or international 
organisations, nor does it aspire to compete with them. 
As all the activities inside the “classical” Visegrád 
Group, CECSP is aimed at strengthening stability in 
the Central European region and simply reflects the 
efforts of the countries of the Central European region 
to work together in the field of cyber security.

The platform is based on the Declaration, which was 
elaborated by the Czech Republic and distributed to 
the CECSP countries in 2013 to sign. The participation 
in CECSP is voluntary and all results and outcomes 
are non-binding. Given this, a high level of trust 
between states is crucial because the Members will be 
willing to share information and cooperate only under 
the condition that trusted environment persists.
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ORGANISATIONAL STRUCTURE 
AND PROCEDURES
The chairmanship of the platform rotates every year 
in the alphabetical order of the participating countries. 
Chairing countries hold meetings of the Platform 
at least twice a year and at least once a year the 
meeting takes place on the high level. All meetings are 
organised by the chairing country.

At least every three years participating countries’ 
CERTs have to hold a common cyber security 
exercise. This exercise should not interfere with other 
exercises on an EU or NATO level and the organisation 

of this exercise should 
fall on volunteering 
participating countries.

AGENDA AND 
ACTIVITIES
The CECSP aims at 
the enhancement of the 
level of cyber security 
within the region as 
well as a substantial 
contribution to the EU 

and other international organisations and their efforts 
in the field of cyber security. Enhancement and 
strengthening are accomplished by the following, non-
exhaustive set of goals for the platform (which are part 
of the Declaration):
1. Goal: Information, know-how and best 

practices sharing in the field of cyber security
 To enhance the resilience and improve 

preparedness against cyber threats, the Member 
States have committed to strengthen their ability 
to regularly share information and best practices 
in the field of cyber security. This cross-border 
exchange will include, for example, samples of 
malware, information on cyber-related incidents, 
potential or (un)successful attacks including attack 
vectors. Training and education capabilities or 
relevant information on research and development 
projects are also part of the exchange. The 
intensity and occurrence of this exchange is not 
set and is voluntary.

... A HIGH LEVEL OF TRUST BETWEEN   
STATES IS CRUCIAL BECAUSE THE 

MEMBERS WILL BE WILLING TO SHARE 
INFORMATION AND COOPERATE ONLY 

UNDER THE CONDITION THAT TRUSTED 
ENVIRONMENT PERSISTS …



2. Goal: Design and implementation of secure 
communication channels

 In order to ensure the secure transmission of data 
on incoming, occurring or solved cyber threats, the 
Member States will strive to design and implement 
the communication channels as resistant to 
overhearing and tampering as possible.

3. Goal: Definition and concurrence on a 
categorisation system

 Ensuring the information sharing, Members 
States have to agree on a categorisation 
system for the sensitivity of information. As 
communication channels need to be established, 
its provisions should also be followed by setting 
up a categorisation system. In other words, it is 
recommended to establish standards such as the 
Traffic Light Protocol. Additionally, the use of settled 
standards will facilitate better understanding of the 
cyber incident importance. 

4. Goal: Harmonisation of individual positions for 
international forum

 According to the Declaration all participants are 
expected to consult their national position before 
the major meeting within the international forums 
such as EU, NATO, UN, OSCE and ENISA in 
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order to harmonise cross-regional approach, 
support mutual relationship and create workable 
negotiation strategies. 

5. Goal: Creation of practical working groups
 Finally, to discuss specific topics, ad hoc practical 

working groups (WGs) can be formed. The 
character of the working groups, which must be 
composed of two participants as a minimum, 
depends on the WG´s raison d´être – which may 
vary between technical, managerial, operational 
or policy level. Specifically, examples of common 
topics can be related to standardisation and current 
development, hard- and software certification and 
procurement, cross-border collaboration, cyber-
crisis management, etc. 

CONCLUSION: LESSONS LEARNED
Any international cooperation takes place in order to 
follow some common interests of states or to enhance 
multilateral responses to problems and international 
security challenges. The cooperation inside the 
CECSP states is driven by the common effort of 
states to improve shared CII security, resilience and 
cross-border collaboration. Generally, in the realm of 
cyber security, reaching an agreement even between 



two states is extremely difficult, so in regional scope 
it is more than twice as challenging. Hence the 
effectiveness of such cooperation also depends 
greatly upon strategically aligned policy goals, which 
are not inconceivable in the case of CECSP. Because 
on that, the initial willingness of CECSP states to come 
to the table and work together to build a solution was 
quite simple. 

The platform significantly benefits from common 
cultural and historical ties inside the classical V4 
states and great relationship between founding 
members: the Czech Republic and Austria. So far 
the CECSP meetings were largely devoted to mutual 
acquaintance and exchange of information and we 
can conclude that much work has been done to create 
a trusted environment within the platform. With each 
new meeting of CECSP states, the platform reaches 
some achievement and the collaboration moves 
forward. 

At the first meeting, participating states gathered 
to discuss practical aspects of regional cooperation. 
Based on the premise that “without understanding 
what threats they are forced to confront and how to 
attack, one will not know how to defend”, they mutually 
shared their national views and some information 
about their current state of the cyber security. As 
they identified the demand for a wider approach 
considering the rise in cyber attacks, they scheduled 
other regular meetings to make progress by jointly 
ensuring the secure cyberspace. Their foremost 
outputs have included: the adoption of the Declaration 
as the framework agreement of CECSP; a consensus 
to build an information sharing platform to raise 
awareness between states and chat system to speed 
up communication in the time of crisis; the expression 
of the CECSP states to aspirate on searching for 
common positions on cyber issues.

The level of cooperation between states was tested 
during the first joint cyber exercise, which took place 
23rd June 2014 and was hosted by Hungary. From the 
NSA CZ point of view we can say that the exercise 
was successful, but most important is that this very 
first exercise has laid the groundwork for shared future 
tasks in the fight against threats and attack vectors. 
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Moreover, it is conceivable that it will help to shift cyber 
security cooperation from the current strategic level to 
an operative level in other future exercises. 

Even though all participating states are aware of 
an unwritten rule that borderless cyberspace requires 
borderless security, the newly founded platform is still 
at the beginning of its mission to achieve that area-
wide protection. The set of the objectives can be 
successfully met only on condition that the CECSP 
will be shaped with respect to the development of 
the overall cyber security environment. The Member 
States have to search for common positions on 
cyber issues at international forums, which require 
maintaining strong and credible relationships. What 
we do know now is what the Member States have 
promised and committed in 2013 but only the time 
and next meetings will tell if states are able to use the 
platform in an effective manner or not. ■
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CYBER CRIME AND CYBER TERRORISM

CYBER THREATS
The growing role of the internet in society has 

opened up new threats and a growing number of 
criminals are using cyberspace to steal, exploit 
vulnerable citizens and compromise or destroy critical 
data. Cyber criminals can operate from anywhere in the 
world, targeting large numbers of people or businesses 
across international boundaries. There are crimes 
which only exist in the digital world, in particular those 

targeting the integrity of computer networks and online 
services but cyberspace is also being used to commit 
age-old crimes such as fraud on an industrial scale. 
The internet has provided new opportunities for those 
who seek to exploit children and vulnerable adults, 
providing new ways in which to exchange indecent 
images across the world.

The internet has also changed – and continues to 
change – the very nature of terrorism. The internet is 

COURAGE AND COLLABORATION – 
TACKLING CYBER CRIME AND CYBER TERRORISM

By Benn Kemp, Detective Sergeant & Andrew Staniforth, Detective Inspector, 
West Yorkshire for Innovation, Office of the Police and Crime Commissioner 
for West Yorkshire
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Cyber crime and cyber terrorism are widely accepted as significant threats to national security.  To address the totality of 
such hazards, collaboration between government, academia, public and the private sector industry is becoming increasingly 
essential. Constructing a multi-disciplinary approach to tackling cyber threats is not without its challenges, none more so 
than keeping pace of technological change; agreeing a common definition; and a shared understanding and taxonomy of 
accepted terms within the domain.  This article explores the need for collaboration, serving to highlight the ground-breaking 
research of project COURAGE, bringing together cyber-experts from across the world to establish a cyber crime and cyber 
terrorism research agenda for the European Commission.



well suited to the nature of terrorism and the psyche 
of the terrorist. In particular, the ability to remain 
anonymous makes the internet attractive to the terrorist 
plotter. Terrorists use the internet to propagate their 
ideologies, motives and grievances. The most powerful 
and alarming change 
for modern terrorism, 
however, has been 
its effectiveness 
for attracting new 
terrorist recruits, 
very often the young 
and most vulnerable 
and impressionable 
in our societies. 
Modern terrorism 
has rapidly evolved, 
becoming increasingly 
non-physical, with 
vulnerable ‘home grown’ citizens being recruited, 
radicalised, trained and tasked online in the virtual and 
ungoverned domain of cyberspace.

The openness and freedom of the internet 
unfortunately supports ‘self-radicalisation’ – the 
radicalisation of individuals without direct input or 
encouragement from others. The role of the internet 
in both radicalisation and the recruitment into terrorist 
organisations is a growing source of concern for 
security authorities. The internet allows individuals to 
find people with shared views and values and to access 
information to support 
their radical beliefs and 
ideas. The unregulated 
and ungoverned expanse 
of the internet knows no 
geographical boundaries, 
thus creating a space for 
radical activists to connect 
across the globe. This is 
especially problematic 
as the easy access to like-minded people helps to 
normalise radical ideas such as the use of violence to 
solve grievances. Yet, solving the issue of radicalisation 
by simple processes, such as the suggestion to ‘clean 
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up’ the internet is impossible and well beyond the 
scope of any single government. 

As citizens put more of their lives online, the safety 
of cyberspace matters more and more. People want 
to be confident that the networks which support their 

national security, 
their prosperity and 
their private lives as 
individuals are safe 
and resilient. The 
scale of our collective 
online dependence 
now means that our 
economic wellbeing, 
our key infrastructure, 
our places of work 
and our homes can 
all be directly affected 
by the activities of 

cyber criminals.  The volume of online criminality, the 
technical complexity of identifying the perpetrators and 
the need to work internationally to bring them to justice, 
present the greatest challenges for law enforcement 
agencies across the world. 

CYBER CHALLENGES
The increasingly interconnected world in which we 
now live necessitates shared responsibilities for online 
safety and security. The global reach and borderless 
nature of the internet means that no single government 

or law enforcement agency 
can effectively tackle the full 
scale and scope of cyber 
crime or cyber terrorism 
on their own – a multi-
disciplinary, multi-faceted 
collaborative approach 
is now required with law 
enforcement colleagues 
around the world, working 

with industry and academia. Sharing intelligence, as 
well as technical and investigative expertise, is also 
crucial to providing the necessary response to the 
threat we face.

... SHARING INTELLIGENCE, AS WELL 
AS TECHNICAL AND INVESTIGATIVE 

EXPERTISE, IS ALSO CRUCIAL 
TO PROVIDING THE NECESSARY 

RESPONSE TO THE THREAT WE FACE…



Coordinating project COURAGE is the European 
Organisation for Security (EoS) who lead the 
internationally recognised team of experts and 
organisations who are able to draw together their 
insights into cyber crime and cyber terrorism through 
established foundations of research and scholarship. 

At the heart of the 
COURAGE consortium 
is the Centre of 
Excellence in Terrorism, 
Resilience, Intelligence 
and Organised Crime 
Research (CENTRIC), 
an innovative, multi-
disciplinary and end-
user focused research 
network which will 
provide technical 
coordination and 

support.  CENTRIC are joined in the consortium by 
West Yorkshire Police, the only operational police 
service in the consortium which leads the law 
enforcement responsibilities of COURAGE, ensuring 
that law enforcement agencies will maximise the full 
potential of the cyber research learning outcomes to 
help keep communities safe from online criminality.

To support the research of COURAGE, the 
consortium includes the Cybercrime Research Institute 
in Denmark and the United Nations Interregional Crime 
and Justice Research Institute (UNICRI). Technical 
expertise is provided by Engineering Ingegneria 
Informatica in Italy and THALES of France and 
Europol, Eurojust, RAND and the NATO Cooperative 
Cyber Defence Centre of Excellence provides high-
level support to address the global phenomenon of 
cyber crime and cyber terrorism across jurisdictions 
and legal boundaries. 

FRESH APPROACH 
The COURAGE consortium recognises the urgent 
need to develop a coherent programme of research for 
cyber crime and cyber terrorism.  While developing the 
approach of COURAGE, consortium partners identified 
six critical factors which provided evidence to support 

Constructing a multi-disciplinary approach to 
tackling cyber threats is not without its challenges 
as law enforcement agency practitioners, academics 
and private industry professionals all have very 
different perspectives of similar issues and often 
operate within different time frames and may desire 
different outcomes. But 
an innovative multi-
disciplinary and end-
user focused approach 
to tackle cyber threats 
is essential to bring 
academic and technical 
research to operational 
reality. The gap 
between governments, 
academics and the 
private sector must be 
bridged to effectively 
tackle contemporary cyber threats. All in authority must 
bring their expertise to bear in concert with one another 
to keep online communities safe.

Recognising these significant challenges, the 
European Commission Research Executive Agency 
is supporting pioneering research being progressed 
by COURAGE (Cybercrime and cyberterrOrism 
eUropean Research AGEnda), a 2-year project which 
commenced during May 2014, that aims to develop a 
cyber crime and cyber terrorism research agenda for 
the European Commission to significantly improve 
the security of citizens and critical infrastructures and 
support crime investigators. 

COLLABORATION
COURAGE brings together a wealth of cyber  
crime and cyber terrorism expertise from across 
the world.  As part of the COURAGE consortium of 
partners and advisors, 17 individual countries are 
represented, including leading centres of academic 
and industrial research, as well as unique high-level 
security agencies. The COURAGE consortium  
provides a rich mix of government bodies, 
academic institutions and private sector innovators  
from industry.   
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the development of an international research agenda.   
COURAGE partners expressed their collective concern 
that there was no strategy on the way to address 
the multi-disciplinary aspects of cyber crime and 
cyber terrorism and that improved involvement and 
coordination of all relevant stakeholders was required.  
COURAGE partners also identified that a lack of 
standardised terminology across disciplines and the 
scattered regulatory, societal and the technological 
research environment amplified the lack of common 
understanding of cyber threats. The COURAGE 
consortium also recognised that a major challenge to 
developing a research agenda for cyber crime and 
cyber terrorism was the speed of technological change, 
and that there were no agreed criteria or methods for 
testing and evaluating real solutions to tackle cyber 
threats.  The six critical factors are shown in Figure 1.

Addressing the six critical factors, the COURAGE 
approach to constructing a research agenda for cyber 
crime and cyber terrorism builds on three primary 
pillars as follows:

1. User-centric methodology to identify gaps, 
challenges and barriers based on real-world needs 
and experiences

2. Analytical and semantic approach, to deliver a 
taxonomy and create a common understanding of 
the subject with all stakeholders.

3. Competitive and market oriented approach to 
foster practical implementations of countermeasures 
using effective test and validation solutions.

COURAGE will obtain accurate, robust and 
validated user requirements which will be reflected on 
the research agenda and improve the participation of 
citizens in the sharing of information and by sustained 
focus against cyber criminals and cyber terrorist 
activities. This agenda will be elaborated through a 
progressive and collaborative approach, consolidating 
contributions from the legislative, law enforcement, 
research and industrial communities represented 
by the COURAGE consortium. The uniqueness of 
COURAGE is to address the complex cyber domain 

Figure 1: Research agenda for cyber crime and cyber terrorism.
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from a multi-disciplinary perspective, combining the 
work of researchers in law and regulation, sociology 
and economy, computer and systems technologies 
across European Member States. The results of 
this collaborative approach will provide holistic 
recommendations for the development of future 
research agendas for cyber crime and cyber terrorism.

The COURAGE research agenda will address 
a broad set of issues, including those pertinent 
to the protection of individual citizens, as well as 
the protection of national critical infrastructures. 
COURAGE will significantly contribute towards pan-
European and international cyber crime and cyber 
terrorism research and will maintain a constant  
focus on:

• addressing the technological issues as well as 
cooperation and regulation;

• existing and future high level and strategic 
objectives in terms of future European capabilities;

• existing and future requirements from the end-
users’ community, citizens and the regulatory, 
legal, societal and ethical context.

Delivering COURAGE through a strongly 
stakeholder-focused set of coordinated actions will 
ensure the identification of current research challenges, 
research gaps, development of a research agenda, 
knowledge repository, evaluation criteria, research 
roadmap and complimentary guidelines.  At month 6 in 
the Project, COURAGE has developed the knowledge 
repository populated with national legislation, leading 
academic articles and research; this will allow a 
detailed analysis to take place, supported by the 
commencement of the expert workshops and surveys 
taking place across Europe identifying the user needs 
versus the gaps in the current research. 

POLICE INNOVATION 
The ground breaking research of COURAGE 
will serve to inform and establish the European 
Commission research agenda for cyber crime and 
cyber terrorism, bridging the gap between cyber 
research and operational front-line realties.  The 
multi-disciplinary research of COURAGE represents 

innovation in policing research to tackle the most 
pressing contemporary security challenges that 
addresses neighbourhood safety and national security. 
COURAGE will contribute new knowledge to address 
cyber threats, it will inform government policy, practice 
and procedure, and most importantly, will serve to 
provide increased safety and security for citizens, 
communities and commerce.

If left unchecked, cyber threats will continue to 
increase, causing untold harm to citizens, communities, 
public services, businesses, infrastructures and the 
wider economy. The increasingly interconnected 
world in which we now live necessitates shared 
responsibilities for online safety and security. The global 
reach and borderless nature of the internet means that 
no single government or law enforcement agency can 
effectively tackle the challenges of cyber crime or 
cyber terrorism on their own. COURAGE provides a 
multi-disciplinary, multi-faceted collaborative approach 
to tackle contemporary cyber threats. ■
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CYBER EARLY WARNING SOLUTIONS

Cyber age reality is shaped by the inherent 
asymmetry between attackers and defenders. 

While attackers enjoy the ease of concealing and 
disguising identities, the widespread availability of 
data encryption utilities and the proliferation of cyber-
attack tools, defenders, on the other hand, face the 
daunting challenge of detecting advanced, subtle and 
persistent threats, which are extremely hard to trace.

As this reality becomes clear and as the cyber world 
is increasingly demystified, cyber professionals as well 
as “laymen” realise that total prevention of cyber risks 
is impossible. There is no Star Trek style “Deflector 
Shield” one can use to secure data, networks and 
other cyber assets, completely eliminating the chance 
of a successful cyber breach.

The threat of a successful breach is not subsiding; on 
the contrary, it is intensifying. Symantec’s 2014 Internet 
threat report dubbed 2013 as the “year of the mega 
breach”, stating that “2011 saw 232 million identities 
exposed, half of the number exposed in 2013. In total, 
over 552 million identities were breached in 2013, 
putting consumer credit card information, birth dates, 
government ID numbers, home addresses, medical 
records, phone numbers, financial information, email 
addresses, login, passwords, and other personal 
information into the criminal underground”.  Similarly, 
the report quoted a 500% increase in Ransomware 
attacks in 2013 (a ransomware is a malware, which 
restricts access to an infected computer system, and 
which requires the payment of a ransom in order 

NEVER SURRENDER – A SOBER, YET OPTIMISTIC, 
VIEW OF THE FIGHT AGAINST CYBER THREATS

By Aaron (Ronnie) Eilat, General Manager, Custodio Pte Ltd, 
IAI’s cyber early warning R&D Center in Singapore
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to remove the imposed restrictions). Despite the  
world’s focus, in the wake of the Snowden leaks, 
on cyber espionage and governments’ reach into 
cyberspace, cyber-crime remains a clear, imminent 
and spreading danger.

It is not only that the number of attacks is on the 
rise, but also the number of affected industries and 
types of businesses. No longer the plight of only the 
ICT industry, cyber risks are now also tackled by the 
healthcare, media, professional services, insurance, 
education, finance, retail sectors and many others. 
As attackers start to target the Internet of Things 
(affecting smart TVs, 
cars, medical and even 
industrial systems), the 
looming cyber threat is fast 
becoming an issue even 
for what were considered 
“low tech” industries. It 
should be noted that even 
the more sophisticated and 
targeted cyber operations 
are no longer limited to 
government espionage 
and big enterprises. 
According to Symantec’s 
report the risk of being targeted by Spear-Phishing 
attacks are quite similar for large enterprises (39%), 
medium enterprises (31%) and Small enterprises 
(30%). According to a Marsh Risk Management report, 
cyber criminals unleash 3.5 new threats every second 
targeting small businesses. 

One might acknowledge the increasing presence 
of cyber crime and cyber threats, but are there real 
world damages being incurred? The answer is most  
definitely “Yes”. A Marsh Risk Management analysis, 
of the percentage of companies affected by leading 
causes of supply chain disruptions, shows that 
technology outages outpaced adverse weather as 
a major disruption in 2012 and that data breaches 
and cyber-attacks collectively were more disruptive 
than fire (!) and civil unrest. The real world effects of 
materialising cyber risks can’t be ignored. E&Y’s 2013 
Global Security Survey stated that 70% of organisations 
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surveyed indicated that information security policies 
are owned at the highest organisational levels.

So, should we raise a “white flag”? Pull out the 
dusty old typewriter? The answer is obvious – we 
can’t afford to. As a result, many organisations and 
enterprises, of all sizes, around the world, have 
adopted Cyber Risk Management Policies. These 
policies enable managing cyber risks as an integral 
part of the corporate governance, risk management, 
and business continuity frameworks. A sound cyber 
risk management policy provides a framework for 
managing and mitigating cyber risk throughout the 

enterprise. By adopting 
industry standards and best 
practices, by prioritising 
ICT assets, including the 
data of organisations and 
customers, and identifying 
the risk they are exposed to 
and by assessing the impact 
of a cyber breach for each 
of them, organisations can 
prioritise their cyber security 
investments and adopt a 
more comprehensive and 
cost effective policy.   Cyber 

risk management policies also outline the incidents 
response plans for different cyber breach scenarios, 
making sure all relevant stakeholders integrate and 
coordinate their response.

Another good example is the insurance industry. 
The insurance industry has been adapting to this 
evolving need for more than a decade, as Cyber 
insurance policies were introduced to the market. 
Cyber insurance policies provide direct loss and 
liability protection for risks created by the use of 
technology and data in an organisation’s day-to-
day operations. These policies were created to 
fill historical gaps in traditional insurance policies, 
including: protections for claims arising from a 
disclosure or mishandling of confidential information, 
protection for claims arising from a failure of computer 
security to prevent or mitigate computer attacks and 
more. The insurance industry has also successfully 

NO LONGER THE PLIGHT OF ONLY 
THE ICT INDUSTRY, CYBER RISKS 
ARE NOW ALSO TACKLED BY THE 

HEALTHCARE, MEDIA, PROFESSIONAL 
SERVICES, INSURANCE, EDUCATION, 

FINANCE, RETAIL SECTORS 
AND MANY OTHERS



managed to adapt different policies to different sized 
enterprises and companies, making cyber insurance 
relevant and available to business of all sizes. 

But realising that cyber 
breaches can’t be avoided 
completely doesn’t mean 
that we should give up on 
technological solutions and 
protection. Researching 
and developing Cyber 
Early Warning technologies 
that will enable detecting a 
breach at its initial phases 
of infiltration and spread 
through the network and 
before it manages to incur 
damages is crucial for 
successfully managing 
and mitigating cyber risks. 
Similarly, adopting active 
defence solutions that 
draw malware to predefined areas within the network 
(away from sensitive assets and data), and which 
help contain, mitigate and eradicate the threat, and 
even enable response against the attacker or at least 
enable attributing the attack to its perpetrator are also 
extremely important. 

It is for these reasons that Custodio was established: 
Custodio is IAI’s cyber early warning R&D center 
in Singapore, with the support of the Singapore 
Economic Development Board (EDB).

IAI, a world leading developer and producer of 
advanced defense and aerospace systems, and a 
recipient of a grant as part of the Singapore Economic 
Development Board’s (EDB) Research Incentive 
Scheme for Companies (RISC), Custodio was 
established in Singapore in 2014 as a “Cyber Early 
Warning R&D Center”. Custodio is tasked with the 
mission of spearheading R&D activities in the field 
of cyber early warning, focusing on innovative active 
defence approaches, cyber geo-location resolution & 
attribution, and anomalous behaviour detection, as 
well as leading IAI’s offering in the field of Cybercrime 
investigation and analysis for law enforcement 
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agencies. Custodio will develop prototypes for cyber 
early warning solutions, mature these prototypes 
into fully-fledged customer-grade solutions, and 

market the solutions 
both in Singapore and 
abroad. Custodio was 
established as a local 
Singaporean company 
and its workforce will 
be based primarily on 
Singaporean employees. 
Custodio aims to have a 
unique blend of white-hat 
hacker and engineers, 
which will provide an 
inherent advantage in a 
very dynamic domain, 
which is constantly 
changing and increasing 
in its complexity. ■
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CRITICAL INFORMATION INFRASTRUCTURE

I. INTRODUCTION
The meaning of Critical Information Infrastructure (CII) 
is ambiguous as it has no single internationally agreed 
legal definition, and is defined differently by counties 
and states, depending on their internal requirements, 
security considerations, and situational environment. 
For example, compare the definition of Critical 
Infrastructure (CI) by the European Union (EU) and the 
United States of America (US). The EU directive of 2008 
defines: “Critical infrastructure means an asset, system 
or part thereof located in Member States which is 
essential for the maintenance of vital societal functions,
health, safety, security, economic or social wellbeing 
of people, and the disruption or destruction of which 
would have a significant impact in a Member State as 

a result of the failure to maintain those functions”[1]. US 
Critical Infrastructure Protection Act of 2001 defines: 
“Critical infrastructure are the assets, systems, and 
networks, whether physical or virtual, so vital to the 
United States that their incapacitation or destruction 
would have a debilitating effect on security, national 
economic security, national public health or safety, or 
any combination thereof”[2]. These two definitions have 
distinct differences in the way they interpret CI and 
assess the disruption or destruction impact. For the 
scope of this paper, CII is considered as the entities 
and infrastructures which process, store, exchange 
information required to provide the services that are 
crucial to a nation’s existence and the wellbeing of the 
society. These infrastructures have to be protected in 

TECHNICAL ANALYSIS OF ADVANCED THREAT TACTICS 
TARGETING CRITICAL INFORMATION INFRASTRUCTURE
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Critical information infrastructure (CII) provides vital functions for a nation’s existence and the wellbeing of its citizens. This 
makes CII susceptible to an increasing number of targeted, strategically executed cyber attacks. Such sophisticated attacks 
lead to information system compromise, control takeover, component destruction, and sensitive information extraction. 
The grave consequences implied by actors behind the corresponding attacks have to be acknowledged and potential risks 
appraised, in order to raise the awareness and readiness level to defend against an advanced adversary.
   To distinguish what technical means and tactics are employed by advanced threat actors when targeting the CII, this 
paper reviews targeted attack trends, assesses actor motivation and situational background, assembles data on known 
major incidents, and defines their analysis criteria to perform selected case studies.
   From threat landscape assessment and incident case studies it can be identified that cyber means can be considered as a 
feasible approach for gaining advantage for competitive motivations, conflict situations, and maintaining presence in cyber 
space. This leads to the existence of increasingly resourceful and motivated threat actors, weaponisation of cyber means, 
virtualisation of forces, and the dawn of cyber espionage.
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1  Internet connected device search engine - SHODAN. http://www.shodanhq.com/. Accessed 05/05/2014

2   “Data exfiltration is the unauthorized transfer of sensitive information from a target’s network to a location which a threat actor 

controls.” TrendLabs Security Intelligence blog. http://blog.trendmicro.com/trendlabs-security-intelligence/data-exfiltration-in-

targeted-attacks/. Accessed 14/05/2014.

order to ensure the CI continuity and dependability 
objectives, as defined by national and international 
policies.

The field related to CII is broad and dependant 
on various country relevant specifics, such as its 
development, resources and industrial capabilities. 
For instance, the diverse CI spectrum for a single 
EU state covers at least the following areas: energy  
(e.g., electrical power, oil, gas), sanitation (e.g. water 
supply, waste water collection and processing); 
transportation (e.g., roads, railway, traffic organisation, 
civil/military aviation); communications (e.g., information 
technology infrastructure, telecommunications, Internet 
access); security and safety (e.g., military, police, 
emergency services); medicine (e.g. health-care, 
hospitals); research (e.g., 
industrial and scientific 
developments); finances 
(e.g., state treasury, banks, 
money wire transfers); 
and politics (e.g., national 
secrets, foreign policy and 
affairs).

When assessing the CII, 
not only do legal differences 
have to be taken into account, the variety of technical 
approaches and means in granting their functionality, 
safety and security have to be considered. On one 
hand, traditional information technology (IT) security 
oriented approaches should be implemented and 
enforced for the majority of CII, but on the other hand 
accepted IT solutions are not fully applicable for specific 
domains such as industrial control systems (ICS)[3]. 
However, ICS/SCADA (Supervisory Control and Data 
Acquisition) systems are not to be solely attributed to 
CII; nevertheless, they play a very important role for 
vital service provision. ICS could be assumed as the 
backbone of industry, therefore drawing huge attention 
by security researchers and malicious actors due to 
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the very nature of how these systems are operating, 
are being deployed, and are being merged with other 
technologies[4]. Ongoing ICS fusion with IT solutions 
provides a more scalable deployment and management; 
however, also implies a major risk on exposing them to 
the Internet1, therefore putting an end to the myths of 
their “security through obscurity”[5].

Likewise, the state’s governmental entities are 
implicitly vulnerable due to the way they conduct their 
operations as required by the law. For example, consider 
a foreign embassy secretariat which is required to open 
and process all incoming electronic mail messages 
and their attachments in order to provide its services 
to the public. This inherit operational characteristic 
can be acknowledged as a serious vulnerability 

which provides a pathway 
for client-side attacks, 
system compromise, 
and potentially sensitive 
information exfiltration2. 
These legal and technical 
ambiguities regarding 
CII[6] provide a path for 
malicious actors to launch 
targeted attacks[7] against 

the underlying national infrastructure, bringing the most 
grave consequences to its security, safety, functionality, 
and wellbeing of the people.

The EU Agency for Network and Information Security 
(ENISA) Threat Landscape reports[8],[9] classify the 
targeted attack as an emerging and increasing threat 
directed towards cloud services, critical infrastructures 
and social technologies. SANS Institute survey[10] 

derives that cyber attacks targeting ICS/SCADA will 
increase in the coming years. A research conducted 
by Trend Micro[11] concludes that the threats targeting 
CII are real and cyber attacks are being executed 
constantly involving large numbers of countries, 
diverse motivations, and goals. As reported by 

... SANS INSTITUTE SURVEY DERIVES 
THAT CYBER ATTACKS TARGETING 
ICS/SCADA WILL INCREASE IN THE 

COMING YEARS …

http://blog.trendmicro.com/trendlabs-security-intelligence/data-exfiltration-in-targeted-attacks/
http://www.shodanhq.com/


US ICS-CERT (ICS Cyber Emergency Response  
Team)[12] the majority (59%) of CII related cyber attacks 
for the fourth quarter of 2013 have been targeting 
the energy sector. Similarly, Symantec technical 
report of 2014[13] states that “the energy sector has 
become a major focus for targeted attacks and is now 
among the top five most targeted sectors worldwide”. 
Concerns about increasing potential attacks targeting 
healthcare are also being recognised and addressed 
by government institutions3. The Verizon report 
for 2013[14] identifies a vast increase in targeted state-
affiliated cyber espionage operations for sensitive 
information exfiltration. Mandiant “M-trends report”[15] 
concludes that in 2013 an increasing number of 
hacktivists4 and major advanced threat actors 
affiliated to nation-states dominate the international 
cyber space. TrendMicro in their 2013 targeted 
attack report[16] identify the majority of attacks being 
directed at government (80%), IT (6%), and financial  
services (5%). The Report also determines the use of 
already well known vulnerabilities and spear-phishing 
e-mails as the primary method of initial attack.

The raised attention by security industry, 
governmental services, and infrastructure operators 
towards identifying vulnerabilities and countering attack 
actors, proves that serious action needs to be taken 
in order to safeguard CII dependability. Nevertheless, 
the adequate tendency towards increased security 
awareness still has major stumbling points. These 
involve the upkeep of legacy systems, ensuring 
backwards compatibility, maintaining interoperability, 
and being slow on introducing new security solutions 
or upgrades. 

Chapter II of this paper estimates the characteristics 
and nature of actors behind advanced targeted attacks. 
Chapter III amasses revealed influential attacks 
directed at CII and specifies the incident selection 
criteria for further case study. Chapter IV selects 
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and analyses case studies of major cyber incidents 
targeted at CII, involved actors, cyber attack technical 
tactics5, vulnerabilities exploited, attack tools used, and 
evaluates the sophistication of the attack. Chapter V 
concludes this paper and suggests directions for further 
research.

II. ADVANCED THREAT OVERVIEW
Attacks, such as listed in table 1, on page  5, have  
derived the first cases of cyber weapon development, 
and shaped what is considered as motivated strategically 
targeted persistent cyber attack. The ultimate goal of 
such an attack could be considered as gaining a definite 
level of control over the target infrastructure or retrieving 
valuable information, therefore enabling an adversary  
to gain advantage over their target. Sophisticated 
targeted attacks as characterised in[17] have a common 
criteria of objectives, timeliness, resources, risk 
tolerance, skills and methods, actions, attack origination 
points, numbers involved in the attack, and sources  
of knowledge.

Advanced persistent threat (APT) is any  
sophisticated adversary engaged in information 
warfare in support of long-term strategic goals[18] that 
consistently uses tactical compromise via methods 
such as waterhole and spear-phishing attacks[19] 
to gain initial foothold in targeted information 
system. A typical APT has seven main stages of the 
execution: initial compromise, establishing a foothold, 
privilege escalation, internal reconnaissance, lateral 
movement, maintaining persistence, and mission  
accomplishment [20] [21], which makes it different from a 
regular automated attacks or cyber threats (e.g., bot-
net activity, Denial-of-Service, server hacking, web 
defacements, hacktivism). The attack sophistication 
can be identified by uniqueness and advanced technical 
methods utilised, such as “advanced evasion techniques 
(AET)”[22] to circumvent network security devices.

3  Exclusive: FBI warns healthcare sector vulnerable to cyber attacks. Reuters. http://www.reuters.com/article/2014/04/23/us-

cybersecurity-healthcare-fbi-exclusiv-idUSBREA3M1Q920140423. Accessed 02/05/2014

4  “A person [or a group of persons] who gains unauthorized access to computer files or networks in order to further social or 

political ends.” Oxford dictionary of English

5  An action or strategy carefully planned to achieve a specific end.” Oxford dictionary of English

http://www.reuters.com/article/2014/04/23/us-cybersecurity-healthcare-fbi-exclusiv-idUSBREA3M1Q920140423


Client-side targeting in typical APT scenarios is 
feasible due to how information systems are developed 
(security, usability and functionality trade-off principle) 
in order to provide a working environment for users. 
This makes privileged users to be one of the weakest 
points of the network security, susceptible to targeted 
social engineering attacks. Network host-based egress 
defences typically are weaker with less strict perimeter 
policies being implemented for outgoing connections6, 
allowing a more successful reverse command and 
control connection initialisation from within the network.

Security reports describe increased activity of cyber 
mercenary teams such as IceFog APT “hit-and-run” 
team[23] and Hidden Lynx[24], named as “hackers for 
hire” for executing fast paced precision strikes using 
unconventional approaches for targeting their victims 
opposing to well-executed, long-term attacks such as 
“Comment Crew” (i.e. APT1, China’s PLA Unit 61398)[25] 
or a hacktivist group “Syrian Electronic Army” claiming 
its ties to Syrian regime[15]. Security researchers predict 
an increasing trend in fast precision operation execution 
by cyber mercenaries.

III. CASE SELECTION CRITERIA
The targeted persistent attacks in nature differ in the 
execution tactics and technical characteristics from 
a conventional attacks which security devices and 
analysts are able to identify and handle. Advanced 
attacks, however, might rely on conventional means 
of attack for initial system compromise. For further 
activities involving lateral movement, persistence, and 
manipulation, actors need to employ sophisticated 
methods, to ensure a certain level of stealth. This is 
especially important in the context of CII where long-
term presence and control is desired. Nonetheless, 
even the most sophisticated cyber attacks can have a 
high execution tempo for precision strikes with only a 
single set of goals in mind (i.e. “hit-and-run”).

From a global situational viewpoint, it can be seen 
that the majority of advanced attacks are conflict 
driven. This might lead to the conclusion and attribution 
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of these cyber attacks to be nation state executed, 
sponsored, or affiliated[26]. The process of attack 
attribution is not simple and straightforward[27], as 
many different aspects of pre- and attack execution 
time line have to be assessed and evaluated  
(e.g., historical, geopolitical, motivation, technical 
capability, and resource availability information). 
Nevertheless, security analysts and experts tend to 
give estimations on possible actors or nation states 
behind the attacks. The differences between technical 
(e.g., execution technical details and sophistication) and 
political (e.g., motivation, resources and geo-political 
situation) attribution have to be accounted for. Amassing 
the evidence proving ones involvement in cyber attack 
is extremely difficult, and can therefore be treated more 
as a very rough estimation. Most notably this is due to 
such attacks being more commonly executed as covert 
deception operations (i.e., “no-flag”, “false-flag”), making 
attribution difficult or practically impossible.

Availability of the cyber attack technical information 
and reports from open sources has to be estimated. 
Because of the likely sensitive nature of incidents, 
especially in the case of covert CII attacks, information 
might be limited as defined by organisation’s 
information disclosure policy. Regarding nation’s CII, 
this might even be regulated by national security or 
state emergency authorities, therefore making the 
attack information public availability very limited and 
discrete. The delicate nature of advanced attacks have 
to be taken into consideration which makes potential 
cases to remain still undiscovered. Security company 
Mandiant estimates a median 229 days since initial 
compromise until detection[15] which indicates that a 
typical network security implementation is not enough. 
The increase in reported target cyber attack cases and 
operations (as seen in table 1) does not mean, that  
there is an actual tremendous growth within targeted 
cyber attacks. However, the rise can be partially 
explained by security industry’s escalated attention 
towards unconventional attacks and availability of 
threat detection technological means (e.g., full packet 

6   Defense against Drive-By Downloads. US NSA Vulnerability Analysis and Operations Group. p.7. http://www.nsa.gov/ia/_

files/factsheets/I733-011R-2009.pdf. Accessed 19/05/2014

https://www.nsa.gov/ia/_files/factsheets/I733-011R-2009.pdf


capture, large data analysis). For this paper, advanced 
attack case analysis reports and bulletins, freely 
accessible from open sources performed by recognised 
security industry representatives are considered.

Table 1 lists major publicly disclosed targeted attack 
cases which have made a significant impact on the 
security of CII, dating back to around the year 2000. 
Some of these attacks cannot entirely be classified 
as technically sophisticated, but can undoubtedly 
be distinguished as first cases of a specific attack 
execution approach, therefore making them unique.
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Based on the aforementioned reasoning the 
following criteria is derived for further technical case 
study selection: 
1. The cyber attack target can be classified as CII; 
2. Attack technical information is sufficiently available 

from credible open sources; 
3. Report originator attributes this to advanced  

threat actor activity, possibly affiliated with a 
nation-state; 

4. A set of attack methods, goals and presence 
longevity can be identified. 

Table 1: Historical timeline of reported major advanced targeted attacks.

  * - case selected for analysis in this paper.

Name Year 
disclosed

Scope Target Possible 
attribution

Moonlight Maze 1999 Defence and intelligence networks US Russia
Titan Rain 2003 Sensitive information networks US China
GhostNet 2009 Cyber espionage Worldwide China
Operation Aurora* 2010 High tech. and security industry source 

code repositories
Worldwide China

Stuxnet 2010 Nuclear enrichment facilities Iran US
DuQu 2011 Attack framework related to Stuxnet Worldwide Unidentified
Night Dragon* 2011 Energy industry Worldwide China
Nitro 2011 Chemical industry information Worldwide China
RSA attack 2011 Two-factor authentication product 

information
RSA Unidentified

Flame 2012 Cyber espionage Middle East US/Israel
Gauss 2012 Online banking Middle East Unidentified
Shamoon* 2012 Oil industry Saudi Arabia Iran
Telvent 2012 Smart grid control software Worldwide China
Red October 2013 Cyber espionage Worldwide Unidentified
MiniDuke 2013 Cyber espionage EU and NATO 

counties
Unidentified

NSA PRISM 2013 Various cyber operations Worldwide US/UK
Ke3chang* 2013 Diplomatic cyber espionage Europe Unidentified

The Mask 2014 Advanced cyber espionage Worldwide Spain
Uroburos 2014 Unknown / Restricted environments Unknown Russia



A note on critical thinking. Part of security incidents 
date well back and no detailed technical information is 
available either due to not being disclosed or preserved, 
or being publicly restricted for incidents targeting 
nation state-owned critical industries. It has to be 
taken into account that the case analysis reports have 
been prepared by major security companies, which  
are also important governmental contractors for a 
considerable number of nations worldwide. These 
companies might be forced, or otherwise restricted, 
to withhold possibly important parts on attack and 
execution details. A complex and obscure picture of 
actual incident details is present, especially regarding 
those conflict-driven attacks involving information 
warfare aspects. Therefore, to abstract as much 
as possible from the probably disputable nature of 
information provided, critical thinking is encouraged, 
i.e., more focused on purely technical aspects 
presented in case reports.

IV. CASE ANALYSIS
Based on the selection criteria presented in Chapter III, 
applicable incidents affecting different CII sectors are 
selected for further case study. One prominent case per 
year is chosen starting from 2010, when a distinctive 
increase in targeted attacks can be identified.

The initial target system compromise presents 
an important phase of the attack execution, allowing 
to acknowledge if it is technically sophisticated and 
advanced. The use of undisclosed vulnerabilities 
not known to the security industry and vendors 
(i.e. zero-days or 0-days), or use of a very recently 
identified critical vulnerabilities presents a potentially 
resourceful, sophisticated and well-motivated 
adversary. The means and approaches used to exploit 
identified vulnerabilities and achieve the intended aims 
either long- or short- term, define the level of such an 
attack. The tools and methods used either ready- or 
custom made, directly imply the adversary’s advanced 
capabilities on persistence, stealth and comprehensive 
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covert operation success. Overall attack sophistication 
level can be assessed by taking into account the 
technical execution characteristics, estimated damage 
inflicted, time until being detected, and execution 
characteristics (e.g., tactics, stealth, persistence, 
precision, and intelligence).

Taking into account the reasoning above and in order 
to provide a unified and comparable attack evaluation 
the following technical aspects are assessed: 
1. Attack vectors used and vulnerabilities exploited; 
2. techniques and tools utilised; 
3. Sophistication of the attack. 

The upcoming subsections review selected 
complying case reports outlining the general incident 
information (e.g., sector affected, estimated longevity, 
impact induced, attribution), similar incidents  
(e.g., related sector affected, akin goals targeted, 
or same actor), technical characteristics, and 
sophistication estimation based upon given  
evaluation criteria.

A. Operation Aurora
In 2010 Google revealed7 that it had been 
attacked by an adversary targeting at least twenty  
“Fortune 100” companies8. These attacks, 
possibly started in mid-2009, were aimed at high 
profile technology companies (such as Google, 
Adobe, Juniper Networks, and Rackspace) being  
attributed to the “Elderwood project”[28] which is 
allegedly affiliated with China’s People Liberation 
Army (PLA) unit 61398 (also known as APT1 or 
“Comment crew”). The targeted companies cannot 
be accounted as CII per se; however, their services 
and products (e.g., software and hardware) are used 
throughout a vast majority of industries, including CII, 
worldwide thereby indirectly seriously endangering 
their operations if adversary gets hold of software 
source codes, hardware blueprints, or any other 
proprietary intellectual property.

7   A new approach to China. Google official blog. http://googleblog.blogspot.ie/2010/01/new-approach-to-china.html#!/2010/01/

new-approach-to-china.html. Accessed 05/05/2014

8   Fortune 500 Magazine. http://money.cnn.com/magazines/fortune/fortune500/. Accessed 20/05/2014

http://googleblog.blogspot.ie/2010/01/new-approach-to-china.html#!/2010/01/new-approach-to-china.html
http://money.cnn.com/magazines/fortune/fortune500/


9   MS10-002 Microsoft Internet Explorer “Aurora” Memory Corruption. Rapid7. http://www.rapid7.com/db/modules/exploit/

windows/browser/ms10_002_aurora. Accessed 20/05/2014

10   “Software which is specifically designed to disrupt or damage a computer system.” Oxford dictionary of English

11   Google Hack Attack Was Ultra Sophisticated, New Details Show. Wired. http://www.wired.com/2010/01/operation-aurora/. 

Accessed 19/05/2014

12   Chinese Hackers Blamed for Intrusion at Energy Industry Giant Telvent. Krebs on Security. http://krebsonsecurity.com/2012/09/

chinese-hackers-blamed-for-intrusion-at-energy-industry-giant-telvent/. Accessed 05/05/2014

“Operation Aurora” used Microsoft Internet Explorer 
vulnerability MS10-0029 which at that time was known 
by Microsoft, but not publicly disclosed as it was not 
observed to be exploited “in-the-wild”. Therefore 
no mitigation was available making the attack to be 
undetected for several months and allowing adversaries 
to inflict severe damage to technology companies. A 
targeted spear-phishing campaign was executed against 
several employees by delivering a message appearing 
to be originating from someone they trusted[29]. The 
message contained a link to a rigged web site hosting 
the attack code (e.g., drive-by exploitation)[30]. Internet 
Explorer “Aurora” vulnerability was just the entry point 
to drop (i.e. deploy) 
Hydraq trojan on the 
target systems. An in-
depth analysis[31] reveals 
that Hydraq trojan was a 
sophisticated malware10 
which, upon successful 
compromise, allowed 
attackers to have full 
machine control, monitor 
activity, spread further 
in the network, gather 
and exfiltrate sensitive 
proprietary information via covert command and control 
(CnC) channels.

The NSS “Aurora” vulnerability test report[29] states 
that “[d]isclosure of Operation Aurora attack elevated 
the public’s awareness of cyber-warfare to an 
unprecedented level”; however, the attack approaches 
and methods were not new to the security community. 
Nevertheless, it is still estimated to be orchestrated and 
highly sophisticated11 due to undisclosed vulnerabilities 
used and multiple technical methods implied  
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(e.g., obfuscation, encryption, covert communication 
channels) in a single attack execution scenario.

An equally critical attack was directed at Schneider 
Electric subsidiary company Telvent – a major provider 
of ICS control devices and management software 
worldwide. Telvent in 2012 issued a warning12 to 
customers on potential hacker activity, breaching their 
security and gaining access to the network and core 
OASyS SCADA project files, a product that helps 
energy firms mesh older IT assets with more advanced 
smart grid  technologies. The attack also had the 
potential to compromise remote customer support 
access endangering a very wide ICS sector. Security 

company executed 
analysis of involved tools 
and malware names 
attributed this attack  
to APT1.

B. Night Dragon
In 2011 McAfee released 
a detailed technical 
white paper regarding 
discovered coordinated 
cyber attacks conducted 
against the global 

energy industry[32]. McAfee named this attack 
“Night Dragon” as they consider these attacks to 
be originating primarily from China. The goal of the 
attack is believed to be sensitive propriety information 
extraction regarding the energy sector such as 
competitive operations, project-financing information, 
oil and gas field bids, development plans, and  
SCADA data. 

Initial breach of the network was achieved via 
external web server SQL injection, client side targeting  

... NO MITIGATION WAS AVAILABLE 
MAKING THE ATTACK TO BE 

UNDETECTED FOR SEVERAL MONTHS 
AND ALLOWING ADVERSARIES 
TO INFLICT SEVERE DAMAGE 

     TO TECHNOLOGY COMPANIES …

http://www.rapid7.com/db/modules/exploit/windows/browser/ms10_002_aurora
http://krebsonsecurity.com/2012/09/chinese-hackers-blamed-for-intrusion-at-energy-industry-giant-telvent/
http://www.wired.com/2010/01/operation-aurora/


13   The Nitro Attacks Stealing Secrets from the Chemical Industry. Symantec. http://www.symantec.com/content/en/us/enterprise/

media/security_response/whitepapers/the_nitro_attacks.pdf. Accessed 05/05/2014

14  The Shamoon Attacks. Symantec blog. http://www.symantec.com/connect/blogs/shamoon-attacks. Accessed 05/05/2014

15  Shamoon The Wiper. Secure List. http://www.securelist.com/en/blog/208193834/Shamoon_The_Wiper_further_details_Part_

II. Accessed 05/05/2014

16  Joint Security Awareness Report (JSAR-12-241-01B): Shamoon/DistTrack Malware. US DHS ICS-CERT. http://ics-cert.us-

cert.gov/jsar/JSAR-12-241-01B. Accessed 05/05/2014

17   Shamoon was an external attack on Saudi oil production. Info Security. http://www.infosecurity-magazine.com/view/29750/

shamoon-was-an-external-attack-on-saudi-oil-production/. Accessed 20/05/2014

(e.g., e-mails, drive-by-exploits, trojan dropper), and 
mobile user (e.g., laptops, VPN access) attacks. 
The primary attack method comprised variety of 
ready available remote access tool-kits (RATs), 
customisable trojan development kits, and typical 
system administration tools. Security researchers 
identified that used tools could be easily downloadable 
from hacker websites (e.g., rootkin.net.cn) originating 
from China. After gaining a foothold in the target 
infrastructure attackers employed passive network 
monitoring to harvest authentication credentials for 
lateral movement. Custom-generated RATs were 
employed to spread further in the network by using 
gathered administrative credentials and to establish 
a persistent infiltration channel into compromised 
companies. 

The usage of ready made hacker tools and RAT 
development tool-kits makes this attack relatively 
unsophisticated. However, the characteristics of 
presence and actions done in the infiltrated network 
seemed as typical remote system administration and 
so it didn’t raise any suspicion. The deployed malware 
was customised and did not have any further spreading 
or exploitation features, besides providing only remote 
access, therefore evading detection as malicious by 
anti-virus products. Although the attack cannot be 
classified as advanced or highly sophisticated, the 
tactics employed allowed an attack campaign to be 
successfully ongoing for at least two years, making it 
very successful and damaging to the targeted industry.

Similar in execution was the “Nitro” attack in  
mid-2011 targeting advanced chemical industry 
“Fortune 100” companies13 aimed at intellectual 
property collection (e.g., advanced military-grade 

CRITICAL INFORMATION INFRASTRUCTURE

32 CYBER SECURITY REVIEW, Winter 2014/15

materials, research and development, designs, 
formulas, manufacturing processes). Multiple 
companies were struck by a targeted social engineering 
attack with seemingly generic security related e-mails 
which contained a common PoisonIvy back-door  
trojan as an attachment. Once taking initial control 
over computers it harvested administrative credentials 
to spread further into network. Adversary with a given 
pseudonym “Covert Grove” originating from China, 
was able to maintain at least a few months’ presence 
during which it gained access to sensitive proprietary 
information.

C. Shamoon
Initial analysis reports by Symantec14 and 
Kaspersky15, followed by US ICS-CERT advisory16 in 
mid-2012, disclosed information regarding a malware 
targeting directly Saudi Arabian oil company – “Saudi 
Aramco”. This incident can be considered as one of the 
major targeted cyber sabotage attack cases rendering 
thousands of company computers inoperable and 
destroying intellectual property. A group from Iran 
called “Cutting Sword of Justice” claimed responsibility 
for this attack.

It is assumed to be spread by involved insiders17 

using removable media; however, there is no tangible 
evidence proving these allegations. US ICS-CERT 
security bulletin[33] identified that “Shamoon” had three 
main components intended for information gathering, 
reporting and destruction. After initial infection, 
“Shamoon” spread via network shares infecting other 
computers running Microsoft Windows operating 
system across the whole company’s business network. 
However, its presence has not been identified in ICS/

http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/the_nitro_attacks.pdf
http://securelist.com/blog/incidents/57784/shamoon-the-wiper-further-details-part-ii/
https://ics-cert.us-cert.gov/jsar/JSAR-12-241-01B
http://www.infosecurity-magazine.com/news/shamoon-was-an-external-attack-on-saudi-oil/
http://www.symantec.com/connect/blogs/shamoon-attacks


18   Shamoon Malware Might Be Flame Copycat. Dark Reading. http://www.darkreading.com/attacks-and-breaches/shamoon-

malware-might-be-flame-copycat/d/d-id/1105917?. Accessed 20/05/2014

19   Shamoon cyberweapon the work of amateurs, Kaspersky says. Tech World. http://news.techworld.com/security/3381077/

shamoon-cyberweapon-the-work-of-amateurs-kaspersky-says/. Accessed 05/05/2014

20   The Real Story of Stuxnet. IEEE Spectrum. http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet. Accessed 

05/05/2014

SCADA networks where it would have a very highly 
destructive potential, as many devices, such as Human-
Machine-Interface (HMI) and control appliances, also 
run the same operating systems. “Shamoon” had a 
hard-coded kill-timer set for a specific date and time 
which triggered the “Wiper” module to raze information 
and disable computers. The highly destructive “Wiper” 
module, being a plausible copycat of Flame malware18, 
utilised a secure wiping method to destroy electronic 
documents found in specific folders, Master Boot 
Record (MBR) and partition tables on the hard-drive.

No high sophistication can be attributed to this 
attack as the security industry called it “quick and 
dirty”19 due to the low quality of self-developed tools. 
Nevertheless, the devastative impact imposed by this 
attack proves the crucial need for system monitoring, 
security awareness, and incident response especially 
considering the possibility of insider threat involvement.

The “Stuxnet” malware20, discovered in 2010, can be 
acknowledged as the most outstanding case for cyber 
sabotage being particularly aimed at subverting Iran’s 
nuclear programme. This certainly can be classified 
as the first known case of highly sophisticated cyber 
weapon development, employing multiple zero-day 
vulnerabilities and stealth techniques. As well as 
influencing such cyber weapon development open 
framework as “Duqu”[34].

D. Ke3chang
In 2013 FireEye released a cyber espionage operation 
“Ke3chang” analysis report[35] stating that this threat 
actor is considered to be very selective about its 
targets, having since late 2011 directed attacks against 
European ministries of foreign affairs and embassies. 
Security experts at FireEye believe that this actor 
has been active since at least 2010 and has targeted  
different sectors (e.g., aero-space, energy, government, 
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high-tech, manufacturing). Twenty-two CnC servers 
have been identified to be involved in operation 
“Ke3chang” with majority of them being located in 
US, China and Hong Kong. FireEye monitored activity 
on one of the CnC servers for a brief time window 
and collected evidence regarding targeted attacks 
against European ministries and lateral movement 
within compromised networks. Security experts, by 
analysing malware artefacts, CnC servers and tools, 
found linguistic clues leading to the probability that 
attackers were operating from China. However, the 
exact identities of the adversaries remain unknown.

The initial strike started with a rigorously crafted 
targeted social engineering attack by using breaking 
news themed topics (e.g., London Olympics, Syria 
crisis, Carla Bruni naked pictures, European security 
and defence, McAfee security report). Adversaries sent 
out spear-phishing e-mails with malware attachments 
or a link to a malicious download. To hide the extensions 
of attached malevolent files attackers used a simple 
and common Unicode Right-to-Left-Override (RTLO) 
technique to obfuscate file names. Very recently 
published exploits and vulnerabilities for widely used 
software (e.g., Java, MS office, Adobe PDF reader) 
were used to compromise the computer once malicious 
attachment had been executed. It has been identified 
by FireEye that attackers tested malware on virtual 
machines prior to launching it against intended targets. 
Once inside, attackers followed a predetermined plan 
of scanning the systems and gathering authentication 
credentials for lateral movement.

Sophistication of this attack can be designated 
as intermediate due to initial infection vector being 
very simple as it relies on user interaction to launch 
the malicious file which employs recently disclosed 
vulnerabilities. However, for attack approach being 
nothing astonishingly new and uncommon it was 

http://www.darkreading.com/attacks-and-breaches/shamoon-malware-might-be-flame-copycat/d/d-id/1105917?
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successful due to well-planned targeted spear-phishing 
campaigns and by exploiting known vulnerabilities 
despite security patch existence. Testing exploits 
before being launched at intended target leads to 
plausible conclusions that adversaries possessed 
some prior intelligence information regarding the 
target system inner architecture acquired either by 
reconnaissance or other rigorous sources. This incident 
clearly shows that common attack approaches still 
work very well, privileged system users can be deemed 
as the weakest link, and 
most administrators are 
negligent at deploying 
software security patches 
in a timely manner.

Cyber espionage can 
be identified as one of the 
most common reported 
targeted attacks, and 
includes such major cases 
as “GhostNet”21 revealed 
in 2009, “Red October”22 
disclosed in 2013, US NSA 
(National Security Agency) 
massive clandestine data-
mining program PRISM23 
made public in 2013 by E.Snowden, “The Mask”[36] 
published in 2014, and “Uroburos”[37] reported in 2014.

   
CONCLUSIONS AND FURTHER WORK
The threat implied by advanced adversaries is real and 
targeted attacks have a tendency to increase. It can be 
observed that a noticeable upsurge began around 2010 
which could suggest that cyber means were identified 
as a relatively feasible approach when dealing with 
impacts inflicted by global economic recess, allowing 
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to gather competitive and proprietary information. This 
could be described as the dawn of the “golden age of 
cyber espionage”. Technological advancement and 
methods available enable to extend presence in cyber 
space and define attack vectors in context of conflicts 
between states, by utilising technical capabilities leading 
to weaponisation of cyber means and virtualisation of 
forces. Nation state affiliated actors are becoming more 
determined, sophisticated and resourceful by investing 
resources in cyber capability development, such as 

amassing cyber armed 
forces or establishing 
powerful server farms 
solely dedicated to software 
zero-day detection.

As CII is becoming more 
aware of targeted threats, it 
is still slow on implementing 
security measures due to 
legacy systems, operational 
procedures, and budget 
constraint considerations. 
From reviewed case 
studies in this paper it can 
be determined that major 
vulnerabilities are faced due 

to loose operational requirements, lack of user security 
awareness, and inadequate information system security 
life-cycle implementation (e.g., maintenance, patching, 
security-in-depth, auditing, situational awareness). 
Such high profile sectors should promptly prepare 
against imminent targeted attacks, and advance 
security beyond focusing purely on safety, availability 
and integrity considerations, by ensuring continuous 
situational awareness and consistent incident 
response. Critical industries can benefit from utilising 

...CRITICAL INDUSTRIES CAN BENEFIT 
FROM UTILISING PASSIVE 

DETECTION SOLUTIONS WHICH 
MIGHT REDUCE THE TIME NEEDED TO 

DETECT ADVERSARY PRESENCE, 
OR PROVIDE VALUABLE FORENSIC 
INFORMATION IN THE AFTERMATH 

OF A SECURITY BREACH ...
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passive detection solutions (e.g., full packet capture, 
deep packet inspection, big data analysis) which might 
reduce the time needed to detect adversary presence, 
or provide valuable forensic information in the aftermath 
of a security breach.

It is obvious that the security industry and vendors 
have created a new business model around APT niche, 
using it as a buzzword for developing and promoting 
expensive products and services. Currently, every self-
respecting security vendor is doing at least something 
APT related to promote their visibility, increase 
income, and to be considered as a serious player in 
a huge security competitive market. However, this 
field saturation enhances targeted persistent threat 
identification, rises security awareness, promotes 
attack information disclosure and sharing, and incident 
handling collaboration.

Further research topics can be directed at evaluating 
attack vectors and tactics of covert network infiltration 
operations for comprehensive red-teaming and 
active cyber defence purposes. Also paying attention 
to vulnerability implications in IPv6 addressing 
implementations, extensions, and IPv4 to IPv6 
transition workarounds, which may allow network 
security circumvention and covert infiltration. ■
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SECURE COMMUNICATIONS

Edward Snowden’s revelations began a new era 
in communication. Disclosures about electronic 

spying and eavesdropping shook every smartphone 
user to the core, from high-ranking politicians and 
companies of all sizes to private individuals, and 
resulted in a massive increase in the importance 
of effective anti-eavesdropping technology. In the 
wake of the largest wiretapping scandal in history, 
governments, businesses and private users all over 
the world vehemently demanded the services of 
reliable experts in eavesdropping protection. 

PROTECTION OF PRIVACY
Suppliers of anti-eavesdropping solutions, in particular, 
recorded a sharp increase in orders. Suppliers find 
that the rise in demand is mainly due to concerns 
about protecting privacy and fears that controversial 
political information or sensitive company information 
could be stolen or misused. After all, anyone with a 

smartphone today lives in constant fear of not being 
able to completely protect their private information 
from attack. The concept of the transparent citizen, 
which had always been foreseen, was suddenly 
very close to becoming a reality after the bugging 
revelations. Another factor is uncertainty. After all, the 
misuse or theft of data is usually only discovered when 
it is far too late. 

Many smartphone users have made themselves 
vulnerable to these technical attacks in recent years. 
Facebook, Twitter and online shopping sites ask for 
names, addresses and even bank details on a daily 
basis and these details are still being entered on the 
internet, even after Edward Snowden’s revelations. 
But this data is only one side of the story. Snowden 
also made it clear that the content of every single 
telephone conversation could be misused and stolen. 
Words are no longer fleeting, but can be intercepted, 
saved and consequently misused and sold. The 

SecuSUITE FOR BLACKBERRY 10 
REDEFINES COMMUNICATION
By Dr. Hans-Christoph Quelle, CEO of Secusmart GmbH
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exact same thing applies to a shopping form, bank  
transfer or even the last email chased through  
data channels. 

There is a need for a shield to ensure effective 
eavesdropping protection in mobile communication. 

Today, there is actually no form of communication that 
cannot be bugged. Moreover, there is an extraordinary 
amount of criminal activity 
in this field and with good 
reason, because data 
has become a lucrative 
commodity. It is extremely 
valuable even just to 
trace the movements of 
a smartphone user. After 
all, it is precisely this data 
that can be saved and sold. Under the guise of being 
better able to appeal to target groups, this data can be 
of great interest to advertisers, for example, as these 
marketing professionals can use this information to 
target specific people in telephone calls, marketing and 
advertising campaigns.

However, it is not only private individuals who are 
affected, governments and businesses also have to 
give serious consideration to data security. If data is 
not secure, the consequences are far-reaching and 
there are many different risks, ranging from identity 
theft and industrial espionage to the publication of  
political secrets. 

THE SMARTPHONE AS A SOURCE OF 
DANGER
As we are all mobile and it is vital to remain mobile, we 
have to ask ourselves how we can protect ourselves 
from this invisible threat. 
The most important factor 
is smartphone security. 
The latest devices are at 
the greatest risk of being 
misused by others for their 
own ends. They are today’s 
data carriers, per se. They can be used to make 
telephone calls, surf the internet, update social networks 
and send emails. Diary apps are also often carefully 
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updated and address books are always synchronised 
with all accounts and kept up to date. This means they 
contain a wealth of data, which is worth seizing.

The security risk is particularly serious with regard 
to security management in government agencies, 
where it has been common practice to have several 
smartphones. This made security management much 

more difficult. Certain tasks 
were allocated to each 
device. One smartphone 
was used for all work 
queries. The second 
smartphone was used to 
discuss private matters. 
Employees of ministries or 
government agencies often 

even had a third device, which was only used for email 
communication.

This lack of clarity made it virtually impossible 
for security management to guarantee security. 
Furthermore, it was and is difficult to make users 
aware of the issue of security. This is mainly because 
users are so accustomed to the convenience of being 
able to access anything with only a few clicks on a 
smartphone: emails, social network accounts as well 
as simply making a phone call whenever and wherever 
they want, without having to constantly wonder where 
someone is. The type of attack known as social 
engineering also makes it difficult to protect data at all 
times. Social engineering is a type of confidence trick 
where, for example, information is simply requested 
on the telephone. This usually involves simply giving 
a different name on the telephone or pretending to be 
calling from a certain institution. The procedure is not 

at all complicated but the 
damage is enormous if a 
caller is successful.

Legal problems also 
pose a challenge. When 
can data be deleted from 
a smartphone, in order to 

protect it? And how much access should a government 
agency’s security management even be allowed to 
have to a user’s smartphone?

... THERE IS A NEED FOR A SHIELD TO 
ENSURE EFFECTIVE EAVESDROPPING 

PROTECTION IN MOBILE 
COMMUNICATION …

...SecuSUITE FOR BLACKBERRY 10: 
SECURITY WITH MINIMUM SPACE 
REQUIREMENTS, EASY TO USE...



A SECURE SOLUTION
SecuSUITE for BlackBerry 10 provides the option of 
central security management and combines a private 
and business profile on only one smartphone. This is 
why German government agencies and ministries make 
telephone calls with security solutions from Secusmart. 
Today, SecuSUITE for BlackBerry 10, the mobile 
eavesdropping protection system designed by the 
Düsseldorf-based company, is one of the world’s most 
successful security technologies. As the only solution 
for securing telephone and data communication, 
SecuSUITE for BlackBerry 10 has been provisionally 
approved by the German Federal Office for Information 
Security (BSI) at the VS-NfD (classified – for official 
use only) security level. The solution is available on 
BlackBerry devices using 
operating system OS 10 
and higher. 

This development was 
made possible through 
strategic collaboration 
with our business partner, 
BlackBerry. Security has 
always played an integral 
role in the BlackBerry company. The BlackBerry 
Balance function also provides the option to separate 
the private profile from the business profile. Together 
with Secusmart, BlackBerry protects voice and data 
communication on only one device, thereby meeting 
international security requirements. 

In addition to security officially approved by the 
German Federal Office for Information Security (BSI), 
the device is convenient to use. For example, the 
private profile on SecuSUITE for BlackBerry 10 can be 
used for all the same activities as before; it is just as 
easy to post information on Facebook as it is to call a 
spouse. As soon as communication relates to official 
matters or sensitive data needs to be transferred the 
business profile provides protection from unauthorised 
access.

SMALL CARD PROVIDES SECURITY
The Secusmart Security Card provides security. The 
small card encrypts and decrypts the spoken word and 
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carries out authentication and encryption. This ensures 
that no information reaches the public domain where 
it could be intercepted. The NXP crypto-controller with 
PKI coprocessor is responsible for authentication. 
An additional high-speed coprocessor encrypts 
voice and data communication using 128 bit AES, 
facilitating secure end-to-end communication. With 
the SecuSUITE solution, the Secusmart Security Card 
guarantees compliance with the German government’s 
security requirements (classified – for official use  
only (VS-NfD)).

ABOUT THE SECUSMART SECURITY CARD 
User authentication prevents conversations from being 
intercepted. Even an IMSI catcher is of no use here. An 

IMSI catcher masquerades 
as a base station and 
smartphones “voluntarily” 
log into the catcher, making 
it very easy to read the 
required data because the 
catcher simply disables 
GSM network encryption.
Other possible attacks are 

also prevented by the Secusmart Security Card, such 
as bugging via camera or GPS. Malicious software 
attempting to trick the device into treating it as a service 
update or upload is thwarted by hardware encryption.

THE SECURE APP WITH TECHNOLOGY 
DESIGNED FOR GOVERNMENT USE
SecuSUITE for BlackBerry 10 is precisely tailored 
to the requirements of government agencies and 
ministries. Secusmart joined forces with Vodafone to 
launch a weapon against bugging in order to meet 
the requirements of businesses for an effective, 
manageable and flexible eavesdropping protection 
system. Vodafone Secure Call integrates the 
technology designed for government use into an app, 
making secure telecommunications equally attractive to 
small and medium-sized enterprises and corporations.

Vodafone Secure Call is based on the assumption 
that businesses require an anti-eavesdropping 
solution, which makes security affordable and 

... VODAFONE SECURE CALL: 
TECHNOLOGY DESIGNED FOR 

GOVERNMENT USE INTEGRATED 
INTO AN APP …



independent of any platform. Vodafone Secure Call 
is the result of development work with Vodafone. As 
early as 2013, tried-and-tested secure voice and 
messaging solutions were presented. The jointly 
developed expertise in cryptography is now integrated 
in the Vodafone Secure Call app. This makes secure 
telecommunications equally attractive to small and 
medium-sized enterprises and corporations.

Collaboration with experts in their respective fields 
and the coming-together of highly qualified specialists 
have helped Secusmart to blaze a trail in observing 
the market, learning from every single product and 
continually creating new, high-quality security solutions 
to protect communication for various user groups. 
Secusmart develops its high-security solutions in 
Düsseldorf, Germany. This is mobile security “made in 
Germany”. ■
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Your Protective Shield 
against Electronic 
Eavesdropping
Smartphones are vulnerable to electronic eavesdrop-
ping. It happens every day, millions of times, all over 
the world. Secusmart has something to help: a little 
electronic protective sheath that makes the communi-
cation of governments, public authorities, defence 
departments and international organisations such as 
NATO secure around the globe.

Take a tip from the top government agencies world-
wide, take advantage of SecuSUITE for BlackBerry® 10 
security, also known as the Chancellor Phone, to protect 
your confi dential communications. Only you can control 
what happens to your secrets. Their fate is in your hands.

   The German Chancellor’s smartphone
  In use by the German government and NATO
  Global protection approved by NATO

www.secusmart.com

http://www.secusmart.com


CRITICAL NATIONAL INFRASTRUCTURE CYBER SECURITY

J. P. Morgan and other U.S. banks have recently 
become victims of professionally conducted 

cyber espionage. Massive amounts of customer data 
have been affected. Even a liquidation of customer 
accounts was possible. Many believe the crime took 
place in Russia. J. P. Morgan boss Jamie Dimon took 
immediate action and wants to deploy more than 1000 
employees working for the IT security and to spend 250 
million dollars on cyber security. A lot of damage was 
done, but fortunately it was not catastrophic. 

Fortunately, everything also turned out all right in the 
energy sector. At the end of last year the IT Security-
responsible individuals in over 1,000 energy-supply 
companies in 84 Western-oriented countries breathed a 
sigh of relief. A sophisticated malware named “dragonfly” 
in their energy control systems had been detected 

and cleaned. Later, a notable virus signature provider 
analysed the very differentiated files of the malware. 

The malware´s intention was obviously to place “time 
bombs” instead of causing immediate damage. These 
time bombs could be activated by the click of a mouse. 
The programmers were evidently highly specialised 
and were certainly controlled by public authorities. The 
time stamp of the compilers revealed not only the crime 
scene to be in Eastern Europe (GMT+4 hours), but that 
long hours were logged in between Monday 8am and 
Friday 6pm: the hackers had regular working hours!

Examples such as this are becoming increasingly 
common. This year the senate of the city of Hamburg 
was hacked. Even the German federal police became 
a victim of cyber espionage and lost 270,000 sets of 
documents for manhunts. All sectors of the critical 

CYBER SECURITY FOR CRITICAL NATIONAL 
INFRASTRUCTURES — A CASE FOR HOMELAND SECURITY

By Dr. Willi Kafitz, TeleTrusT – IT Security Association Germany 
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Sector overview of critical national infrastructures.
Source: Federal Ministry of the Interior, National Strategy for the Protection of Critical Infrastructures1.



infrastructures are potentially affected and still a lack 
of sufficient awareness of security persists. With the 
approval of authorities, security experts in Michigan 
showed that over 100 traffic control systems could have 
been acquired.

Just by the click of a mouse all traffic lights could 
have been switched to “red“ or  “green“, which would 
have been even worse. Primarily, the lack of awareness 
regarding such an event is criticised. A cyber attack 
simulation called “Waking Shark II” was conducted 
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in London´s bank district on November 12, 2013. In 
addition to the London Stock Exchange and the Bank of 
England, all relevant “High Street Banks“ and payment 
service providers, including the dependencies of the 
Deutsche Bank and Commerzbank, were represented. 
It was the second test of this kind after the spring 
of 2011. Significant progress was made, although 
difficulties in persistent attacks and sophisticated 
attacks in the Business Continuity Management (BCM) 
and in the exchange of information had been observed.
Characteristically, institutes that had been considered 
as especially secure performed much worse this time. 
Was this a reason for complacency or decreasing effort?  
However, it can be said that stagnation is recession 
when it comes to cyber defence.

All operators of critical infrastructures are therefore 
particularly at risk because our modern society is 
very dependent on the functioning of the stated 
infrastructures in these sensitive areas. This applies not 
only to the economy but also to the media, healthcare, 
and food supplies. Even social structures are fragile 
and can collapse. Between public order and anarchy 
perhaps there are really only three regular meals.

Therefore, the legislator had to react. IT security has 

Comprehensive situational overview for all 
relevant target groups as an intermediate goal
(Source: Mr. Klaus Keus, BSI).

Topics in ISO27001/2:2013.



become a case for internal security, and ever since, 
the Stuxnet cyber war scenarios had also become a 
case for external security. As early as spring 2014, the 
European parliament approved the EU Commission 
proposal for a directive on Network and Information 
Security (NIS). All EU member states should establish 
a central point for NIS reports. NIS-hotlines should 
be networked throughout the EU and inform each 
other and the competent European Agency ENISA 
about relevant incidents. Consequently, the Federal 
Ministry of the Interior (BMI) submitted a bill for an 
IT Security Act. The draft stipulates that key federal 
agencies such as the Federal Office for Information 
Security (BSI), the Federal Criminal Police (BKA), 
or the Federal Office for Civil Development and Civil 
Protection (BBK) should be reinforced and is set to 
expand and should be given additional competences. 
After the hearing of German associations in November 
2014, the law will be approved before Christmas by 
the cabinet and introduced in the legislative process. 
The verifiable security levels and reporting of security 
incidents are considered binding, quite anonymously or 
anonymously filtered, through a single point of contact. 
It is about to finally receive transparency on the extent 
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of the threats and share better information — without 
shaming the institution concerned.

In addition to the general law, all sector-specific 
regulations are intended to cover the various security 
requirements of enterprises and institutions in the 
various critical sectors. On the other hand, efforts in 
the public sector are thus required for the coordination, 
support, and monitoring of industries. There is still a 
considerable need for organisation at state institutions. 
This can go up to new-cutting of ministries and federal 
agencies, in which the responsibilities for cyber security 
are yet widely distributed. Because, “industry-specific 
regulations” means “sector-specific regulations,” and 
thus a formation on the specific risks and needs in the 
sectors.

These days, all “critical national infrastructure” in 
Germany is divided into 9 sectors: energy, health, ICT, 
transport and traffic, media and culture, water, financial 
economy, nutrition, as well as state and administration. 
These cannot be grouped together — from different 
security requirements and for economic reasons. 
Not every organisation has to take everything into 
account. The bank has slightly different requirements 
than the energy network operators. What counts is a 

Example for a Workbook starting page to provide a gap analysis. (Source Unify).



common, verifiable minimum security level. Equal to 
other security laws and their monitoring, the risk-based 
thinking is important, and the staff within the proper 
authorities must coordinate the activities accordingly. 

VERIFIABLE MINIMUM SECURITY LEVEL 
With the standard series ISO 27000 a universally 
accepted international standard for information 
security had been established. In 2013, the standard 
requirements ISO 27001 and the supporting Best 
Practice catalog ISO 27002 were revised and 
harmonised (formerly issued in 2005 as BS7799 
successor).

The standard series primarily aims at the 
development of the Information Security Management 
System (ISMS). This is a remarkable finding in the 
standardisation. Of course, extensive technical 
measures must be applied to succeed in the 
constant race between attackers and security. But 
the decisive factor is a powerful security organisation 
that strategically makes the right decisions based on 
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operational risk management. As the name implies, the 
organisation establishes a management system for the 
area and ensures that appropriate processes are lived.

The first step in the ISMS implementation asks for 
the current state or, more precisely, for the difference 
with the target state, that the standards mentioned 
above prescribe. The generally accepted term is gap 
analysis. Actually, the gap analysis is a full audit in 
which no aspect of information security may be omitted.

However, this step does not decide over an ISO 
27001 certificate but instead highlights and conveys 
a different image to all parties at the organisational 
and technical information security. This gap analysis 
is usually performed in the form of interviews, which 
are to be verified. For this, the interviewer must 
examine the standards very carefully, because 
several points are often required in one sentence as 
binding. These requirements can then be presented 
in different degrees of compliance that must be rated 
highly differentiated, to see where you stand in the 
required implementation. Estimates in the form of six-

Example for a spider diagram.



stage “grades” are suitable. Bad differentiations such 
as “very satisfied”, “partially met”, “not satisfied” are 
unsuitable.

Guidelines appear as the following questions – may 
use the mnemonic term DRIVE: 
•	D    Documented: 

Is this adequately documented?  
•	R    Responsibility: 

Is responsibility allocated and fully accepted?
•	I		   Implemented: 

Is the requested range (“control”) implemented?
•	V    Verifiable: 

Could the interviewee (theoretical and 
practical) easily submit evidence?

•	E	   Effectiveness: 
Is the effectiveness of measures evaluated?

It is not only about technical measures but rather 
clearly defined organisational responsibilities, 
demonstrable implementation, and documented 
processes for measured success. One cannot help 
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but check all areas in the gap analysis. At Unify, one 
of the TeleTrusT members, a so-called workbook is 
used that covers all standard requirements. It includes 
approximately 2,000 questions that can be rated and 
graphically presented in a variety of evaluations. To 
some extent, information and ideas should be recorded 
in a comment box, so that they are not lost. Only when 
the gap analysis is present can one anticipate which 
implementation of sub-projects is necessary for each 
company to get a successful certification.

Given the demands of the revised ISO 27001:2013 
it is apparent that the management support is very 
important. An external auditor will examine carefully 
whether the ISMS project and the ISMS idea has 
support from the management. But even in the 
technology partially different priorities had to be set. 
The ISO 27002:2013, compared to the standard 
version of 2005, enhances cryptography and even 
has created its own “control”. Passwords still cannot 
be replaced, but each company must increasingly 
seize cryptographic requirements, specifically use 

Working principle of the TeleTrusT European Bridge CA. (Source: TeleTrusT – IT Security Association Germany).
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them, and bindingly regulate the use of cryptographic 
key material in a separate set of regulations/policy 
labour law. An issue often being faced are the own  
company’s borders.

Encryption and electronic signature/strong 
authentication are often well established only within 
its own network. Once cross-organisational business 
processes are to be protected, the application of the 
use of cryptographic methods, such as PKI, lacks.

New forms of cooperation in the market, such 
as Industry 4.0 or Smart Grid, however, are highly 
dependent on a smooth, secure, electronic business 
transaction. A central directory service for PKI 
certificates and public cryptographic keys is sought 
after by many industries, which have to work closely 
together in market communication or with customers 
and partners. So far only a few industries have 
successfully established such services, mainly in B2B 
traffic. With confidential and binding communication 
with smaller partners and end users, progress is still 
very low. Still, countless billions of unencrypted e-mails 
containing sensitive content are sent over public 
networks. There should be at least a virtual directory 
service, in which each organisation or company 
publishes its certificates independently. A prime 
example is the TeleTrusT European Bridge CA (EBCA), 
a project of the IT Security Association Germany 
(TeleTrusT). Participants in the EBCA form a network 
of trust and automatically find the key material of the 
communication partner.

IT has become such a central element of our 
national economy that modern communities are 
highly sensitive to disturbances or even attacks. This 
is particularly evident in the energy supply, but all 
other areas of public life are also affected by massive 
cyber attacks. Even short-term disruptions of the day 
area could cause massive economic losses. Thus, 
cyber ??security has actually become a question of 
internal and external security and must be treated 
with the priority corresponding to their risk potential 
in the various sectors of the critical infrastructure 
in the legislative, executive, and judicial law. In our 
networked world, information security has become a 
survival factor in the economy. ■
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INDUSTRIAL CONTROL SYSTEMS (ICS)

It is well known that national and European 
organisations are concerned with security in ICS 

environments. In the past, such devices were designed 
and implemented to work only in isolated networks. 
However, these isolated systems are being connected 
to open networks, such as the Internet. This brings huge 
benefits, but it also increases the number of serious 
and high level threats, including cyber-terrorism.

Furthermore, there is a particular growing interest 
in security testing of this kind of architectures. For 
instance, at European level, ENISA (The European 
Union Agency for Network and Information Security) is 
discussing important matters such as “The Creation of 
a Common Test Bed, or alternatively, an ICS Security 
Certification Framework”. Achieving this crucial target 
can take us a long time. But, in the meantime: What 
can we do?

INCIBE (Spanish National Cybersecurity Institute, 
the former INTECO. Since october, 2014, INTECO 
has become INCIBE), as a cyber-security centre at the 
national level, is aware of the importance of confronting 
this challenge, and proposed the SCADA LAB Project 
(SCADA Laboratory and Test-bed as a Service for 
Critical Infrastructure Protection). 

This project is an action within the programme 
Prevention, Preparedness and Consequence 

Management of Terrorism. A specific programme 
funded by the European Commission. The project  
aims to analyse the current security measures, 
implemented in ICS environments, with two main 
objectives:

• The first one, to develop a laboratory and a test 
bed, focused on the energy sector

• The second one, to re-use existing assets, 
knowledge, and equipment, in an efficient way.

Regarding the members involved, this initiative, as 
a part of a Consortium and led by INCIBE, brought 
together nine members from different countries of the 
European Union: Hungary, Italy, United Kingdom and 
Spain.

Another important precedent to take into account is 
the ENISA report called Protecting Industrial Control 
Systems. Recommendations for Europe and Member 
States, which describes the current situation of 
security in ICS and proposes seven recommendations 
to improve it. In particular, in its recommendation  
number 5, it highlights the lack of specific initiatives on 
ICS security and the need for independent evaluations 
and tests of ICS security products. In this regard, 
ENISA encourages the establishment of test-beds. 
They make use of realistic environments with the 

CAN THE ‘REMOTE’ SECURITY ASSESSMENTS 
OF INDUSTRIAL CONTROL SYSTEMS BE EFFICIENT?
By Enrique Redondo, Project Manager 
of the European initiative SCADA LAB

This article presents a framework able to assess remotely the security level of Industrial Control Systems (ICS) housed 
in critical infrastructures. This proposal is an extension of the development of a customised testing methodology to be 
followed in order to receive the results of each evaluation almost automatically. In addition, the technical and procedural 
steps required are identified and implemented. 
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appropriate resources for conducting tests permitting 
independent verification and validation. 

This recommendation is a clear illustration of how 
European organizations are concerned about security 
in ICS environments.

In summary, SCADA LAB is a project financed by 
the European Commission which main purpose is 
to create a test environment, which will be able to 
assess remotely the security level of an ICS, or any 
part of it. To accomplish this purpose, the SCADA LAB 
framework is split into two main areas: the laboratory 
and the test-bed.

The Laboratory Area includes the hardware and 
software needed to launch a security assessment 
against a test-bed. 

The Test-Bed Area is the target of the test. This area 
includes Physical and systems, real-time systems and, 
auxiliary components.

The Test-Bed Area is housed in the headquarters of 
Telvent Energy, in Seville. The Laboratory is housed in 
the Data Centre of INCIBE, León.

TESTING METHODOLOGY
The preliminary task of the project was a survey 
conducted among Stakeholders involved in SCADA 
LAB. The aim was to assess the level of awareness 
and the security needs of every organisation, every 
company in the domain of Industrial Control Systems.

Interviewees answered more than 60 questions 
about organisation profile, awareness, architecture, 
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existing threats, security controls and identified 
needs. This survey involved eleven public and private 
stakeholders from Italy, Hungary and Spain. Most of 
them had a managerial role.

The majority of the stakeholders surveyed do not 
perform regular risk assessment on their systems. 
These results indicate that security in Information 
Technology and Operational Technology are still not 
integrated as a whole. In addition, only 36% of them 
performed security tests on their ICS on a regular basis 
and 10% had implemented a permanent environment 
for security tests. Unfortunately, only 30% had a cyber-
security policy in place.

After this task, the first activity undertaken was the 
development of a testing methodology whose main 
aim is to provide a set of guidelines to facilitate security 
assessments.

Key points of the methodology
Conceptually, this testing methodology is based on the 
following key points:
I. Basic Architecture of an Industrial Control 

System
The first point taken into account was the minimum 
set of components for an ICS environment. The basic 
architecture of an ICS consists of three main levels:

Figure 1: Main Areas in SCADA LAB.

Figure 2: Key points of the methodology.



i. Field and control level: this 
contains RTUs, PLCs, IEDs, 
actuators, sensors, associated 
communications, and related 
elements.

ii. Communication interface: this 
connects the Field Site to the 
Control Centre.

iii. Supervisory level: this 
is where processes are 
measured or monitored. This 
level can contain the Human 
Machine Interface (HMI), 
SCADA Servers, the Data 
Historian, and similar items. 

II. Requirements
Fifty-eight requirements were 
identified and each requirement had a 
priority assigned to it: high, medium or 
low. The idea was for the pilot version 
to meet as many requirements as 
possible.

Those requirements were 
identified based on criteria such as:  
The implementation should be as 
similar as possible to a real system; 
the components of the test bed may 
be implemented and shared from geographically 
diverse networks to enable remote tests; the SCADA 
LAB implementation has to be aligned with the SCADA 
LAB Testing Methodology and so on.

III. Analysis of Existing Methodologies
Proverbially, one should not re-invent the wheel.  
Hence, the main existing testing methodologies for 
ICS, standards and related documentation were 
analysed. The conclusion was that there was no 
testing methodology that fully met the aims of the 
project. It was thus decided to develop such a 
methodology. Nevertheless, some key points were 
considered:

• The general structure of the methodology is 
based on the assessment process specified in 
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Cyber Security Assessments of Industrial Control 
Systems. Good Practice Guide (Centre for the 
Protection of National Infraestructure, 2010.)

• The attack vectors were defined according to the 
guidelines specified in Commercially Available 
Penetration Testing. (Centre for the Protection of 
National Infraestructure, 2006.)

• The TOEs (Targets of Objective) and Test 
Procedures used in the proposed testing 
methodology are based on the specifications 
contained in Vendor System Vulnerability Testing 
(Idaho National Engineering and Environmental 
Laboratory, 2005.)

• The proposed methodology could potentially be 
made compatible with the Common Criteria (AVA 
class – Vulnerability Assessment) in order to  

Figure 3: Example of details of one test. 



allow future certifications of services or 
products based on the SCADA LAB testing 
methodology (Common Criteria Recognition  
Arrangement, 2012).

IV. Type of Security Assessment
The purpose of any security testing method is 
to ensure the strength of a system in the face of 
malicious attacks or regular software failures. This 
is usually accomplished by performing security tests. 
The methodology comprises three main types of 
security assessment: black box, grey box and white  
box testing.  

V. An Approach to a Test Inventory
The methodology also provides an initial test 
inventory. 

VI. Roles
The roles required during a security assessment are 
included in the methodology, together with clearly 
identified responsibilities and the relationships between 
them. The roles are: 

• Sponsor.
• Developer / Vendor.
• Analysts.
• Evaluation Authority.
• Test-bed manager.
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Phases in the methodology
When operators request an assessment, three phases 
will need to be undertaken: Planning, Assessment and 
Reporting.

Phase I, Planning
This phase includes a set of actions to be performed. 
During the phase, an environment is prepared  
on the basis of the type of evaluation being  
undertaken: the test team, tests of connectivity, and 
other features.

Phase II, Assessment
Once the tests are planned, appropriate steps are 
taken to run each test.

Phase III, Reporting
After each test is completed, the results are evaluated 
and conclusions are drawn.

LABORATORY AND TEST-BED  
IMPLEMENTATION
The next activity was the implementation both the 
laboratory and the test-bed. In the light of the basic 
architecture of ICSs, the test-bed includes the three 
main levels (field and control level, communication 
interface and supervisory level). 

Design of the test-bed architecture
The laboratory architecture proposed (SCADA  
LAB Consortium, 2013) includes all the components 
needed, from the highest-level items located  
in the Control Centre to the most basic elements 
sited at the Field Site. It also includes three  
types of communication channel: Digital and 
analog input and output signals, ethernet 
and serial communications. In addition, the 
main control protocols from the energy sector 
are represented: DNP 3.0, MODBUS and  
IEC 104.

Furthermore, in order to carry out tests at all levels 
of the OSI model, an agent needs to be connected 
directly to the test-bed. SCADALAB Testing Agent 
covers this function.

Figure 4: Phases in the Testing Methodology.



Design of the laboratory 
architecture
The Laboratory Area is responsible 
for managing test plans, including 
all the information received from the 
operator. The main components of 
the Laboratory are the following:

• SCADALAB Server.
• SCADALAB Front-End.

The SCADA LAB Server manages 
the test plans, including the setup 
of the test-bed and tests to be 
performed. On the other hand, 
SCADALAB Front-End is the point 
of contact between the stakeholder 
and the SCADA LAB Technical 
Department when requesting and 
managing security assessments.

Experiments
Once the Laboratory and Test-
Bed Areas have been completed,  
the moment comes to start 
experiments. A description of the 
entire process used to perform 
a security assessment is given  
below (SCADA LAB Consortium, 
2013).

i.  The operator accesses 
the SCADALAB Front-
End component to request 
authorisation. 

ii.  The technician receives a notification about that 
request.

iii.  The operator is requested via email to send 
required documentation: NDA, authorisation 
form, etc.

iv.  Once the request is accepted, the technician 
registers the operator on the SCADALAB  
Server and gets the user configuration file.

v.  The technician also registers the operator on 
the SCADALAB Front-end and uploads the 
configuration file on the operator workspace. 
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That file includes user-id, ports used in the test-
bed, etc.

vi.  The operator downloads both the ISO image 
and the configuration file. 

vii. The operator installs the ISO image on the 
SCADALAB Testing Agent component. The 
configuration file must be also plugged into it, 
via USB, in order to configure the SCADALAB 
Testing Agent.

viii. The operator logs on to the SCADALAB 
Front-End and following this, he requests new 
assessment.

Figure 6: Workflow for Experiments.



ix.  SCADALAB Front-End calls the SCADALAB 
Server in order to receive further information 
about the assessment: type of assessment, slot 
time, target, etc.

x.  SCADALAB Server connects to SCADALAB 
Testing Agent and sets up the test plan.

xi.  SCADALAB Testing Agent performs the tests 
against the target.

xii. SCADALAB Testing Agent gathers the results of 
the tests.

xiii. SCADALAB Testing Agent sends those results 
to the SCADALAB Server.

xiv. The SCADALAB Server generates a technical 
report and it is uploaded to the SCADALAB 
Front-End. Thereafter the operator will be able 
to download it.

xv.  Finally, the operator may consult the technical 
report. 

Steps (ii) and from (ix) to (xiv) are automatic, the rest 
are manual or semi-automatic.

Additionally, a wide variety of documentation is 
provided: a template for a non-disclosure agreement, 
an application for authorisation form, a template for 
security tests, and similar materials.

CONCLUSIONS
In conclusion, this full solution includes all the technical 
and procedural features required to perform a remote 
security assessment against environments based on 
industrial control systems.

Because of a security assessment, those 
responsible for security in critical infrastructures can 
gather the relevant information for making decisions, 
which minimise the risk of security incidents, which 
might seriously affect the reputation of a company and 
sometimes even put human life at risk.

We definitively feel that it is time to act; these 
kinds of proposals like SCADA LAB project are 
perfectly suitable to face one of the main security 
challenges happening at present time. The sooner 
we start implementing them in critical infrastructures,  
the sooner we will minimise some of the current 
security risks. ■
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MARITIME CYBER SECURITY

As the leading global focal point for maritime security 
matters, the Security Association for the Maritime 

Industry (SAMI) is widening its remit with regards to 
the threats and risks facing ports, ships and the global 
supply chain. As part of this new view of maritime 
security, cyber threats are being treated very seriously 
indeed. 

Given the nature of the threat the true extent of 
shipping’s cyber vulnerabilities remains uncertain, but 
the industry is waking to the implications of cyber-
attacks. It is increasingly recognising that poorly 
defended systems pose huge risks, as concerns rise 
that criminals, pirates and terrorists may target shipping.

This is a serious issue, and one which could be likely 
to be on the agenda for governments, companies and 
seafarers alike in the future. At the moment the number 
of known shipping cyber cases is actually low, as 
attacks often remain invisible to the company, but these 
numbers are likely to grow in number and impact

Indeed, some don’t accept such low numbers and 

believe this is based on under reporting as shipping 
companies don’t want to report problems for fear of 
alarming investors, regulators or insurers. Experts 
believe that all too often shipping companies generally 
ignore the potential threat from hackers. 

One major container vessel operator has reportedly 
spoken on the issue, and stated that they consider their 
vessels to be no more vulnerable than onshore systems 
and organisations. 

That may or may not be true, but it is perhaps 
playing down the reality of operating at sea as opposed 
to ashore. Problems on land, which are perhaps an 
inconvenience, can become catastrophic out at sea. So 
even if the threat levels are the same, the consequences 
are drastically greater. 

It becomes clear, with even cursory research, that 
facts about maritime cyber security are hard to find. 
There has been significant attention given to the effects 
on systems and processes ashore, but seemingly very 
little focus on the maritime domain. 

SAMI TACKLING MARITIME CYBER SECURITY THREATS
By Steven Jones
The Security Association for the Maritime Industry (SAMI)
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The first full report focusing on the maritime dimension 
was from ENISA  -- the European Union Agency 
for Network and Information Security. This hugely 
significant report and analysis highlighted essential key 
insights, and developed high-level recommendations to 
begin addressing these risks, 

As we can might expect, according to ENISA cyber 
threats are a growing menace, spreading to all industry 
sectors that relying on Information and Communication 
(ICT) systems. Some key findings of the report:

• Maritime cyber security awareness is currently low, 
to non-existent. Member States are thus highly 
recommended to undertake targeted maritime 
sector awareness raising campaigns and cyber 
security training of shipping companies, port 
authorities, national cyber security offices, etc.

• Due to the high ICT complexity, it is major challenge 
to ensure adequate maritime cyber security. 
A common strategy and development of good 
practices for the technology development and 
implementation of ICT systems would therefore 
ensure “security by design” for all critical maritime 
ICT components.
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• As current maritime regulations and policies 
consider only physical aspects of security and 
safety, policymakers should add cyber security 
aspects to them.

• We strongly recommend a holistic, risk-based 
approach; assessment of maritime specific cyber 
risks, as well as identification of all critical assets 
within this sector.

• As maritime governance is fragmented between 
different levels (i.e. international, European, 
national), the International Maritime Organization 
together with the EU Commission and the Member 
States should align international and EU policies 
in this sector.

• Better information exchange and statistics on 
cyber security can help insurers to improve their 
actuarial models, reduce own risks, and thus offer 
better contractual insurance conditions for the  
maritime sector.

It seems the problems are compounded by the fact 
that shipboard staff are not computer security experts, 
and there is a seeming blindness and ignorance as to 
the scale and threat posed by the problems.

Technology to improve production, cost and reduce 
delivery schedules has seemingly opened the door to 
emerging threats and vulnerabilities as equipment has 
become accessible to outside entities.

As crews get smaller and ships get bigger, they 
increasingly rely on automation and remote monitoring, 
meaning key components, including navigational 
systems, can be hacked. 

Researchers say they have discovered significant 
holes in the three key technologies sailors use 
to navigate: Global Positioning Satellites, marine 
Automatic Identification System (AIS), and Electronic 
Chart Display and Information System (ECDIS). 
While, according to one report, a probing of the online 
defences of the world’s 20 largest container carriers 
found that 16 had serious security gaps. 

The vulnerabilities take on a wide spread of 
faces – ranging from an attacker with a cheap GPS 
jammer exploiting weaknesses, through to tampering  
with AIS data such as a vessel’s identity, type,  

Offshore Support Vessel simulation.



position, heading and speed to shore stations and 
other ships. 

The core AIS standard is maintained by the 
International Telecommunications Union (ITU) in 
association with the International Maritime Organization 
(IMO). According to media reports, the IMO has been 
quoted as never having received any reports of AIS 
vulnerabilities. This lack of reporting has a knock on 
effect, as the ITU has been unable to respond not 
having been informed by an “official body”. A negative 
reporting spiral which is as depressing as it is a cause 
for concern. 

Flaws have also been found in ECDIS software that 
would allow an attacker to access and modify files, 
including charts.

When the USS Guardian ran aground off the 
Philippines last year, the US Navy partly blamed 
incorrect digital charts. A NATO-accredited think-tank 
said the case illustrates “the dangers of exclusive 
reliance upon electronic systems, particularly if they are 
found vulnerable to cyber attack”.

It is not just at sea, the maritime supply chain is 
vulnerable, with ports also a seeming weak spot for 
cyber attack. The Brookings Institution in a major 2013 
study viewed six key US ports, with hugely troubling 
results. They found only one had assessed how 
vulnerable it was to a cyber-attack, while none had 
developed a plan to respond to any such attack. 

It may be all too easy to point the finger of blame 
at the ports, but the report notes that no cyber-security 
standards have been promulgated for U.S. ports, nor 
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has the U.S. Coast Guard, the lead federal agency 
for maritime security, been granted cyber security 
authorities.

Alas, it is not simply a problem limited to the United 
States, the international community is fairing no better, 
and the flag States which are responsible for the vast 
majority of vessels are seemingly struggling to keep 
pace with this new area of threat. 

An online search of the websites of the International 
Maritime Organization (IMO), and the three largest 
flag registries – Liberia, Bahamas and Marshall 
Islands – reveal some troubling gaps. None of their 
websites contain a single relevant search result for  
the word, “cyber”. 

It has been stated that cyber security on board 
merchant vessels and at major ports is 10 to 20 years 
behind the curve compared with office-based computer 
systems, This means they are wide open to an ever-
increasing range of threats, 

It appears there are failings all along the line, and 
up and down the chain. There is seemingly a lack of 
leadership, ownership or accountability with this most 
troubling of maritime security problems. Addressing 
these cyber threats will take time and investment, but 
also a change in attitude. ■
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CYBER-SECURITY NEEDS FOR FUTURE CITIES

INTERNET OF THINGS (IoT) IN SMART CITIES
Governments are building new cities and striving to 

expand existing cities vertically and horizontally to keep 
up with high urbanisation rates and global population 
growth. The WHO models project that within 30 to 40 
years the global population could double to 16 billion, 
with about 70% in urban centres.

It makes urban centres major contributors to 
demographic, economic, environmental, and social 
change. Many of the world’s largest cities are economic 
markets in their own right, and high value soft targets. 
New York City has an economy equivalent to that of 
Australia. Securing them may become increasingly 
difficult, particularly from cyber-attacks.

More so since the paradigm shift in how we work, 
live and play. At every level, we are now highly 
interconnected and vulnerable to each other through 

smart gadgets. Our homes and offices ‘talk to’ and 
monitor each other through smart energy meters and 
security devices, as cars, public venues and social 
systems reach full connectivity with IoT. 

IoT sees the development of Smart Cities built on 
enhanced connectivity, with city infrastructure and 
services integrated into interconnected systems for 
monitoring, control and automation. Interconnected 
data networks allow intelligent transportation that can 
access weather and traffic updates on the fly and 
readjust accordingly to be deployed.

Safety in Smart Cities will be unprecedented, with 
public safety, emergency responders and disaster 
recovery integrated into a combined network that allows 
the necessary aid to be delivered when and where it is 
needed in the least amount of time. Smart cities are 
intended to make improvements in the quality of life.

CYBER-SECURITY NEEDS FOR FUTURE CITIES
By Ronald Li, CEO and James Fingland, Security Specialist at Black Team Strategists, 
and Kavintheran Thambiratnam, Program Manager at MiGHT

Recent and rapid advances in technology are now catalysing the design and development of smart and future cities, in 
which intelligent automation systems complement many everyday urban activities and promise a bright prospect for the 
future. However, as these systems are heavily networked and linked to one another, system security is paramount. Should 
the system be compromised or control systems exceed programmed parameters, devastating consequences would result, 
including loss of assets and life. In this article, we review the cyber-security needs in such cities as well as strategies to deal 
with envisioned cyber-attacks on infrastructure and systems. 
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Increased connectivity leads to the need for 
more security. Achievable or not, mundane devices 
are gaining access to faster connections, powerful 
processors and smart automation. Most of these 
devices are likely to remain idle but connected 24/7 they 
can be easily recruited or subverted to botnet legions. 
They will be civilian and commercial grade, with little to 
no security features when facing professionals. Swarm 
attacks can be conducted simply using civilian devices, 
on any target.

More devices also equates to more soft targets and 
a larger maze for cyber-criminals to hide in. This results 
in more work, more skill needed and most of all, a larger 
budget for cyber-police. 
Without a higher budget 
or innovative solutions to 
improve effectiveness of 
policing, traditional security 
forces undermanned and 
underequipped could 
easily be overwhelmed 
by increasing numbers 
and sophistication of  
cyber-criminals.

Moreover many developed economies are in  
phases of budget deficits and cost cutting, where 
reducing headcount is in vogue. Having a small 
government has its benefits, but for the security 
sector being asked to do more with less as threats are 
growing, it is a monumental task in need of structural 
changes. The best gift to cyber-criminals and terrorists 
is to kick an own goal by reducing the number  
of defenders.

While technocrats propose that new tech and 
automation will solve many problems, staffing is a 
major issue especially in developed economies as 
remuneration costs are far higher in absolute terms 
compared to the rest of the world. ICT specialists also 
command one of the highest market rates among all 
professions and the best talent is usually recruited 
and retained by the private sector with good benefits. 
Aging societies in developed economies and low 
birth rates also see a further reduction in the pool of  
available talent.

CYBER-SECURITY NEEDS FOR FUTURE CITIES
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As the cyber-security field becomes more complex 
and intricate, the entry barrier rises and people 
become actively discouraged from taking up training in 
this area. The act of coding requires talents to be good 
at computational thinking whereas building software 
architecture demands good systems thinking skills. 
Adding to this mix, the cyber-security element that 
needs investigative thinking and lots of creativity, and 
you will have filtered out a majority of candidates in the 
HR search for a well-balanced and multi-disciplinary 
employee.

Evidently, the largest problem is the global skill 
shortage of cyber-security talents. There are simply 

not enough graduates each 
year to go around, and of 
those only a small portion 
will have the experience, 
and hyper-specialisation to 
work on custom or in-house 
cyber-defence systems. 
Generalist ICT graduates 
working in the civilian and 
private sectors may be able 

to provide reasonable defence, but well-equipped and 
skilled intruders will still be undeterred.

Bringing in talent from abroad is an option, but it 
could take time to skill them up and harmonise with 
domestic cyber-security standards. In addition, while 
the private sector has this luxury available to them, this 
is not an option when national security is a concern. 
Lower levels of governments such as city municipalities 
and state/provincial governments may decide to take 
some risks on this front. The alternative to not having 
enough talent is to have an undefended city and state 
infrastructure.

This brings us to the threat of cyber-attacks causing 
physical disruptions in city services availability. From 
traffic signal disruption to intentional murder by locking 
down electronic doors in the event of a fire, the 
potential for creative harm and destruction is as strong 
as the criminal’s mind.

Cyber-security in vulnerable smart cities must also 
address issues of illegal access to information in an era 
where potential victims are happily giving out personal 

... AGING SOCIETIES IN DEVELOPED 
ECONOMIES AND LOW BIRTH RATES 
ALSO SEE A FURTHER REDUCTION IN 

THE POOL OF AVAILABLE TALENT...



information on public domain. As cloud computing 
and mobile devices become ubiquitous, data signals 
floating around all the time can be easily intercepted 
and re-directed.

It is a major weakness in today’s cities as smaller 
commercial entities collecting data may not be 
employing best practices in data protection and 
safety simply because they cannot afford the tech 
and personnel. Larger corporations on the other hand 
have the addictive habit of outsourcing and offshoring 
organisational functions to save costs and increase 
efficiency and may be in safe hands with a reliable 
cyber-security provider. 

However, for every one 
reliable provider, there 
are others who underbid 
contracts to deliver shaky 
defences at lower cost. 
When a breach or critical 
incident occurs, the 
damage is done. In an 
ideal world preventative 
measures should be taken, 
but in the business world, 
risks are taken. Then 
privacy will be elevated 
to an issue of national 
importance.

Digital citizens are becoming more instrumented, 
with data on their location, finances and activities 
available. Privacy protecting systems that gather data 
and trigger emergency responses when needed to 
save lives are technological challenges that go hand-
in-hand with the continuous security challenges. Their 
implementation is essential for a Smart City in which 
we would wish to live. 

What security trade-offs are our societies making in 
exchange for such conveniences? Can governments 
and corporations roll out effective security and 
privacy protection without encroaching on the realm 
of surveillance states? Public resistance to such 
programs can by default reduce the crime fighting 
capabilities of security providers, who are usually held 
responsible when something goes wrong.

CYBER-SECURITY NEEDS FOR FUTURE CITIES
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The risks and stakes are very high, as it is also in 
high speed automated trading. Some would even 
consider such smart trading a cyber-threat capable 
of destroying markets, fortunes, and economies 
and by default societies within seconds if the wrong 
signals were released by triggering cascading trades  
and events. Similarly, trading platforms could also be 
compromised.

FUTURE CITIES FOR THE NEXT FUTURE
If Smart Cities open up a green field of security threats, 
then the sky is the limit for future cities. We cannot 

predict whether the world will 
tilt towards a climate paradise 
or climate hell scenario. 
We do not know if full scale 
cyberwars will breakout 
leading to technological 
resets, devolution, and 
see technophobes rise 
to power; or if a cyber-
utopia will emerge where 
technophiles are able to 
enjoy peace, prosperity, and 
the colonisation of space.

To meet the needs and 
solve the problems of the 
future, cities will have to 

evolve once again. Where pre-industrial cities had 
narrow lanes for horses, they were useless for cars. As 
we transition from cars to mass transit systems, road 
sizes have to be reduced, buildings demolished to make 
room for stations and alternative modes of transport. 

The flying car and driverless car prototypes are 
now nearing completion, and civilian mass adoption of 
drones around the corner. Future-oriented cities (such 
as Singapore) are looking into drone piloting licenses, 
and may even begin drafting intra-city air traffic 
pathways. This creates additional cyber-security threats 
(and jobs) as automated vehicles could go rogue.

Combine that with the widespread use of 
nanotechnology and development of nano-level 
hacking devices and security chiefs will have a huge 
cyber-security problem. Miniaturisation allows for 



smaller and less detectable hacking computers and 
devices to be carried around by air too and deployed 
by dextrous drones. This includes tiny directable  
EMP emitters. 

If the intentional criminal opts for brute force 
methods, then nano-robots could also be deployed 
to enter and disrupt cyber-physical systems built to 
prevent tampering and intrusion by human sized 
fingers. These robots could easily tear into hardware or 
even reroute the circuitry if the robots are conductive.

There are also many unintentional cyber ‘hobbyists’ 
out there technophiles if you will, who are thrilled at the 
challenge of taking a firewall down or solving a similar 
problem. With the plethora of connected devices with 
different operating systems, the IoT world is a big 
playground with plenty of 
room to develop viruses or 
malware. 

Hobbyists who write 
such code for fun 
could develop viruses 
faster than the security 
companies could contain 
and neutralise them. 
As with human viruses, what if a highly adaptive, 
virulent multiplatform, polymorphic code is released 
into the wild, and develops damaging traits out in 
the field, weaponising itself as it learns from other 
code out there? What if many variants appear as it 
mutates faster than a vaccine could be developed?  
What if phones were infected and digital identities 
destroyed?

FUTURE OF EARTH AND BLACK SWANS
In the last decade, a series of unusual but major 
incidents such as nuclear program sabotage, 
leaks, whistleblowing, two-way spying, commercial 
espionage victims on both sides of the Pacific, missing 
planes, misdirected and gunned-down planes, firewall-
resistant social media facilitating revolutions, faceless 
elite hacker groups defacing government sites, and 
million-password heists from large tech corporations 
have always gone public and received much attention 
worldwide. The one common factor? Cyber-security.
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Curious incidents like these are increasing with 
greater frequency and occur on a larger scale and 
have generally been unpredictable – both in the nature 
of the event, and the modus operandi. If low tech 
terrorists are able to successfully wage guerrilla war 
against conventional forces by adapting new methods 
and technologies, then low tech cyber-terrorists are 
able to do the same.

After all, cities are only as secure as their weakest 
link – i.e. their oldest infrastructure and security system. 
Cities when built usually have a sense of permanence 
to them, as infrastructure is meant to be durable and 
to last for decades without further costly changes or 
upgrades. Is the world ready?

Conversely, high tech terrorists with access to 
the newest technology 
– high performance man-
machine interfaces which 
allows them to manipulate 
physical objects with 
mere thought, are able to 
perform certain actions 
and distractions without 
appearing to be guilty. As 

this technology gains greater use in society, cyber-
terrorists may also be able to hijack the interface and 
affect the communication between man and machine, 
subjecting influence on both.

Future cities will also be highly integrated vertically. 
That is, they will likely have deep subterranean 
infrastructure, residential, industrial or more. And 
they will also have space satellites and other  
features hovering above them. More critical 
systems in hard to reach places usually invite the  
unwanted attention and presence of undesired 
elements.

Let’s look instead at an optimistic situation where 
there is climate paradise and humanity has truly 
mastered the environment. Current vertical farms 
become commonplace and mushroom into large 
and linked agri-complexes. Solar farming and water 
recycling becomes highly efficient and units are 
built into every household. What could go wrong in  
this world?

... CITIES ARE ONLY AS SECURE AS 
THEIR WEAKEST LINK – I.E. THEIR 
OLDEST INFRASTRUCTURE AND 

SECURITY SYSTEM …



Urban vertical farms and water recycling plants 
become strategic targets as cities become more 
dependent on them for resources and water becomes 
a prized commodity the world fights over. It is also very 
likely that interest groups who are strongly against such 
infrastructure will have an equally strong and perverse 
incentive to neutralise them or make them fail in the 
eyes of the public. Such groups have been known to 
not adhere to normal rules of engagement.

Incentives for agricultural sabotage will grow over 
time, encouraging certain parties to manipulate markets 
and discourage competitors from developing self-
sufficiency, being reliable suppliers or upgrading know-
how. The declining and lack 
of fertile agriculture land 
onshore is likely to pressure 
cities to build offshore sea-
based floating farms and 
other similar concepts. Out 
on open waters, these are 
highly vulnerable to cyber-
physical interference. 

It is also possible that 
while climate paradise have 
been achieved, income 
inequality will have grown 
significantly resulting in 
one group enjoying all such infrastructure and another 
group being entirely excluded from these utilities and 
resources. This could be the new norm, along with theft 
by altering remote control operations and inventories 
of farms.

Increased automation and scaling of rural large scale 
farms also leave them wide open to cyber-crime as the 
very few people who now man thousand acre farms will 
have been too busy running the business and selling 
agri-futures to remember about cyber-security.

However, in a world where the weather and 
environment have gone haywire and become 
inhospitable, the human race will be forced to adapt 
by either leaving the planet, and/or building hostile 
environment habitats. If energy sources are depleted, 
or frequent destructive lightning storms rain down over 
cities and energy infrastructure, blackouts and other 
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related disasters can occur. In blackouts or overloading 
of grids, normally robust cyber-security systems can 
fail or be open to tampering and breaches.

So then, say, the human race decides to head to 
space, and the computing systems of space cities and 
buildings are entirely different to Earth specs. How 
many trustworthy citizens with the niche skill set can 
be called upon to defend and save those systems from 
cyber-attacks in a pinch? If the mission environment 
changes in space, and the existing computing 
infrastructure is not flexible and cannot be rewritten to 
meet new space threats, is this also not a self-inflicted 
cyber-security incident?

This situation could 
be compounded as not 
everyone can escape 
Earth, so the talents 
available in space colonies 
or stations will be highly 
limited. It would be easy 
for potential criminals to 
take the few defenders out 
first, and then have a field 
day compromising systems 
undetected while daily life 
goes on.

For the remaining 
humans stuck on Hostile Earth, hostile environment 
habitats will remain the last safe haven for all their 
needs – agriculture, energy, water, and industry. 
In such fragile enclosed environments, likely to be 
packed with people, many things can go wrong. It 
could be as simple as a malfunction leading to cracks 
and breaches in, say, the tidal walls of a city that has 
sunk beneath sea level.

Take for instance, the cooling goes off at a 
desertified region’s residential habitat, or the pressure 
and oxygen systems become damaged in a deep sea 
or radiation contaminated region’s habitat. Now the 
same can occur to urban habitats in formerly liveable 
regions where the air is no longer breathable, or the 
heat tolerable.

Essentially life support systems whether Earth or 
space-based, just like air-conditioning and ventilation 



systems, will be a cyber-security problem as increasing 
automation and digitisation takes place. And all it takes 
is one tiny alteration that causes a critical error escaping 
initial scrutiny, to snowball into a life threatening and 
destructive error.

    
STRATEGIES AND SOLUTIONS
There are three main fundamentals that need to be 
addressed when anticipating and preparing for future 
cyber threats on cities of the future. In no particular 
order of importance, these are talent, funding, and 
innovation.

Countries are already scrambling to poach and 
entice each other’s talent as it is from all sorts of 
professions. The war for ICT and cyber-security 
professionals will be particularly heated and vicious - 
more so as stateless corporations improve their game 
to capture an even larger share of these talents.

It is definitely a top concern which can be alleviated 
by special training programs and scholarships 
guaranteeing talented school students a career path, 
or academies for mid-life ICT professionals looking for 
some challenge and change in scenery after they have 
met all their basic needs in life.

Funding is an age old problem which can be 
circumvented partially if investment into cyber-
security programs is framed in more beneficial terms. 
That is cyber-security which the people as well as 
businesses can benefit from. It is also prudent for 
non-profit institutions like governments to have special 
budget sustainability trust funds as assets to preserve 
spending power in cyber-security through election 
cycles and erratic funding patterns.

But we believe that innovation is the most crucial 
fundamental. For the most confident and secure cyber-
security specialist may have in their mental fortress, 
a sense of completion and having gotten their job 
done. This produces complacency and reluctance to 
further scout for future emerging threats, to prepare 
for unexpected internal organisational changes, and 
to find ways to ever improve the cost efficiency and 
effectiveness of their operations. And that may be the 
moment when the walls have crumbled, years before 
the breach. ■
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THREAT INTELLIGENCE

Threat Intelligence is the subject of much discussion 
within the cyber security community where it is 

seen as an important way to optimise the detection of, 
and response to, cyber attacks.  

UNDERSTANDING THREAT INTELLIGENCE
Threat Intelligence has been described as ‘evidence-
based knowledge, including context, mechanisms, 
indicators, implications and actionable advice, about an 
existing or emerging menace or hazard to assets that 
can be used to inform decisions regarding the subject’s 
response to that menace or hazard’1.

In simple terms, Threat Intelligence helps you interpret 
security events:
•	 in the context of normal activity inside and outside of 

the enterprise; and

•	 in light of known sources of attack or pre-existing 
databases of security information.

The key advantage can be summarised as:

‘By looking for attack patterns identified via 
threat intelligence in your security monitoring/ 
analytics function, you can shorten the window  
between compromise and when you detect that 
compromise.’2 

SOME EXAMPLE SCENARIOS
A simple example of this is the detection of a user 
who is accessing a permitted website, which has been 
compromised and is now known to be distributing  
‘drive-by’ malware downloads.

MAKING SENSE OF THREAT INTELLIGENCE
UNDERSTANDING HOW TO LEVERAGE THREAT INTELLIGENCE WITHIN 
THE CYBER SECURITY ATTACK DETECTION AND RESPONSE PROCESS

By Piers Wilson, Head of Product Management, Tier-3 Huntsman

This article will explain threat intelligence and help readers to navigate the various products, services and offerings.  It will 
help organisations make best use of the internal and external sources of intelligence that are available.  Finally it will cover 
how best to factor them into the cyber security, threat detection and incident response processes to “shorten the window” 
from breach to detection to resolution.
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There is information available about compromised  
web sites; so this access can be detected at the 
point where the user makes the request (either at the 
proxy,	at	 the	firewall	or	 from	 real-time	 logs).	 	Analysts	
can	 configure	 an	 alert	 to	 detect	 attempts	 to	 access	
compromised web pages.  These alerts can also trigger 
automated actions to capture data from the source 
system for subsequent analysis, enabling analysts to 
rapidly	block	the	traffic	or	quarantine	the	system.

A second example would be an internal list of 
systems or users that are the subject of current security 
investigations.  Here you would use Threat Intelligence 
to	 flag	 up	 any	 activity	 relating	 to	 those	 “sensitive”	
systems/identities to the relevant people immediately, 
rather than depending on their actions triggering some 
other security detection system.

The use of referenceable threat intelligence goes 
beyond the detection of threats and supports the incident 
triage and diagnostic process as well by providing 
context in support of the analysis of incidents that have 
been detected by other means.

Threat Intelligence is a relatively new concept and 
needs to be deployed thoughtfully to ensure meaningful 
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results.  For instance, intelligence that is drawn solely 
from a single vendor’s customer deployments, may 
have limited utility and value.

CHOOSE YOUR THREAT INTELLIGENCE 
SOURCES
Sources of threat intelligence may be internal and 
external,	 commercial	 (proprietary)	 or	 open	 source.		
External sources include security products and 
network appliance vendors, security associations and 
communities, MSSPs and cyber security consultancies.

Ideally, organisations should combine and use 
intelligence from multiple sources, but it pays to choose 
those most pertinent to your business or industry. Recent 
research by Forrester3 stresses the need for intelligence 
to be actionable and aligned to your business to 
ensure	 that	 you	 strike	 a	 balance	 between	 specific	
organisational information (which is unique to you and 
hence	more	 expensive)	 and	 general	 information	 (that	
is global in nature so only helpful against non-targeted 
attacks).

The table below shows some examples of different 
types of Threat Intelligence:

Internal Threat Intelligence External Threat Intelligence

•	Sensitive systems/servers/networks
•	Departments/systems that hold IPR
•	Personal data systems
•	Web/externally accessible platforms
•	Admin/Privileged/Development users
•	Sensitive user lists
•	Integrations with physical systems
•	Mappings	of	IP	addresses	to	office	locations

•	Compromised web sites/URLs
•	Botnet memberships/spam sources
•	Known phishing senders
•	Phishing/attack emails subjects
•	Mappings between IP addresses and locations
•	Countries/Locations/Network 

likely to initiate attacks
•	Physical locations

Contextual Threat Intelligence Community Threat Intelligence

•	Internal users who are under investigation
•	Servers/systems that are the 

subject of current incidents
•	External sources linked to incidents
•	Historical information and statistical/correlated data
•	Numbers of things that have occurred
•	Input from other system management systems

•	Patterns of attack in one area that can be 
monitored for re-occurrence in others

•	Inter-domain	information	flows,	
traffic	or	connections

•	Known system vulnerabilities 
and in-the-wild exploits



WHY CONTEXT IS CRITICAL
Additional context around events affords your Security 
Operations team deeper insights before and during 
investigations.

By monitoring threat intelligence repositories  
to	 build	 a	 profile	 of	 event	 patterns	 and	 their	 
relevance; and comparing these with a set of known, 
documented, recorded or anticipated threats,  
monitoring  systems can raise contextual alerts  
to enable early investigation of potential threats in real 
time.  This is clearly better than responding at some  
period after the event, or when the initial probe from 
an attacker has already been able to exploit a current 
vulnerability.

As Figure 1 above shows, the utilisation of threat 
intelligence	information	is	dependent	on	some	specific	
requirements:
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1. For externally derived threat intelligence identifying 
the	 right	 source(s)	 is	 key	–	e.g.	open	sources	or	
commercial.

2. For internally derived intelligence, the availability 
is less of a problem; however, identifying what is 
available and then gathering it in such a way that it 
is actionable is vital.

3. Where contextual sources are useful the creation 
of	data	flows	and	 feedback	 loops	 (often	between	
systems)	is	required.		For	example,	ensuring	the	IP	
addresses	of	 “vulnerable	platforms”	are	available	
to	a	SIEM	solution	in	order	that	specific	alerts	can	
be triggered if an exploit is detected.

The effort and expense involved in achieving 
this can vary depending on the capabilities of the 
technological building blocks you have in place.

Figure 1: Threat Intelligence information flows within the incident investigation process.
Image © Tier-3 Pty Ltd. 2014, All rights reserved. 



As we explain below, there is clarity of purpose 
and	a	tangible	business	benefit	resulting	from	getting	 
this right.

‘SHORTENING THE WINDOW’ OF ATTACKS
Using threat intelligence to aid detection accuracy and 
speed as well as to provide context during investigation 
increases effectiveness and responsiveness in a 
number of crucial ways:
•	Faster	and	more	accurate	detection	of	security	
incidents.	

	 Working with current intelligence in real-time, 
faster and more accurate decisions (automatic 
or	 manual)	 can	 be	 made	 about	 the	 significance	
of events, alerts and deviations from normal 
behaviour.

•	Faster	diagnosis	and	less	wasted	time.
 By presenting analysts with fewer and more 

accurate alerts that have been triaged based on 
context and risk (with reduced false positives and 
background	 ‘noise’),	 the	security	 team	can	 focus	
on the serious threats.

•	Faster	decision-making	with	more	context	and	
more	relevant	detail.

 By providing the status of affected systems and 
their users, and up-to-date threat intelligence; 
analysts don’t have to spend time piecing together 
intelligence from multiple sources manually during 
an investigation.

•	Faster	 response	 to	 incidents	 by	 creating	
feedback	loops	and	automated	actions.

 This helps security staff detect and stop the  
spread of attacks and ‘kill chains’ as they occur, 
rather than following a ‘cold trail’ during a 
post mortem long after the event. Automating 
safe actions (and enabling them to be rapidly  
revoked)	gives	greater	 confidence	 to	 the	analyst	
responding.

•	Prevention	 of	 loss	 or	 damage	 due	 to	 early	
detection,	investigation	and	resolution.

 With better threat intelligence, rogue users can be 
intercepted,	 information	 flows	 can	be	halted	and	
personal data or IP can be secured before it is 
compromised, extracted or lost. 
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In short, the goal is to enable your security function 
to make faster decisions, to reduce the time and cost 
to investigate and resolve incidents, and to reduce the 
scale and cost of breaches should they occur.

COMMUNITY INTELLIGENCE
One	 further	 area	 to	 consider	 is	 the	 “community”	 or	
sector within which a business operates.  There are 
often families of attacks, individual threat actors or 
groups, or trends that have a particular focus within a 
sector, business demographic or geographic locale.

The value of threat intelligence derived from within 
a community of interest sits somewhere between 
the	 direct	 usefulness	 of	 specific	 knowledge	 about	
threats to your business, and, more generally, public 
or commercial subscriptions and open sources that  
are available.

Sometimes within sectors like government or critical 
national	infrastructure,	there	are	specific	organisations	
that collate and distribute threat information.  Even in 
the wider commercial sector there are groups (often 
linked	 to	 industry	 bodies)	 that	 can	 act	 as	 an	 arbiter/
exchange	for	information	that	can	be	of	benefit	to	the	
wider community.

Having access to these sources, whether structured 
and organised4 or informal and community-driven, is 
certainly useful.  As this article has shown, building 
threat information into the security operations detection 
and investigation processes works best when it is 
actionable and relevant within the diagnosis lifecycle.

Where there is community threat intelligence 
available to an organisation, it is important to 
consider how intelligence gained from its own security 
operations activity is provided back to the community 
itself.  The successful operation of these communities 
and	bodies	depends	on	there	being	a	flow	of	derived	
threat, attack source and diagnostic information out of 
an organisation as well as in to it as part of a two-way 
process.  However, this openness and sharing of threat 
and attack information is often not second nature to 
many	security	 teams	or	organisations	–	 so	engaging	
fully will necessitate consideration and understanding 
the economic balance between information provided 
and the value of intelligence derived.



SUMMING UP
Threat intelligence is becoming critical for effective 
cyber security, especially in the current landscape 
of ever more diverse and stealthy threats and where 
both targeted and non-targeted attacks are used 
interchangeably.

The growing popularity of cloud services, mobile 
devices/BYOD	 and	 the	 “Internet	 of	 Things”	 pose	
more	 challenges	 as	 data	 flows	 are	 more	 fluid	 and	
the attack surface is broadened.  Security analysts 
are in short supply and existing security teams are 
under constant pressure to deliver more with less.  
Hence, there is a constant need to optimise detection, 
hasten understanding and to make sure that the right 
diagnostic information is available quickly (preferably 
automatically).

When the security operations function has access to 
useful	threat	intelligence	–	however	derived,	there	are	
clear advantages that can be gained.  These include:
•	 Increasing the speed and reliability of threat and 

attack detection;
•	Adding	confidence	to	diagnostic	decisions	that	are	

made around false positives as opposed to actual 
attack or reconnaissance activity;

•	Ensuring that relevant information (either externally 
or	internally	derived)	is	available	to	investigators	in	
a timely manner;

•	 Improving risk perception at both an organisational 
and individual level;

•	“Shortening	 the	 window”	 of	 the	 attack	 from	 the	
initial occurrence, detection, understanding and 
resolution;

•	Reducing impacts, losses and costs due to 
incidents	either	through	deflecting	more	attacks	or	
catching those that do occur earlier in their lifecycle;

•	The ability to learn patterns and better understand 
the wider cyber-security threat environment.

There is also a degree of hype in what is still an 
emerging theatre of operation. Many vendors are 
claiming	 to	provide	 threat	 intelligence	–	 these	 include	
simple information brokers, managed services and 
products that can utilise it.  Information service offerings 
can	 be	 very	 general	 or	 more	 specific;	 everything	
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from	 “these	 are	 things	 on	 the	 Internet	 that	 we	 have	
noticed”	to	“this	single	element	is	a	direct	threat	to	your	
business”.	 	As	with	 other	 solutions,	 there	 are	 varying	
levels of quality.
“Threat	Intelligence”	is	less	of	a	product	or	a	service,	

and	 more	 of	 an	 “initiative”.	 	 It	 is	 a	 way	 of	 thinking	
about the holistic security operations process.  There 
are sources of information that can be accessed or 
derived and products that can utilise this information; 
but organisations need to understand the interactions.

Having access to data is important, but it will only 
become actionable if you also have the right tools, 
processes and an operational capability that can 
leverage	it.	■
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CHANGING THE APPROACH TO RESILIENCE IN CRITICAL INFRASTRUCTURE

Resilience to targeted cyber attacks is different from 
other high-impact events like a terrorist attack, a 

dirty bomb, a pandemic or an extreme weather event. 
Invariably, organisations are powerless to stop the 
latter, but they can and must plan and be prepared for 
a targeted cyber attack. 

Cyber threats now have the ability to generate far 
greater disruption and wider-ranging consequences 
than other high-impact incidents particularly in the 
hands of very capable adversaries whether they are 
hacktivists, terrorists, or state-sponsored. The concept 
of resilience to cyber attack is slowly changing from 
the outdated notion of data protection, but is slow to 
extend beyond the protection of network infrastructure 
and applications. 

Cyber attack is a threat to which the operators 
of critical national infrastructure have differing 
vulnerabilities. Hence it is an operator-specific priority 

to be prepared. If resilience is considered to be the 
ability for systems and operators to recover after an 
event, then to an extent, their resilience depends on 
the ability to absorb and survive the consequences. 
However, the potentially immediate impact of a virus, 
or the employment of advanced evasion techniques 
[AETs] , means that a reactive approach to a breach is 
likely to result in critical delay in detection, and response 
with serious implications, and each organisation needs 
its own proactive measures to prevent attacks. 

Since the development of advanced evasion 
techniques [AETs], and the invention of Stuxnet (which 
was designed to attack the SCADA system used to 
control the production of nuclear material at Natanz, in 
Iran), the world has faced and is facing the prospect of 
sophisticated cyber weapons that can destroy hardware 
and by-pass established defences. These advanced 
threats can cause the permanent inoperability of control 

CHANGING THE APPROACH TO RESILIENCE 
IN CRITICAL INFRASTRUCTURE
By Dan Solomon 
Advanced Cyber Defence Services at Optimal Risk 

68 CYBER SECURITY REVIEW, Winter 2014/15



and operating systems, and destroy transformers, 
pumps, servers, and almost any machine with a 
PLC [programmable logic controller]. This is a new 
reality that operators need to plan for urgently, as the 
implications for the widespread exploitation of a single 
vulnerability could cause a protracted disruption to 
critical infrastructure with severe cascading effects to 
business and society. This threat is real and present 
since the discovery of Stuxnet, as both Russia and Iran 
will have analysed Stuxnet closely and reengineered 
it, and there are realistic scenarios whereby both will 
have reason to use their 
own versions, and pass 
them on to far less rational 
proxies. 

An honest assessment 
of how resilient operators 
really are to the loss of 
widespread operating 
capabilities and continuity, 
highlights that the majority 
of firms are not able to 
recover fully and quickly. 
While the true nature of 
this vulnerability is highly 
confidential, it is commonly recognised in closed 
circles. The effects could be catastrophic as insufficient 
redundant capacity can be held in the vast majority 
of cases to maintain full-scale operations, and the 
replacement of hardware could take a considerable 
time. 

In the absence of a clear understanding of how to 
effectively protect an organisation, we have seen an 
overriding focus on business continuity planning at the 
expense of preventative security. This is starting to 
change, as operators are increasingly convinced that 
their business continuity planning is sound, and there 
have been increasing calls for investment in defensive 
measures at most cyber security conferences, as 
organisations have witnessed the effects of cyber 
security threats, or have been targeted. This re-
balancing is more closely aligned with the profile of 
current, and future threats that relegate a reactive 
approach to a dangerous or reckless posture, because 
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the increasing complexity of the nature of the threat 
means that reactive measures are increasingly 
complex, prone to error, and as we have found in many 
cases: ineffective. 

Reactive measures are particularly exposed when 
the discovery of a cyber breach is likely to occur long 
after the breach actually occurred, and therefore the 
‘damage is done’, as was apparent with the Flame virus 
and a number of others. This has proven consistently 
to be the case with e-espionage, and many other types 
of exploits are designed to have an immediate impact, 

which leaves no time for 
reaction. So the concept of 
response-based resilience 
has proved ineffective 
in defending against the 
threat. 

The advent of 
e-sabotage is based on 
attacks that will render 
hardware useless either 
by crashing hard drives, 
machine-level PLCs within 
an automated process 
control environment, and 

by increasing the voltage within central processing 
units [CPU]; or aim to push hardware to its extreme 
performance, or conduct actions for which it was not 
designed, as well as the more obvious corrupting 
of internal program and data structures. For these 
scenarios the old concept of recovery and resilience 
that is being applied to cyber security is redundant, 
and organisations need to give greater emphasis to 
defence-based resilience, applying more advanced 
cyber defence concepts. 

Stuxnet ushered in a new era of complex cyber 
weapons that can exploit the weakness in a single 
COTS system, and the interconnectivity of different 
layered management, control, and automation systems. 
It also introduced the prospect of a new generation of 
‘conditioned’ malware: smart malware with a ‘learning 
mode’ that have multidisciplinary features and attack 
vectors, which would render most of the current static 
security, measures (firewalls, intrusion prevention 

... THE IMPLICATIONS FOR THE 
WIDESPREAD EXPLOITATION OF 

A SINGLE VULNERABILITY COULD 
CAUSE A PROTRACTED DISRUPTION 
TO CRITICAL INFRASTRUCTURE WITH 

SEVERE CASCADING EFFECTS TO 
BUSINESS AND SOCIETY …



systems, anti-virus, etc.) obsolete because security 
measures would require identification and prevention 
measures using newly methods of malware behaviour 
analysis.

RISK-INFORMED INVESTMENT?

For most operators, the threats of cyber attack ranked 
relatively low as drivers for security investment over 
many years, particularly while there was a low threat 
awareness of the potential impacts of e-sabotage 
and e-espionage, and risk evaluation was deficient in 
supporting the evolution of 
cyber security. 

There is no doubt that this 
is currently changing with the 
emergence of more holistic 
consideration of security 
risk, not least because of 
the emergence of converged 
risk methodologies born 
from the higher profile threat 
attributed to cyber security, 
and the human elements 
that can undermine cyber 
security. Nevertheless, we 
consistently find that many 
security risk assessments 
are still somewhat deficient in being able to blend IT and 
physical aspects into a full-spectrum view of external 
threats and internal vulnerabilities. In a financial climate 
where there is a clear reluctance to invest aggressively 
in security, greater emphasis is being placed on 
mitigating higher probability risks, and the ability to 
react rapidly, and enact contingency plans effectively, 
which is characterising certain elements of investment 
in security systems and solutions. 

While these solutions go some way towards building 
a level of ‘preparedness’, they do not sufficiently 
address advanced cyber threats from the most capable 
adversaries, whose intentions are evolving rapidly 
towards causing significant economic damage, and 
threatening the continuity of societal and economic 
systems through attacks on vulnerable elements of 
critical infrastructure. 
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The drive to increase protection of networks, and 
reinforce information assurance against external threats 
has now achieved broader recognition where those 
systems have become an important enabler of economic 
growth, and ‘cyber’ is now a business continuity 
imperative that requires dedicated assessment, 
planning, and investment. However, there is still a 
widening gap between defensive capabilities and the 
threats, as there is still a mistaken belief that investment 
is best targeted at maintaining the ability to recover 
from a breach than to protect and defend. However, 

any regular reader of the 
relevant IT security press 
in the past 12 months will 
have seen more compelling 
studies that have shown that 
the cost of building defence 
against attack is lower 
than the impact + cost of 
recovery. 

All recent vendor threat 
studies have found that the 
sheer number of attacks 
is increasing, and this fact 
alone has driven investment 
in cyber security, as more 
operators have developed 

first-hand experience of the risk. Moreover, they 
have found that the financial impacts appear to be 
increasing, which has justified an increase in security 
investment. Furthermore, they highlight that there has 
been a change in the nature of attacks, with a most 
alarming increase in attacks judged to be for industrial 
espionage rather than denial of service, and an 
increase in sophisticated attacks perpetrated by state-
sponsored actors and their proxies. 

This has all fuelled an awareness that current 
protection might still not be adequate and will fail to 
keep up with the technical complexity of the attacks 
that organisations may face in the near future. 
Most operators of critical infrastructure reportedly 
expect a significant attack against their operations, 
though they have only limited awareness of the 
impact of such attacks and vulnerabilities that could 



make cyber attacks possible. It is this factor that 
still attracts most concern within cyber risk and  
undermines confidence in cyber resilience as an 
established reality. 

EVOLUTION TOO SLOW

Cyber risk is still an evolving domain, not least because 
of the growing need for board-level, stakeholders, and 
decision-makers to have become more cyber ‘literate’ 
to the point of being able to objectively assess the 
risk. However, this is still a distant objective, further 
complicated by a lack of appreciation of the types of 
threats that are evolving, 
and the full potential impact 
that they can have. 

The lack of objective 
assessment of high-
impact low-probability 
events, led most boards 
to view sophisticated 
targeted cyber attacks as  
‘black swans’, which is 
a consistently misused 
term to describe events 
that could not have been  
anticipated; but is 
applied to events that are  
simply low-probability. This is now changing to 
the extent that a plethora of scenarios have been 
developed to consider the possible impact of targeted 
cyber attacks. In trying to address more complex 
scenarios, organisations are slowly becoming more 
conscious of the direct and indirect implications for 
indemnity, liability, and charges of negligence resulting 
from disruption of service, loss of data integrity, and the 
resultant damage to reputation for the organisation.

One key challenge to developing effective defence 
is the complex nature of the threat. Few organisations 
admit to having the resources or skills to be able to 
identify the source of attacks, to develop predictive 
or warning mechanisms, or the countermeasures 
to more sophisticated and varied types of worms, 
viruses and other malware. In parallel, the allocation 
of budget to cyber security has been hampered by the 
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perception of over-exaggerated threat at board level, 
and the trade-offs faced by organisations in identifying 
a cost-effective protection with is proportionate to the 
risks faced by an organisation, or at least, what the 
board perceives that risk to be. 

The net effect has been that the threat has evolved 
much more rapidly that the capabilities to counter the 
threats, and the gap has continue growing throughout 
2014. The common failings combine the failure to 
implement existing & recognised best practise; and 
more specifically, the failure to use existing security 
technology. 

A PRE-EMPTIVE APPROACH 

TO ‘RESILIENCE’

Experience has shown that 
cyber security is more robust 
where both IT and physical 
security measures adoption 
rates (SMARs) have been 
highest, which indicates 
the effectiveness of a 
comprehensive approach 
in mitigating internal and 
external threats of intrusion. 
This has been more evident 

in industries that are under 
greatest threat and have experienced a breach, and 
in industries where the impact of a security breach 
could be potentially catastrophic, as these sectors have 
been quicker to recognise the threats. Furthermore, 
they have adopted an approach that combines a 
comprehensive method in both physical and cyber 
security, as well as security processes and policy and 
organisational processes for implementing policy and 
managing human factors. 

So evidence shows that the process of effective 
security is becoming increasingly complex in order to be 
effective, and it must now integrate different elements of 
the organisation’s preparedness and planning into an 
overarching converged framework to include systems, 
processes, policy and management practices. The need 
for different physical and cyber security domains to 
collaborate, challenges these functions to dovetail their 

... THE NET EFFECT HAS BEEN 
THAT THE THREAT HAS EVOLVED

 MUCH MORE RAPIDLY THAT 
THE CAPABILITIES TO COUNTER 

THE THREATS, AND THE GAP 
HAS CONTINUE GROWING 

THROUGHOUT 2014 …



capabilities effectively, and many firms struggle with 
coordinating security planning and incident response. 

As organisations rely heavily on well-developed 
business continuity plans they have tended to neglect 
the development and exercising of defensive and 
response capabilities against different advanced 
scenarios, which hampers their ability to handle the 
unexpected or unfamiliar aspects of the ‘next threat’. 
Napoleon once said “uncertainty is the essence of 
war, surprise its rule” and preparation for serious cyber 
threats, must be built on the assumption that there will 
be surprises, and that the organisation’s response will 
have to tackle the unexpected. 

Organisations need to be informed and prepared 
for what they might face, and establish the processes 
and procedures to cope with a severe cyber event. 
Unfortunately, organisational preparedness tends to 
build heavily on hindsight, or focus on historical threats, 
irrespective of their evolution. Similarly, organisational 
awareness tends to dwell on the more familiar 
vulnerabilities, often because they have been targeted. 
Both point to a lack of insight: insight into what is within 
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their threat landscape; insight into what the potential 
impacts could be on the organisation; and insight into 
the pace of evolution. 

The essence of a pre-emptive approach to security 
and resilience is based upon developing both insight 
and foresight, and the adage that being forewarned 
is forearmed is always the justification for investing in 
intelligence and preparation as part of an advanced 
cyber defence strategy. Good management practice 
and preparedness really requires the ability to 
anticipate events long before they happen, and develop 
a planned response to each scenario. Hence a key 
element of maintaining cyber defence is sustaining an 
awareness of changes to external and internal factors, 
and continually reassessing the organisations security 
posture objectively against them. A holistic assessment 
of security risk posture should incorporate both physical 
and IT security domains, the monitoring of relevant 
intelligence, the mapping of assets and processes, and 
regular vulnerability testing to enable the modelling of 
threats, data flow protection analysis, and ultimately 
quantification of the risk. 



This awareness should inform organisational 
preparedness in helping management to assess their 
level of ‘readiness’, and define their risk tolerance. 
More importantly, it should prioritise investment in 
the development and refining of both defensive and 
response capabilities. However, more than defining 
the requirements, the cyclical process for maintaining 
awareness of the evolving threat landscape, should also 
drive managers to proactively review flaws in their plans 
and identify barriers to effective performance through 
regular vulnerability tests, and security exercises. 

So ‘defence’ needs to match the levels of innovation 
and sophistication that threat actors are introducing and 
preparedness requires a commitment to being proactive 
in the process of planning, testing and reviewing, and 
this is central to organisational resilience. 

The process of simulating real-world threats and 
analysing the performance of security apparatus 
forensically to determine its strengths and weaknesses 
is a key platform of organisational preparedness and 
resilience, not only because ‘practice makes perfect’ but 
because it develops an organisational preoccupation 
with ‘what if’ scenarios, and the failure to deal with them 
effectively. 

This mindset should counter any tendency to 
over simplify plans and procedures, as the threats 
are increasingly sophisticated. It should also feed a 
preoccupation with causes of security failure and their 
implications is essential to combating the complacency 
that tends to set in, and it is an attitude that characterises 
‘high-reliability’ teams that require a near-perfectly 
synchronised and effective performance on every 
occasion. In facing advanced threats, operators cannot 
afford ineffective performance of security measures, 
and must be able to rely on an agile and well-prepared 
response. 

SO HOW SHOULD ORGANISATIONS DEVELOP RESILIENCE? 

Organisations should  first focus on developing an 
awareness of their vulnerabilities that will provide 
tangible evidence of breach implications, and test the 
efficacy of measures they have in place to bring their 
situation into clear focus, and end any complacency and 
ignorance.

CHANGING THE APPROACH TO RESILIENCE IN CRITICAL INFRASTRUCTURE

73cybersecurity-review.com

Then engage in a rigorous remediation program with 
an absolute commitment to ensuring that all the required 
capabilities are in place, and can be maintained in step 
with the projected change in the threat landscape. For 
many firms, this alone sets some major goals such as 
sourcing and applying threat intelligence, establishing 
an effective Security Operations Centre [SOC], and 
decisions about in-sourcing and outsourcing specific 
capabilities for incident management and incident 
response. 

For larger and complex organisations that face the 
more targeted threats and have more significant potential 
losses, these decisions can be very complex with the 
real prospect that the challenges are too great to ever 
be achieved fully, and they need to look to managed 
defence service providers for a credible solution. 

Whatever the balance of sourcing, organisations 
need to be assured that their in-house capabilities are 
prepared and trained for their role in defence; and their 
teams need to know what to expect, and how to work 
with external parties. Building trust and confidence in 
their own resilience means maintaining familiarity with 
the internal and external factors that underpin success 
or failure. ■
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BUILDING CYBER DEFENCE WORKFORCE

INTRODUCTION 
In many people’s eyes, the topics of cyber security 

and cyber defence are primarily associated with 
technology and not so much with people. However, 
the main success factor in mitigating the risks of 
cyber attacks is not so much technology but rather 
our people and the competencies and skills that 
enable them to act and react in cyberspace. The main 
challenge for the immediate future for the military will 
be to recruit, train and retain the right human skills, 
rather than obtaining the right technology. Industry, 
enabled by programmes such as Horizon 2020, will 
provide many technological ways to tackle the myriad 
threat landscape. The threats that we are facing are 
ubiquitous and target government institutions whether 
they be civil or military along with banks, industry or 
national critical infrastructures.  This technology is 

likely to be dual-use, that is, applicable in both military 
and civilian environments. 

Today, and in years to come, the main challenge for 
the military will therefore be to have the right, cyber-
savvy people in our armed forces in sufficient numbers. 
While the Cyber Security Technology market is broad 
and evolving, the pool and market for cyber talent 
which have the potential to become cyber specialists, 
is relatively small. As a stakeholder which calls upon 
this talent, the military is unlikely to be able to compete 
with the private sector with respect to salaries and 
career opportunities.  

In its Cyber Defence work strands the European 
Defence Agency (EDA) has from the beginning put 
a strong emphasis on the human factor in cyber 
defence and on education, training and exercise 

BUILDING A SKILLED CYBER DEFENCE WORKFORCE 
FOR THE EU MILITARY
By Wolfgang Röhrig & Susanne Søndergaard
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Participants at the cyber strategic decision making pilot exercise, May 2014.



UNDERSTANDING CYBER DEFENCE 
TRAINING NEEDS
In 2013, EDA commissioned a consortium led by 
RAND Europe to undertake a pan-European cyber 
defence training needs analysis (TNA). A 2012 RAND 
study had previously found variations in the level of 
cyber defence capability between EU member states, 
for example in training provision (and training demand) 
for cyber defence. Training is seen as an important 
component in building up cyber defence capability, 
and the commissioned TNA aimed to deliver a more 
refined analysis of the existing training provision and 
demand among EU member states. The analysis 
would therefore enable better decisions with regards 
to investments in the design and development of 
new training interventions as well as better access to 
and use of existing training provision across the EU. 
Undertaking a TNA in advance of developing new 
learning interventions ensures that the interventions 
are designed appropriately for an evidenced training 
need. The TNA gathers knowledge about the relevant 
target audience and the tasks that they are expected to 
perform, the extent to which there is already appropriate 
training available, and the nature of the gaps between 
what exists and what is needed.

Based on TNA development guidance from NATO 
and the UK MOD, the consortium undertook a structured 
approach to understanding the training needs for cyber 
defence training for EU Common Security and Defence 
Policy (CSDP). Two main activities were undertaken 
in parallel: reviewing existing training provision and 
developing a task hierarchy.  We reviewed what 
cyber defence training currently exists in the EU, by 

aspects of cyber defence capability.  Defending 
against cyber attacks has important human factors: 
behind any cyber-attack there is an astute mind and 
our servicemen, women and employees are our first 
and last perimeter. 

This challenge was picked up by our heads of state 
and government at the European Council on Defence 
Matters in December 2013 providing a clear tasking 
to the EU institutions to develop “… a roadmap and 
concrete projects focused on training and exercises, 
improving civil/military cooperation on the basis of the 
EU Cybersecurity Strategy as well as the protection of 
assets in EU missions and operations…”. 

In the technology world, capabilities are often 
perceived as dual-use. To maintain consistency, the 
EDA has also approached the cyber defence training 
and exercise challenge from a comprehensive dual-
use perspective, and a key need is to identify these 
training and exercises that are appropriate across 
both civilian and military communities, and potential 
gaps where a specific military need exists but which 
is unserved by current offerings. EDA has therefore 
invested in a number of activities aimed at building 
a skilled cyber defence workforce for the military,  
e.g. a cyber defence training needs analysis,  
developing a training curriculum for senior 
decisionmakers, and a cyber strategic exercise for 
senior decisionmakers. 
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... TWO MAIN ACTIVITIES WERE 
UNDERTAKEN IN PARALLEL: 

REVIEWING EXISTING TRAINING 
PROVISION AND DEVELOPING A TASK 

HIERARCHY…

Wolfgang Röhrig and Enrico Bologna, EDA 
Cyber PT.



reviewing open source material on training provision 
across the participating Member States and through 
interviews with the European Security Defence College 
(ESDC), NATO Cyber Defence Centre of Excellence 
and the NATO School. The identification and definition 
of training audiences and their characteristics enables 
training to be better designed and delivered to optimise 
likely learning uptake. Furthermore, moving towards 
consistency across terminology associated with the 
training audiences allows countries and institutions 
to better compare and draw on training interventions 
across boundaries.  We therefore identified and 
characterised four target audiences 
who in the context of EU crisis 
management operations were 
expected to undertake cyber defence 
informed activities: all users; senior 
decision makers; Command, Control, 
Communications and Computers 
(C4) practitioners; and cyber defence 
specialists. We argue that all users, 
in one way or another, are part of 
ensuring the confidentiality, integrity 
and availability of the information that 
they engage with. In addition, senior 
decision makers and C4 practitioners 
are engaged with decision making 
which should be informed by cyber 
defence considerations or oversee, 
work closely with, or support those 
who directly implement cyber defence 
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measures. Clearly the cyber defence specialists 
routinely undertake relatively narrowly bounded and/
or technically complex cyber defence activities and are 
heavily engaged in cyber defence measures, that is, 
steps taken to prevent, protect against, detect or react 
to cyber-attacks.  Once the target audiences were 
defined, we developed a task hierarchy, extracted 
from a variety of sources, including NATO, US and 
commercial frameworks and analyses, containing 
information about the different cyber defence related 
tasks that need to be performed by each of the different 
categories.  

IDENTIFYING GAPS 
IN TRAINING 
In order to identify a training gap 
in the area of cyber defence, we 
looked at gaps in terms of both the 
difference between training provision 
and training desire, and the difference 
between desired performance and 
current performance. The second gap 
is the most difficult to identify due to 
current lack of baseline or assessment 
criteria for expected performance.  
However, we drew on the published 
‘Lessons learnt’ reports, containing 
feedback from recent exercises, to 
identify areas of potential concern.  
The use of exercise feedback to feed 
into the design, development and/

Task hierarchy extract.



or refinement of training interventions appears to be a 
potentially valuable source of information for assessing 
existing performance in future. 

Our findings demonstrated gaps in the current 
provision of cyber defence training in the EU.  Whereas 
the cyber defence specialists and IT users are better 
catered for, there appears to be a particular gap in 
training provision for the C4 practitioners and the 
senior decision makers.  Furthermore, only one of the 
identified courses (at the ESDC) had a CSDP focus, 
identifying an opportunity for further development in 
this area for collaboration and cooperation on cyber 
defence training specifically for CSDP missions. The 
existing training opportunities were primarily identified 
in defence institutions, while for the cyber defence 
specialists, opportunities are more readily available in 
the commercial sector.  With increasing public-private 
cooperation and focus on dual-use cyber capabilities, 
this is a potential area for attention with regards to 
training for military audiences. 

Applying a combination of a questionnaire and semi-
structured interviews, the consortium identified priorities 
and training preferences in participating Member States.  
The findings from this engagement demonstrated an 
interest in accessing training across a number of the 
target audiences, but with varying priorities.  There was 
a desire to formally incorporate training into a trajectory 
for cyber defence roles in an ‘Operations’ context for 
CSDP. Furthermore, respondents preferred a ‘hands-
on approach’ to training delivery to achieve a practical 
approach when learning the nature of the tasks that fall 
within the new military domain of cyber.

Overall, our study found that existing TNA 
development and understanding of target audiences in 
the context of cyber defence are relatively immature. 
Furthermore, the existing concepts and understanding 
of what is required for the different tasks and audiences 
vary, and require additional work towards settling on a 
common culture and understanding.  Despite caveats 
associated with the limited data available, we believe 
the present study is the first to address the training 
needs of military cyber defence in the context of 
CSDP, and can therefore provide a basis for further 
developments in this area. 
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DESIGNING A CYBER DEFENCE 
CURRICULUM 
Based on the findings from TNA, the consortium is 
currently developing a cyber defence curriculum for 
the senior decision makers, with particular focus 
on their operational role in the context of CSDP.  
The curriculum overall is aimed at enabling senior  
decision makers to better execute their  
responsibilities in the context of cyber defence 
on EU CSDP crisis management operations.  A 
curriculum is often defined as a learning roadmap, 
where the development of learning interventions, 
including the content, delivery approach and ordering 
of interventions, is designed to best meet the  
desired learning outcomes for the target  
audience.  

Integrating cyber considerations into operational 
planning and the role of senior decision makers was 
identified as a key challenge and thus considered 
part of the CSDP curriculum.  In order to validate this 
aspect of the curriculum, a pilot training intervention 
was designed, delivered and evaluated. The pilot  
took place over 24 hours in Brussels in September 
2014 with the participation of fourteen senior 
decision makers across EU Member States and 
EU structures. The pilot included a refresher 

The participants at the cyber defence pilot 
training were presented with six challenges a 
part of the training.



session on the essentials of cyber security, and 
three sessions on cyber defence risk management 
covering identifications of vulnerabilities in the 
cyber domain, assessment of their likely impact 
and probability, and judgment with regards to the 
management of the risk (transfer, treat, tolerate or 
terminate). Freddy Dezeure, head of EU-CERT, 
delivered an evening speech on the vulnerabilities 
in EU, and networking between the participants was 
encouraged during an evening dinner. The pilot is 
being evaluated in two phases in order to capture 
both the immediate reactions of the participants  
(Part 1) and their reflections two weeks later  
(Part 2).  The analysis of the evaluation data is 
underway, but so far the perceptions of the course 
look positive.  We will use the findings from the pilot 
to inform the finalisation of the overall cyber defence 
curriculum for senior decision makers. 

LOOKING AHEAD
Establishing a sustainable cyber defence capability in 
Europe will depend on several different developments. 
In the context of shrinking defence budgets, there 
are huge opportunities to share and pool existing 
training provision, not only between countries but 
also between sectors. The development of a training 
roadmap is one step, but attention is required 

Freddy Dezeure giving an evening presentation 
at the cyber defence pilot training.
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to maintain its relevance and accuracy. Equally, 
established curricula on the topic of cyber defence 
are likely to evolve as both the policy environment 
and the subject area matures.  Consequently, there 
must be a mechanism to further develop and update 
the curriculum as the field matures. Finally, in order to 
embed cyber defence into operations, it is necessary 
to embed cyber defence training into the existing 
training vision including staff courses and CSDP 
orientation. Our project has focused on developing a 
training curriculum for senior decision makers, leaving 
scope for similar work to address other audience 
categories.  

COMPREHENSIVE CYBER STRATEGIC 
DECISION MAKING PILOT EXERCISE
Another important building block for a European Cyber 
Security/Defence culture is raising the awareness 
that cyber threats are comprehensive by nature, not 
respecting any organisational boundaries and/or 
responsibilities. Therefore, responding to those threats 
requires a comprehensive approach of integrated 
decision making of all relevant stakeholders. 
Cyber threats no longer give leeway for traditional 
differentiation between civil and military, public sector 
or private sector decision making as any national 
infrastructure and organisation can nowadays be the 
target and crisis can easily spill over from one sector 
to the other. In order to support the establishment of 
such a comprehensive understanding, the EDA co-
organised with Estonia and Portugal a pilot exercise 
for comprehensive decision making in Cyber Crisis 
in Lisbon in May 2014. This exercise was tailored 
for participants from different sectors with basic 
knowledge on Cyber Security/Defence. In this pilot 
exercise, which was opened by the Portuguese 
Minister of Defence, more than 60 senior officials from 
the Portuguese government, including the Office of 
the Prime Minister, and the Portuguese private sector, 
participated. 

 The one day scenario based table-top exercise, 
which was preceded by a one and a half day tutorial 
seminar, intended to raise in a comprehensive national 
environment the understanding of:



• cyberspace and its emerging challenges and 
threats;

• knowledge sharing requirements and the need for 
increased cooperation in cyber crisis management;

• potential shortcomings in national doctrine, 
authority and organisation and the efficacy of 
existing regulations contingency and co-operation 
plans through testing  

• the analysis capability within strategic leaders to 
apply new concepts and methodologies to manage 
cyber crisis; 

• A Cyber Security and Cyber Defence strategic 
culture that stimulates national synergies and 
fosters cooperation between EU member states.

The exercise aimed to sensitise senior decision 
makers and their advisors on the critical aspects in 
cyber crisis management, such as, cooperation with 
the private sector, transparency and timelines in 
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decision making, applicable national and international 
legal frameworks, cooperation with the private sector 
and international partners. Thus the exercise did not 
attempt to seek “correct” answers, rather, its goal was 
to motivate discussion, create a networking possibility 
for relevant stakeholders and identify problem areas 
rather than perfect solutions. The feedback from the 
participants was positive throughout and the learning 
effects, especially of the exercise component, were 
assessed as very high. Based on this feedback, the 
EDA will continue to refine the exercise concept and 
seek possibilities for organising similar exercises with 
other member states in the near future.

CLOSING REMARKS
National recruitment and retention programs for 
cyber defence specialists for the military in addition 
to education, training and exercises will play a vital 
role for successful Cyber Defence.  It is expected that  

Participants at the cyber defence pilot training, September 2014.



in the future, the majority of the necessary training has 
to be provided in a national context of EU member 
states. Here, an agreed set of training and certification 
standards will be required. Utilising existing 
certification schemes from the private sector seem 
to be an effective and efficient approach, which can 
also take in account the future career opportunities of 
leaving military personnel. The EDA will also continue 
its efforts with strong emphasis on the discussions 
concerning required training certification standards, 
in addition to training curricula and pilot course 
development and delivery. Within the lean defence 
organisation within the EU, only the CSDP specific 
cyber defence aspects can be covered. Here the focus 
will be on finding an optimised mix of different training 
and exercise opportunities, e.g. those organised by 
the European Security and Defence College (ESDC) 
the EUMS or EDA. Finally, the production of the 
Cyber Defence Policy Framework as requested by the 
Council on Defence Matters in December 2013, and 
which can be expected to be released later in 2014, 
will have a strong focus: How to operationalise cyber 
defence related training and exercises for all relevant 
stakeholders so that the human capacity elements of 
current and future EU-led missions and operations 
become more cyber resilient. In Cyber Defence, the 
human being is and will undoubtedly be the future 
our most precious asset. The knowledge, skills and 
expertise of our people is a necessary fundamental 
building block for a European Cyber Defence culture 
and for operational excellence. 

As King Frederick II of Prussia once said: “With 
bad civil servants the laws cannot be good enough to 
reign a state – but with a handful of well-educated civil 
servants I can reign a state even with the worst laws” 
-  a dictum that by replacing law with technology can 
be easily applied to cyber. ■  

For more information please see:
http://www.rand.org/randeurope/research/projects/eu-military 

cyber-defence.html

BUILDING CYBER DEFENCE WORKFORCE

81cybersecurity-review.com

ABOUT THE AUTHORS

Wolfgang Röhrig entered 
the German Navy in 1985 and 
graduated with an MBA from the 
Bundeswehr University Hamburg 
in 1990.  He then served in several 
positions for the Bundeswehr and 
for NATO SHAPE.  In March 2012, 
he was appointed to the EDA 

and became program manager cyber defence in the 
beginning of 2014.   
Email: Wolfgang.Roehrig@eda.europa.eu

Dr Susanne Søndergaard 
works as a Senior Analyst in the 
Defence and Security team at 
RAND Europe in Cambridge, UK.  
Prior to joining RAND, Susanne 
worked as a principal psychologist 
in the UK Ministry of Defence, and 
for Rolls-Royce as a Knowledge 

Management specialist. She holds a BA and MA 
in Psychology from the University of Copenhagen, 
Denmark; and a MSc in occupational psychology and 
a PhD in Knowledge Management from the University 
of Sheffield, UK. 
Email: ssonderg@rand.org

http://www.rand.org/randeurope/research/projects/eu-military-cyber-defence.html
mailto:Wolfgang.Roehrig@eda.europa.eu
mailto:ssonderg@rand.org


CYBER SECURITY CAREERS

INTRODUCTION
The vast majority of cyber security professionals 

are highly technically competent, dedicated to their 
careers, and utterly reliable and trustworthy.  They 
have a right to feel respected and trusted by their 
employers.  Unfortunately, one or two bad apples (such 
as Jessica Harper and John Skermer – see their case 
history text boxes) make employers realise the scale 

of harm which a rogue employee can do.  Employers 
have a responsibility to protect their organisations 
from such harm.  It is therefore entirely reasonable 
that employers should take appropriate measures to 
screen and monitor all their employees – especially 
those in positions of greatest trust.  And this latter group 
will invariable include the cyber security professionals 

SO YOU WANT TO WORK IN CYBER SECURITY.   
CAN YOU BE TRUSTED?
By Chris Hurran, OBE, Senior Associate Fellow of the Institute 
for Security and Resilience Studies at University College London

Cyber security professionals can expect to work in positions of great responsibility with access to, for example, corporate 
crown jewels of intellectual property, aggregated data and critical technical assets. Not only do they require the necessary 
technical skills, they must also be totally trustworthy.  Should that trust be lost it may be hard if not impossible to regain it – 
with long-term implications for employability.  This article explores the subject of reputation management and offers advice to 
cyber security professionals on managing this aspect of their overall profile in order to ensure a long and successful career. 
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Jessica Harper.
Harper was Head of Fraud and Security for digital 
banking at Lloyds Banking Group.  Despite her £60,000 
salary, she exploited her position and knowledge to 
defraud her employers of £2.4m over a 4-year period.  
She was sentenced to 5 years in jail in September 2012.  
At her trial she said “I saw the opportunity and thought 
'given the hours I work I deserve it'.”  The judge said 
“You were a senior employee in the bank in a position 
with a high degree of trust at a time when Lloyds was 
substantially supported by a lot of taxpayers' money 
following difficulties sustained by the bank in the 
financial crisis.  You disregarded your duties out of a 
sense of entitlement to take other people's money for 
your own benefit and that of your family."

John Skermer.
Skermer, a software engineer, was head of an IT 
security team at Barclays Bank.  Over a period of 
almost 5 years from January 2009, he defrauded 
the bank of £2.14m from accounts under his control.  
He was sentenced to 7 years in jail in April 2014.  
Unbeknown to his wife, he allegedly used the money 
to fund a parallel lavish lifestyle. The prosecution said 
“Mr Skermer was in a position of authority within the 
bank which he exploited. It was a breach of trust. 
And he took a vast amount of money from the bank.”  
Sentencing Skermer, the recorder said that it was clear 
that the fraud was well thought out.



working in the organisation.  So if you plan to follow 
a career in cyber security, you need to accept from 
the start that you will be in a position where you are 
screened and monitored throughout your professional 
life.  It goes with the territory.  Get used to it.  And if 
you don’t like it, pursue a different career.  But once 
you accept this reality, you will appreciate that, in the 
same way that you will benefit from pursuing lifelong 
continuous professional development, you will also 
need to take seriously the need to manage your 
own reputation.  This article aims to demystify some 
aspects of this, normally the territory of HR or security 
professionals, in order to smooth the course of your 
career.  It may also be a useful reminder to employers 
of some of the measures they should be taking to 
mitigate the risk of harm from insiders. 

CAVEATS
It is important to note what this article is and what it 
is not.  It is written in 2014 against the background of 
the author’s 45+ year career in the public sector and 
therefore reflects opinions formed over more than 
four decades.  Whilst many of the points made are 
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timeless, those just beginning their careers in cyber 
security will need to be prepared to adapt the advice 
in the context of the rapidly changing realities of the 
workplace.  The author is not a lawyer but this article 
is written against a non-professional view of the legal 
environment that exists in 2014.  That too may change.  
Most importantly, this article is not intended to be a 
guide on how to attempt to cheat the various systems 
that exist to protect employers from harmful acts 
committed by employees.  Awareness of, for example, 
the national security vetting system or pre-employment 
screening will help individuals to conduct their lives 
in appropriate ways, knowing that serious issues will 
invariably come to light at some point.  Often the longer 
they are hidden, the more catastrophic the impact on 
the individual (as will be illustrated by some of the case 
histories accompanying this article). 

PRE-EMPLOYMENT SCREENING 
AND VETTING
When you apply for any appointment, you should 
expect your potential future employer to carry out 
some form of screening.  It is an integral part of the 



recruitment process.  The job description will usually 
describe the measures that the organisation will take.  
This is not “small print” to be ignored.  It should be 
taken seriously and if you do not accept the process 
you should not apply.

As an absolute minimum, pre-employment screening 
will always include evidence of the applicant’s identity 
and their right to work in the UK.  What additional 
checks are carried out will vary from organisation to 
organisation and job to job but in all cases the degree 
of screening should be proportionate to the role.  Most 
organisations will base their processes on the good 
practice guidance provided by the 
CIPD – “Pre-employment Checks – 
An Employers Guide”1.  This guide 
is produced for HR professionals 
but it is well worth reading by all in 
order to view the process from the 
employer’s point of view.

Employment in the public sector 
and some posts in the private sector 
may additionally require National 
Security Vetting.  This process 
can be intrusive but is always 
proportionate to the risks associated 
with the posts applied for.  Some 
applicants can be surprised by 
the detailed information required 
on, for example, medical history 
and financial circumstances.  The 
process itself is entirely transparent 
and cyber security professionals should familiarise 
themselves with it.  This is most easily done by  
reading the Defence Business Services guide  
“National Security Vetting – Advice if you are being 
vetted by us”2.

Against the background of these guidance 
documents, there are some core messages which 
apply to the recruitment process for all, irrespective of 
organisation or role:

• Never lie on a CV
• Never support your CV with fraudulent documents 

or certificates
• Be honest in your interview.

CYBER SECURITY CAREERS

84 CYBER SECURITY REVIEW, Winter 2014/15

These are fundamental to the relationship of 
trust between employer and employee.  If these go 
wrong at the point of recruitment, then throughout 
the subsequent employment the employee is always 
potentially under the shadow of discovery.  Sometimes 
this can take years and come after an apparently 
successful career and various promotions.  There 
are countless cases of what happens when the truth 
eventually comes out but the Neil Taylor case history 
(see text box) is a particularly good example.

Of course, all of us have aspects of our lives 
that we may regret.  The nation’s workforce is not 

composed entirely of angels with 
anyone and everyone who has 
ever done anything wrong destined 
to a lifetime of unemployment.  
No recruiter is ever likely to be 
surprised by an applicant being 
honest about some incident in their 
history.  That is not to say that some 
incidents may be so serious as to 
exclude individuals from certain 
employments.  But the experience 
of, for example, the National 
Security Vetting process is that 
the vast majority of such incidents 
are not a bar to employment as 
long as the risks can be properly 
assessed.  An essential pre-
requisite for such risk assessment 
is that the candidate is scrupulously 

honest about the incident.  Without that honesty, there 
can be no trust.  There are countless examples of  
individuals who would have been perfectly  
employable in the role they applied for had they 
been honest about their past, but their dishonesty  
marked them out as being untrustworthy.  Even 
with regard to the apparently most intrusive parts 
of your personal life, complete honesty is essential. 
The vetting officers have heard it all before and  
there is very little that can surprise them. But if  
you are found to be lying at interview or  
subsequently you will rightly not get the job you have 
applied for.

Neil Taylor.
Taylor was Chief Executive of 
an NHS Trust.  He obtained his 
job by lying on his CV and faking 
certificates of his qualifications – a 
first class degree from Nottingham 
University and professional 
diplomas.  The fraud came to 
light during a routine check of 
staff records some 10 years after 
his original appointment in a 
more junior position.  In court in 
September 2005 he admitted a 
charge of obtaining a pecuniary 
advantage by deception and was 
given a 12-month suspended 
prison sentence and fined £5,000 
plus £2,000 costs.



SOCIAL MEDIA AND YOUR 
ONLINE PRESENCE
The CIPD pre-employment screening guidance refers to 
the research of applicant’s online presence as part of the 
recruitment process.  There is further guidance on this 
in CPNI’s good practice guidance – “Media Screening 
– Use of the Internet in Employment Decisions”3. 
Cyber security professionals should 
remember that media screening 
may also be part of an organisation’s 
ongoing employee monitoring 
(see below).  The CPNI guidance 
defines “online reputation” as being 
“the publicly held social evaluation 
of a person based on their online 
behaviour, what they post and what 
others (such as individuals, groups 
and web services) share about this 
person on the internet”. 

There is a current and continuing 
debate about the conflict between 
online privacy and disclosure and, 
in particular, the reasonableness 
and utility of media screening 
as part of the recruitment and 
ongoing monitoring processes.  The 
situation is changing and we have, 
for example, the recent “right to be 
forgotten” ruling against Google.  
Cyber security professionals all 
know full well the two truths that 
once material is posted online you 
lose all control of it and also that 
once something is online it is almost 
impossible to get it back offline.  To 
these two truths can be added two 
realities of data privacy:

• The more “interesting” you are, the harder “people” 
will work to find out things about you, and

• You never know when you are going to be found 
interesting and by whom.

In the employment situation you are going to be 
very interesting to one specific group of people – your 
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employers.  Whatever the current law of the land or 
how it may change in the future, it is not unreasonable 
to expect that your employers will monitor your “online 
reputation” in a way which is proportionate to their 
overall management of risk and in accordance to the 
law of the day.  Any cyber security professional who 
does not take personal responsibility for managing their 

“online reputation” does so at their 
own risk.

There have been many examples 
of how social media screening has 
impacted on employment decisions 
and there will be more.  Perhaps 
one of the more famous ones has 
been that of Paris Brown (see 
case history text box).  But it is 
interesting to reflect on how this 
case might have been handled 
differently and with a very different 
outcome.  This is not to attempt 
to justify the inappropriateness of 
Paris Brown’s tweets, but had Kent 
Police screened her social media as 
part of the recruitment process, had 
the recruitment interview included 
a frank and honest discussion of 
the offending tweets, and had the 
appointment process included the 
public apology for past misdeeds 
(as Paris Brown was in any case 
subsequently obliged to make), 
arguably a virtue could have been 
made of the errors of the past and 
the appointment gone ahead in an 
open and transparent way. 

ONGOING EMPLOYEE MONITORING
CPNI research4 shows that pre-employment screening 
does not identify all individuals who present a potential 
security risk to an organisation.  Furthermore, only  
6 per cent of the cases studied showed that the 
employee joined the organisation with the intent of 
carrying out an insider act.  It follows, therefore, that 
the vast majority of insider acts in organisations will 

Paris Brown.
In April 2013, 17-year-old Paris 
Brown was appointed to the 
£15,000 a year post of Youth Police 
and Crime Commissioner for Kent.  
Within a week of her appointment 
she was forced to stand down 
following intense media scrutiny 
of her past Twitter postings, which 
were described as “foul mouthed, 
racist and homophobic”. Anne 
Barnes, the Kent Police and 
Crime Commissioner, who made 
the appointment, said that the 
teenager’s Twitter account had 
not been vetted when they offered 
her the job. “We went through 
a perfectly normal recruitment 
process and we had her vetted 
by the force.  Nobody normally 
looks through anybody’s Twitter 
feed – perhaps that’s a lesson 
for the future.  We are living in 
a different world now.”  A Kent 
police spokesman said: “Kent 
police undertakes varying levels of 
vetting and higher levels of vetting 
can include checks on a social 
media account.”



only come to light as a result of ongoing measures to 
mitigate insider risk.  These will often include employee 
monitoring.  Cyber security professionals will frequently 
be the employees carrying out that monitoring but they 
must also expect to be subjects of that monitoring 
themselves.

It is not the purpose of this article to provide details 
of employee monitoring regimes.  
Further details can be found in 
CPNI’s “Holistic Management of 
Employee Risk” guidance5 or in 
Helen Rideout’s excellent book 
“Employee Risk Management”6.  
But, with respect to trust issues 
and the ongoing management of 
their reputations, cyber security 
professionals should assume:

• That they are being monitored 
by their employer, and

• That wrongdoing will come to 
light at some point, and

• That therefore it is best 
to minimise the harm or 
“inadvertent” wrongdoing by 
bringing it to the attention of the 
employer before the employer 
finds out for themselves.  
This is the only way to avoid 
irreparable damage to the trust 
relationship between employer 
and employee. 

WHAT IF THE EMPLOYER IS THE PROBLEM?
Unfortunately we do not live in a world where all 
employers behave in accordance with good practice 
guidance.  At any point after taking up an appointment an 
employee may discover that, for whatever reason, they 
have a problem with their employer and not infrequently 
this may be the employer’s “fault”.  These unfortunate 
situations can be immensely stressful and can be 
emotionally and professionally difficult.  However, the 
cyber security professional who is managing their long 
term reputation, needs to try to remain dispassionate 
and try to manage the situation in a way that does not 
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do long-term damage to their reputation.  Obviously, 
much will depend upon the precise circumstances but 
there are some key measures to consider taking and 
several steps to avoid at all costs:

• Does your organisation have a grievance procedure 
(it should)?  If so, would this be a possible way of 
resolving the issue?

• Does your organisation have a 
whistleblowing procedure (it should)?  
If so, might this help to surface 
the issue in a way which would be 
beneficial to the whistleblower?  
(See also below.)
• On no account resort to social 
media to complain about your 
employer.  This will never resolve the 
situation, it may give the employer 
grounds to dismiss you, and it may 
make your future employability with 
other organisations problematic (see 
media screening advice above).
• Do not resort to a revenge-
motivated insider act.  The chances 
are that you will get caught – 
eventually –  and you will then be 
unemployable (when you get out of 
prison).  The Roger Duronio case 
history (see text box) is relevant 
here.
• If you do decide that your only 

course of action is to leave, be scrupulous in 
obeying company policy as you do so.  Taking with 
you your organisation’s IP or, for example, client 
contact details will lay you open to prosecution and 
further potential damage to your reputation.

     
Whistleblowing has unfortunately become a 

contentious subject.  All organisations should have 
a whistleblowing policy.  There are many sources of 
guidance on how to do this but a good starting point is 
the CIPD guidance7.  In theory, this should protect the 
employee.  If an employee is mistreated or dismissed 
after making a “protected disclosure” they can make 
a claim to an employment tribunal.  For this process 

Roger Duronio.
Duronio was a systems 
administrator with UBS Paine 
Webber in New Jersey, USA.  In 
2002 he resigned from his job 
because he had not received the 
bonus he expected.  Before leaving 
he placed a “logic bomb” on the 
company’s UNIX servers.  The 
bomb was timed to go off at 0930 
on 4 March 2002.  In advance of 
that, Duronio bought stock options 
designed to pay out if UBS stock 
dived.  The bomb crashed 2000 
servers and investigation and 
repair cost $3.1m.  UBS never 
declared the cost of lost business.  
The forensic investigation 
eventually identified Duronio as 
the perpetrator of the attack and 
in 2006 he was sentenced to 97 
months jail. 



to work properly both the employee and the employer 
have to follow the policy correctly.  What goes wrong 
all too often is that, rightly or wrongly, the employee 
feels that the employer has not responded correctly 
and the employee then feels obliged to “take the law 
into their own hands”.  Whistleblowing that does not 
follow the organisation’s policy (e.g. to the media) 
is not whistleblowing.  It is a breach of confidence.  
However unfair this may seem, this may give the 
employer grounds to discipline or dismiss the employee 
or to take legal action against them.  So, for long 
term management of their reputation, cyber security 
professionals will want to reflect carefully before 
indulging in inappropriate whistleblowing.

CONCLUSIONS
Cyber security professionals would be well-advised to 
pay as much attention to their reputation management 
as they do to their continuous professional 
development.  They should understand that they will be 
under scrutiny all their professional lives not because 
they are bad people but because they have privileged 
access and, sadly, some who have such access have 
abused their position.  In order not to inadvertently fall 
foul of screening and vetting processes and ongoing 
employee monitoring, they should understand why 
they exist and how they work.  They should try to view 
themselves through their employer’s eyes – one day 
they may be the employer!  They should recognise 
the paramount importance of maintaining the trust of 
their employers.  When relations break down with the 
employer, for whatever reason, they would be wise to 
try to manage the situation with their own long-term 
personal and professional interest in mind. ■
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THE CYBER WOLF

In modern life, we use and rely on computers and 
networks to operate critical national infrastructure 

and systems such as the electricity grid, water 
distribution and drainage systems, railroads and 
other transportation systems, financial systems and 
so forth. These systems are potentially vulnerable to 
a wide range of cyber risks, as is the case with any 
computerised networked system. 

Recent years have seen an increase in the 
frequency of cyber attacks on such critical systems and 
national infrastructure, as well as an increase in the 

complexity of these operations. A cyber attack against 
a national electrical system or water supply system 
disrupts the normal life of citizens, may cause actual 
risk to human life, and can result in lasting economic 
damage. Offensive cyber operations are gradually 
becoming part of the public discourse. Nevertheless, 
it is important to note that due to their complexity, 
computer systems may also be subject to malfunction. 

A growing dependence of the individual and the 
state on computer systems in daily life means that the 
failure of these systems, owing to intentional attack 
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or technical failure, affects the state’s power and 
image in the eyes of its citizens and its standing in the 
international community. 

Consequently, protecting these critical 
infrastructures from cyber threats is a high priority 
in many modern countries. The manner in which 
the nation-state victim of a cyber attack reacts to 
an attack, both domestically and internationally, is 
crucial to its power, status and prestige. Frequent 
cyber events, along with the unique characteristics of 
cyber operations, requires a discussion regarding the 
efficacy of practices to manage a cyber attack. 

Although a cyber attack can carry significant physical 
implications and damage, it is very different from other 
kinds of attacks, such as a terrorist bombing in a 
crowded city centre, a missile attack, etc. One of the 
unique characteristics of cyber-security events is the 
relative ease with which 
both attacker and defender 
can conveniently pretend 
that a cyber attack did not 
occur, while claiming that 
obvious damage is merely 
the result of a random 
technical glitch caused by 
an innocent malfunction. 
Denial is logical: it is 
an attempt to avoid or reduce potential damage 
to national security, and limit any diminution of the 
nation’s international image and national pride, which 
might result if it was admitted that defence systems 
had failed to protect critical infrastructures. 

The public’s difficulty in distinguishing between 
a false event and a true attack makes the strategy 
of denial very appealing. Nevertheless, is denial of 
publicly known attacks an effective strategy? We 
argue that the strategy of denial may undermine the 
reliability individuals attribute to the state authority 
and governance systems, which are significant social 
values. Therefore, public acknowledgment of a cyber 
attack should not be dismissed immediately. 

In scrutinising and evaluating the most effective and 
preferable courses of action, the defender should take 
into account the element of public reliability. In the 
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current era where everyone has access to information 
and can transmit it quickly and easily, via the Internet 
and social networking, etc., there is a steady decline 
in the authority of the institutional system over 
the individual. Nonetheless, trust is valuable and 
significant for winning public support of government 
and its institutions, especially in a democratic society. 
Public trust is largely based on the degree of reliability 
individuals attribute to the state systems and its 
decision makers, which in turn is based, to a great 
extent, on government transparency. 

The following examples illustrate the significance 
of transparency. Last spring (May 2013), a cyber 
attack on the control system of Haifa’s water supply 
system carried out by the “Electronic Syrian Army” was 
ostensibly attempted. According to foreign reports, the 
attack appeared to be retaliation for Israel’s attacks 

on Damascus on early 
May 2013. After the cyber 
attack was announced 
(by an Israeli official), the 
mayor of Haifa issued a 
statement that the event 
was not known to him. The 
conflicting announcements, 
along with pictures of the 
alleged attacked water 

system, created a media feeding frenzy. 
Another example is an incident which occurred in 

Israel in February 2013 when, for an unknown reason, 
the customers of Pelephone, one of Israel’s largest 
cell phone companies, were unable to send or receive 
calls for many hours. It was then reported in the media 
that “security experts” had been drafted to address 
the problem. That same evening, it was reported that 
the problem might not be the result of a malfunction, 
but of a cyber attack. However, the company’s official 
announcement was (and still is) that the cause of the 
problem was nothing more than a technical malfunction.

An example in which the government’s official 
statement was delayed occurred in August 2012, 
when Saudi Arabia’s national oil company, Aramco, 
suffered a major cyber attack that damaged 30,000 
computers. The attack was aimed at stopping oil and 

 THE MORAL OF THIS ANCIENT
FABLE IS THAT LIARS ARE 

REWARDED WITH MISTRUST, 
EVEN WHEN THEY SPEAK TRUTH 



gas production in the country, the world’s third biggest 
oil exporter. The company explained that the attack 
failed to disrupt production, but was nevertheless one 
of the most destructive cyber strikes conducted against 
a single business. Only months later, in December 
2012, did the Saudi government begin revealing official 
information about the attack. The delay in response 
and lack of transparency damage the public trust and 
affect future attitudes toward similar events. This, of 
course, is not a significant problem in Saudi Arabia, 
which is an absolute monarchy. However, it may have 
an effect on the way the rest of the world views Saudi 
statements in the future.  

Another example, this time one in which the 
government did take official responsibility, is the 
case of the cyber war between the U.S. and China. 
In January 2013, in response to massive Chinese 
cyber attacks against American targets, the American 
Secretary of State stated that the U.S. needed to send 
a strong message that it will respond to such incidents. 
In the months since then, the Obama Administration 
has been considering more assertive actions against 
Beijing to combat a persistent cyber espionage 
campaign that it believes Chinese hackers are waging 
against U.S. companies and government agencies.

In a democratic society, public acknowledgement 
of the situation sends an important message of 
transparency, which serves the overall interests 
of the government. By contrast, unreliable official 
announcements can lead to constant suspicion 
towards governmental systems and public officials. In 
addition, the public might begin to believe that every 
failure and disruption of activity, even if it is truly the 
result of a technical malfunction, was actually caused 
by a purposeful attack. This situation may be described 
as a reverse version of the fable of the boy who cried 
wolf. The moral of this ancient fable is that liars are 
rewarded with mistrust, even when they speak truth. 

Over time, in an era of frequent cyber attacks, public 
mistrust increases when each event is said to be only 
a malfunction. That loss of public trust may be more 
harmful than the damage to national security and 
deterrence that might occur if it were publicly admitted 
that intentional attacks took place. We argue that 
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publicly sharing the outcome of an attack promotes 
transparency and sustains public confidence in the 
governmental system. 

In conclusion, in case of a cyber attack, in 
evaluating potential reactions, the victim must take 
into consideration the fact that public confession may 
be interpreted as national weakness in the short term, 
but in the long term public reliability and international 
credibility are necessary for rebuilding and/or 
sustaining national power. The strategy of admission 
should, therefore, be treated as a proper strategy  
in the array of practices available to manage cyber-
security risks. ■
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