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FOREWORD

Welcome to our 4th edition of the Cyber Security 
review and hello to everyone out there in ‘Cyber 

Security Land’.
New research reveals that cyber attacks are taking 

a toll on business, the total number of attacks haven 
risen by 48% in the UK with the cost of attacks 
estimated to be more than £200 billion over the past 
12 months globally. It’s not just the cost in terms of 
financial penalties, but serious reputational damage 
and loss of customers; moreover, business can be 
inflicted if attacks undermine customer confidence. 
Despite this, some firms still lack the strategy to deal 
with cyber threats or even understand the fact they 
have already unknowingly been hacked several times.

Astonishingly, since our spring edition, there 
continues to be a conveyor belt of a cyber security 
syndrome, with criminally executed breaches and 
data penetrations. While there appears to be a desire 
to work together and share good practice, this desire 
has not always manifested itself into real actions. It 
is only when good practice and information is shared 
will more businesses improve their resilience and, 
therefore, improve business continuity capability.

Take, for example, the highly publicised attack 
on the adulterers dating website, Ashley Madison.  
How is it that hackers managed to steal personal 
information, including credit cards and contact details 
of up to 37 million users of the site? It is still to be 
determined who was behind the breach, and even 
whether it was the result of an outside attack or an 
insider job. Which also raises the question, was 

the Ashley Madison site targeted because of the 
nature of its business? And if so, does that attack  
mean other online dating sites might now be  
hacker targets?

The business issued the statement: “We have 
always had the confidentiality of our customers’ 
information foremost in our minds, and have had 
stringent security measures in place.” Really? Well 
let’s have them then, let’s share this debacle and let’s 
all learn from their dilemma.

Then we have Apple, where a malicious program, 
dubbed XcodeGhost, hit thousands of Apple iOS 
apps, including products from some of China’s 
most successful tech companies used by hundreds 
of millions of people. The code was compromised 
and distributed online to legitimate Chinese app 
developers. They unknowingly introduced the malware 
into the App Store via their apps. 

The App Store had previously been almost entirely 
free of malware, and it is unclear how the altered 
code withstood Apple’s famously tough app approval 
process. If this is the case, and Apple DID have 
a relatively resilient platform, we should all, in my 
opinion, be aware of the case study and learn from the 
situation they faced.

In this edition, the emphasis is to share and share 
alike. An edition that has a truly international flavour, 
packed with fascinating case studies and reports, with 
many of them calling for good practice to be published, 
standards to be written and cross-border alignments of 
policies, strategies and good practice to be adopted.

CO-OPERATION & COLLABORATION = CONTINUITY
By Trevor Partridge, MBCI, NEBOSH, Consulting Editor, Cyber Security Review
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I must draw your attention to several articles, 
which effectively help to demonstrate the above. 
One such example is provided by the International 
Civil Aviation Organisation, who point us to the fact 
that “While no catastrophic cyber security event has 
been reported to ICAO, they know all too well that 
terrorists and ‘hacktivists’ are generally determined 
by exploiting vulnerabilities in civil society” and that 
specific actions and principles, when collaborative, 
will help aviation meet the threat challenges head-on, 
with effective proactive measures and rapid responses  
when called upon. 

The article from Israel Aerospace Industries Ltd 
alarmingly inform us that several attacks have been 
reported on government satellites and goes on to say 
that cyber attacks on space systems, which was once 
a fictional nightmare, is now an actual threat to the 
industry and protection is a necessity.

The EU External Cyber Relations article 
encourages the development of a Public Policy and 
Strategy, pointing out the challenges of balancing 
national interests against those of key stakeholders. 
In a world where IT security experts may be more 
rare than an organisation’s cyber security strategy, it 
calls upon international law to be applied and Cyber 
regulations developed. 

The Operational Cyber Defence Research Team at 
the Defence Science and Technology Laboratory asks 
us to put ‘Trust in the System’ easing the burden on 
the already scarce IT experts and analysts in the field 
and speeding up responses, with courses of actions 
that are computed, prioritised and automated by the 
system itself. They are planning to extend the project 
with international collaboration.

The article from the United States Securities 
and Exchange Commission provides a really 
useful, in-depth analysis, on the challenges facing 
small and medium-sized businesses. It provides 
associated statistics on costs, attack ratios and 
recovery timescales that would keep the most  
laid-back CEO awake at night. They call upon more 
guidance to be provided for Boards in order to raise 
awareness, educate and direct those sleeping giants. 
Here, here.

FOREWORD
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Finally, the UK University of Hull has carried out 
qualitative data to develop a conceptual framework 
to establish how to identify the cyber terrorism threat 
from the viewpoint of experts and officials in critical 
infrastructures. Data collected from in-depth interviews 
were analysed using grounded theory approach, 
which has been effectively applied to Saudi Arabia as 
a case study. 

Please read, digest and learn from as many of the 
excellent articles published in this edition as possible. 
You may not agree with them all. Many demand cross-
border, cross-sector co-operation and collaboration. 

We have to work together, sharing information and 
knowledge, if we are to improve our cyber security 
resilience. There is no other alternative. ■ 

Trevor Partridge MBCI, NEBOSH
Trevor is a director of 2 b continued 
Ltd and the former Head of Business 
Continuity and Corporate Security 
at Marks & Spencer, with more than 
35 years business experience.

In M&S, he specialised in 
developing strategies and solutions 

in Business Continuity Management (BCM) and 
Corporate Security Internationally, influencing the 
board to invest considerable sums in the process.

Trevor has first-hand experience on BCM and 
Security incidents around the world. These include the 
Fuel Crisis, Buncefield, London Bombings, Kidnaps, 
Mumbai shootings, ICT Security, Fires, Floods and 
Demonstrations. 

He has played active parts in forums with London 
First, London Resilience and Civil Contingencies 
and has strong links with the Metropolitan Police 
Counter Terrorism unit and NaCTSO. Trevor regularly 
contributes to white papers, magazine articles and 
lectures on risk resilience at Cranfield University in 
Shrivenham. 

More recently, having retired from M&S, Trevor has 
worked as an independent consultant on several BCM 
projects across the private and public sectors with 
industries including National Health, Pharmaceutical, 
Property, Housing and Retail.



CYBER SECURITY AND PUBLIC POLICY

The emergence of a global cyberspace has 
witnessed unforeseen political, economic and 

social benefits. In the next decades the increasing 
availability of information and communication 
technologies (ICT) will be a key factor in empowering 
and expanding the middle classes worldwide. At the 
same time, cyberspace is still a fragile construct prone 
to security risks and misuse for criminal or political 
purposes. The rapid pace of technology development 
makes it very challenging to balance the benefits of 
using the ICT technologies with keeping this platform 
secure and resilient. Public policymakers and business 

executives are still pondering how to respond to this 
new reality with adequate policies and investment 
decisions.  

Every new technology has required a certain period 
of development before reaching maturity. Researches 
in computer science say that in a few decades the 
ICTs will have security features built in and the issue 
of cyber insecurity will be solved. Unfortunately, for 
us here in 2015 it will mean that we have to muddle 
through these next difficult decades with less secure 
technology. We will have to find adequate responses, 
whether through a patchwork created by technology 

MAINSTREAMING CYBERSECURITY INTO 
PUBLIC POLICY: ISSUES AND CHALLENGES 
By Heli Tiirmaa-Klaar, Head of Cyber Policy, European External Action Service 

Cyber security is a new field for public policymakers. It demands balanced decision-making in an environment of complex 
and intertwined issues. Public policy decisions to strengthen cyber security need to consider technological, economic, 
home affairs, national security and foreign policy aspects simultaneously, thus posing new requirements and challenges 
for policymakers. 
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companies, through government regulations or by 
inventing global cyber norms.

Few new technologies have spread so quickly 
and changed so profoundly the way people go about 
their lives. ICT technologies have become a central 
backbone for utilities, for financial services, healthcare 
institutions and governmental communication systems. 
Additionally, as these technologies are designed to 
be interoperable, they have automatically formed 
a substrate for all critical economic sectors and 
communications systems worldwide. Therefore, a 
major technological or man-made failing could have 
very far-reaching and unforeseeable consequences. 
In theory, most critical networks in energy, transport 
and other vital sectors should not be connected to the 
Internet, and should therefore be able to bypass such 
a major disruption event. 
In practice, even closed 
critical infrastructure or 
military networks could 
get infected, and suffer 
the same consequences. 
Therefore, it will be 
very difficult to build an 
island in cyberspace that 
enjoys total security. It 
will be more realistic to 
create an environment 
that is relatively stable from major disruptions, 
but this requires cooperation by all major 
stakeholders, including governments and the  
private sector. 

Cyber policymakers are faced with a complexity 
where economic, internal security and national security 
issues are entangled and where policy options in each 
of those fields might be at odds with each other. For 
instance, the policy option of developing stronger cyber 
regulation might negatively affect the ability of the ICT 
sector to innovate, or will prompt the companies doing 
compliance instead of increasing security. Or policies 
designed to strengthen national security in cyberspace 
might have unwanted economic consequences. Most 
advanced cyber nations have been able to set up an 
authoritative national cyber decision-making body that 

CYBER SECURITY AND PUBLIC POLICY
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will assess competing policies and have the ability 
to balance national interests in cyberspace. The 
complexity that they need to balance includes foreign 
policy, industrial and economic policy, home affairs, 
security and defence policy, as well as research, 
education and technology development policy. In 
order to be able to balance all national interests 
against the interests of stakeholders, they also need 
to consult regularly with the private sector. National 
cyber policymakers should provide strategic vision, 
articulated policy options in several areas at once and, 
very importantly, allocate additional funds to attain the 
national cybersecurity goals. The overview below will 
offer a snapshot on the variety of issues that national 
cyber policymakers are facing today. 

An important set of policy issues relates to 
concerns over global 
cyber stability and to the 
need to insert the notion 
of state responsibility 
into cyberspace. For 
international security- 
related cyber issues, there 
are several initiatives which 
contribute to better global 
cybersecurity by obliging 
major governments to 
abide by rules and norms. 

The UN Group of Governmental Experts has prepared 
several consensual reports on how governments 
see de-escalation possibilities in cyberspace. It 
has stipulated that international law should apply in 
cyberspace, that states should cooperate in cyber 
incident response involving critical infrastructures and 
that they should assume responsibility if their non-state 
actors are involved in malicious cyber activities. States 
should also refrain from using proxies and should not 
knowingly allow the use of their territory for harmful 
cyber activities against the critical infrastructure of 
another country. A tangible outcome of the latest report 
of the UN Group of Experts is to declare Computer 
Emergency Response Teams (CERTs) a neutral 
zone, which should not be harmed and should not be 
attacked through malicious international cyber activity.

... IN ORDER TO BE ABLE TO 
BALANCE ALL NATIONAL INTERESTS 

AGAINST THE INTERESTS OF 
STAKEHOLDERS, THEY ALSO NEED 
TO CONSULT REGULARLY WITH THE 

PRIVATE SECTOR…



Another valuable initiative comes from the 
Organisation for Security and Cooperation in 
Europe, where participating states are developing 
Cybersecurity Confidence Building Measures. The 
first set of transparency measures were adopted in 
2013. This has constituted a first useful step towards a 
better understanding of cyber doctrines and structures 
between countries and has raised cyber awareness 
among the foreign policy community. Similar efforts 
will hopefully be replicated in other regions. 

Although the probability of a major cyberattack 
involving nation states cannot be ruled out, the majority 
of cyber threats and incidents today are of a criminal 
nature. The steady increase and sophistication of 
cybercrime poses a growing challenge to government 
decision-makers as well as to private sector leaders. 
There are many unknowns in the vast field of 
cybercrime, most significant among them our limited 
understanding of how much economic loss it actually 
causes. Companies are sometimes unwilling to reveal 
the magnitude of incidents they face, or they are 
unable to assess the damage caused by cybercrime. 
In one way or another, the increase in cybercrime has 
introduced additional costs for many companies. Banks 
are dealing with online crime quite professionally and 
are able to detect and prevent credit card abuses and 
other fraud. Companies, however, often absorb the 
cybercrime costs without notifying the law enforcement 
authorities. Therefore, it is difficult to find reliable data 
on the actual economic cost of cybercrime, which in 
turn prevents an adequate allocation of resources to 
national cyber police forces. 

The third set of issues relates to economic aspects 
of cybersecurity and encompasses industrial and 
trade policies. Unfair trade practices and economic 
loss deriving from cyber theft of intellectual property 
(IP) is a challenge that public policy communities 
increasingly face. Again, getting an overview on the 
magnitude of the IP loss is a delicate balancing act. 
A close relationship with major industrial players is 
necessary to assess the consequences of cyber  
theft. Additionally, the policy response toolbox 
to counter the theft of intellectual property is still 
developing and would need both national and 

CYBER SECURITY AND PUBLIC POLICY
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international elements.  For instance, punishing  
cyber theft through appropriate WTO mechanisms 
could be one means to respond to such unfair  
trade practices. 

An obvious goal of public policymakers will be to 
support industrial policies that support the ICT industry 
and ICT-enabled innovation in other industries, as this 
sector will have a significant role in supporting future 
economic growth in advanced economies. Achieving 
more trust and security in ICT products could be 
supported by dedicated cybersecurity Research 
and Development funding, by encouraging security 
innovation and start-up clusters. This is especially 
relevant in the wake of Internet of things era, where 
cars, home appliances and other equipment will get 
connected to the Internet.  

A central concern for policymakers remains the 
protection of critical national infrastructure that 
provides essential services to the public. Cyber 
savvy governments have become aware of cyber 
vulnerabilities in critical service providers and have 
bolstered their security with elaborate public-private 
partnership mechanisms. Critical infrastructure 
cyber protection remains high on the agenda as 
serious cyberattacks are on the rise, and as critical 
service providers experience new advanced threats. 
Public policies could help companies to train their 
workforce, to share information on current threat 
trends and to facilitate cooperation between relevant 
national stakeholders. Often private companies have 
themselves also established sectoral CERTs and cyber 
threat information sharing centres, which cooperate 
with national cyber incident response organisations. 

A very significant role for the cyber policy community 
will be to exercise major cyber attacks and include cyber 
elements into national crisis management exercises. 
Thus the ideal scenario of a cyber exercise will cover 
both technical and strategic decision-making aspects, 
whereas today cyber exercises often take place in 
laboratories among technical personnel only. While 
technical exercises are valuable from an operational 
viewpoint, national policymakers need to guarantee 
that different departments in charge of critical service 
providers, private sector executives and key public 



administration personnel will also be involved in 
exercising. Governments should also be able to 
exercise a national crisis with several elements, one 
of which could be a cyber disruption of vital networks 
or services. A well-implemented exercise will allow the 
drawing up of contingency plans and to assess the 
readiness of national structures. Exercises will also 
inform policymakers where additional investments 
should be directed; for instance, through the purchase 
of alternative communications means, the bolstering 
of network defence in vital areas, etc. 

National policymakers also need to include cyber 
aspects into defence and security policy planning. 
Defence forces should be able to protect themselves 
and operate while under 
cyberattack, they should 
have specialised incident 
response structures to 
mitigate cyber intrusions 
and these should be 
brought into national 
contingency planning 
to determine their role 
during conflicts. Bolstering 
cyber security in national 
security, defence, crisis 
management and critical 
infrastructure protection areas will require advanced 
cyber threat awareness and analysis capabilities on 
a national level. 

Finally, training and education in cybersecurity is a 
vast field that includes IT security personnel and other 
specialist training, as well as educating the general 
public and executives on cyber threats. The shortage 
of IT security experts is already critical and many 
governments are developing elaborate mechanisms 
to keep the most talented cyber workforce at home. 
Universities and colleges offering IT education 
are not necessarily including IT security into their 
general curricula. A good start would therefore be 
to mainstream computer security and information 
security elements in all IT curricula, in parallel with 
increasing investments into specialised IT security 
and network defence training. The funding for applied 
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and theoretical research in computer science could 
increase, and inter-disciplinary cyber studies should 
be encouraged to prepare the next generation of 
decision-makers and analysts. 

Major challenges that lie ahead for all public 
policymakers in advanced economies are not only 
related to their internal capacity to bridge the gaps 
in cyber expertise or achieve better cyber readiness. 
One also lies outside their borders. While the policies 
and organisational structures already exist in many 
advanced industrialised countries, there are still 
numerous countries where cybercrimes will not be 
investigated and cyber threats not noticed. At the 
same time, the number of Internet users will double 

by 2025 from 2,5 billion 
to 5 billion. Most of the 
new users will come from 
emerging and developing 
nations. The challenge 
that lies ahead will be to 
assist those countries 
with rapid growth in user 
numbers in building the 
necessary organisations 
and expertise to face 
cyber threats. The 
European Union has 

for this reason started training law enforcement  
personnel in many countries outside the EU. 
Assistance is being offered on how to introduce the 
concept of cybercrime into national legislation, with 
related training to judges and prosecutors. The EU is 
cooperating widely with the Council of Europe, Interpol 
and other actors in providing worldwide expertise 
on fighting cybercrime. Efforts are also underway  
to help developing countries to build Computer 
Emergency Response Teams and develop national 
cyber policies. 

Another challenge for the emerging issue of 
cyber public policy is the fast changing global reality 
caused by technological change. Better cooperation 
between the technology and international cyber 
policy communities would allow both of them to 
learn from each other, and to understand these new 

... THE SHORTAGE OF IT SECURITY 
EXPERTS IS ALREADY CRITICAL 

AND MANY GOVERNMENTS 
ARE DEVELOPING ELABORATE 

MECHANISMS TO KEEP THE MOST 
TALENTED CYBER WORKFORCE  

AT HOME …



developments. New trends of global techno-politics 
are surfacing that all public policymakers face, but 
are not always able to address due to their limited 
understanding of technology issues. The fact that 
emerging markets and developing economies will 
soon host the majority of Internet users will also 
affect cyber policy debates.  Technology will have a 
powerful effect in empowering the global South and 
the practices that evolve will affect also the markets of 
advanced economies. 

Finally, a major future challenge that lies ahead 
of cyber policy communities will be to find a magic 
formula to get the cyber regulation issue right. 
There is an urgent need for well-balanced industrial 
and regulatory policies in cyber issues against the 
background of the growing costs that cyber threats 
pose for industries, which prompt them to hide the 
gravity of the problem, to ignore risk management 
procedures or even to alter business processes. The 
limited cyber thought leadership in the public policy field 
has held back the development of needed regulatory 
processes. A growing consensus is, however, 
emerging that minimum organisational and risk 
management standards for critical service providers 
should be established. Both the U.S. government and 
the EU have started regulatory steps, which should 
provide for better cyber protection of key services in  
the critical infrastructure and the public sectors.  Some 
industries would argue against cyber regulations out 
of fear that this will slow down innovation. Indeed, 
the debate about whether cyber regulation can 
be implemented and verified – and whether it will 
finally improve the situation – is still ongoing. There 
is a justified fear by industry that overregulation will 
not increase security, but will encourage compliance 
only. However, we have seen a sharp rise in the 
number of threats where the private sector has fallen 
victim to cyber attacks, and industry leaders are 
also getting worried about this new reality.  There is 
clearly an opening for a wider debate and educational 
opportunities here, which will allow addressing 
the core of the issue – how much regulation 
and what regulation will have the best effect on  
cyber security. ■

CYBER SECURITY AND PUBLIC POLICY
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AUTOMATION IN CYBER SECURITY

What have the ideas behind smart cities, 
autonomous transport systems and the Internet 

of Things got to do with the military?  The simple 
truth is that for years, countries like the UK (and their 
major allies) have sought to gain advantage through 
technology. Combined with a parallel desire by 
governments of all flavours to seek efficiencies and 
savings, the call of ever greater use of technology 
has been siren.  The modern military, like society, has 
become increasingly reliant on the ability to employ 
cyberspace in order to operate.  Tight integration 
with industry for the repair and maintenance of high-
end platforms (aircraft and ships) means that there 
is data exchange between the platform, engineering 
management systems and industry.  Functions once 
wholly delivered by uniformed personnel, such as 
logistics, are increasingly contracted out.  Defence 
therefore reflects technological changes in wider 
society with ever increasing interconnectivity, 
interdependency and complexity.

There is a temptation to regard Defence as having a 
unique set of challenges.  It might be better to consider 
that Defence shares a number of features with other 
industries.  It has the need to afford a high degree 
of protection to certain information assets (like the 
finance and banking sector) and it operates in harsh 

and distributed environments with scarce bandwidth, 
high latency and inconsistent connectivity (like the oil 
and mining industries).  Where things may differ could 
be the lengths to which a future aggressor might go 
to deny use of cyberspace in times of tension or war; 
whereas a bank has commercial competitors and 
may be attacked by criminals, for Defence at times 
the competitor is also the aggressor and has a role in 
shaping the response across a number of inter-related 
environments (such as cyberspace, land, maritime 
and air).  What is clear is that the attack surface and 
complexity continue to increase making improved 
cyber security more urgent and more difficult.  

AUTOMATION
It is likely that automation has a role to play in 
improving cyber security.  Why?  We recognise three 
drivers. Firstly, security analysts need to be highly 
trained and experienced.  This puts a premium on their 
skills.  The distributed nature of the Defence enterprise 
militates against a purely centralised solution, driving 
up the need for more analysts.  The reality is that the 
most experienced analysts are likely to be employed 
centrally with the less experienced at edges of the 
network in deployments that can be expected to 
work autonomously at times and that have the most 
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interesting mix of traditional information and cyber 
physical systems.  Secondly, a significant amount 
of an analyst’s time is spent gaining understanding 
of what is happening in order to make a decision 
on how to respond.  Thirdly, the speed of response 
may be crucial in containing or defeating an attack.  
These drivers all suggest that automation has a 
role in reducing the cognitive burden on the analyst, 
mitigating the risks associated with skills shortages 
and enabling attacks to be contained quickly.

It is expected that there will be many potential 
areas of a cyber security system where automation 
may have a role.  The UK’s Defence Science and 
Technology Laboratory (Dstl) has started to explore 
possibilities by considering how Courses Of Action 
(COA) might be computed and prioritised by a suitable 
system.  In this context, a COA is a viable response 
or set of responses to an attack or predicted attack; 
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for example, changing the policy on a firewall.  Dstl 
runs the Centre for Defence Enterprise (CDE) which 
allows industry and academia to compete for research 
contracts where we seek proofs of concept of innovative 
solutions.  In September 2014, Dstl launched a CDE 
competition under the heading “Automating Cyber 
Defence Responses”.  The challenge was to find ways 
of generating or selecting COA, ranked by efficacy, 
that could either be applied automatically or aid an 
analyst in decision making.  The COA “engine” needs 
to sit in a wider cyber security system and suppliers 
were told to assume that it would fit into a wider high 
level construct as shown in Figure 1.

In the construct, suppliers could assume a common 
data store and a common presentation service.  They 
could also assume that detection and analysis of an 
attack could be considered as a computational service 
providing inputs into their solution and that effector 

Figure 1.



connectors would convert outputs, be they analyst 
or automatically selected, into actions.  Following 
the CDE competition, nine research contracts were 
let at the end of 2014 covering a range of possible 
approaches including Game Theory, Attack Graphs 
and Modelling.  Some suppliers have chosen to make 
the assumptions already described whilst others have 
included elements of attack analysis and actuation in 
their proposed solutions.  

THE IMPORTANCE OF CONTEXT
Engagement in this research has brought the 
consideration of potential approaches, the challenges 
of development beyond proof of concept and the 
practicalities of automating elements of cyber security 
into sharper focus.  In particular, it has generated 
debate about context, scaling, assurance and 
confidence.  Of these, we have quickly come to realise 
that context is key if automation is to successfully 
adopted.

When a person makes a decision, they consider the 
facts they have to hand and the current context in which 
the decision is being made.  It may be that they do not 
have all the facts they would ideally require to make 
the optimal decision or there is uncertainty associated 
with those facts, so they have to make assumptions 
based on experience and context.  Similarly, the 
decision selected is based on context.  For example, 
a service provider might ordinarily wish to protect 
the future availability of his services by temporarily 
turning off services or isolating sub-nets when a cyber 
attack is detected.  If availability of those services right 
now is vital to the completion of a high priority task 
(perhaps, in a military context, successful execution 
of a military operation) then it may be more important 
to leave the services up, however degraded.  The big 
question then, for automated cyber responses, is how 
the system gains enough contextual knowledge to 
generate and prioritise viable and trustworthy COAs.

The impact of a risk maturing depends on the value 
of what is lost or compromised and so it is important 
to understand the relative value of the assets.  There 
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is some debate about whether the asset is information 
or a machine but what it is important to know, in the 
context of current business priorities, which assets 
have to be protected at that moment if the business 
process is going to continue to operate.  This raises 
some interesting questions about how values may 
change over time, depending on the business 
imperative of the moment. Dstl is working on a  
project, with partners from industry and academia, 
to see how missions and supporting processes 
can be mapped to the underlying information 
services and infrastructure in such a way that the 
relationship between them is better understood.  The 
aim is to ensure more robustness and adaptability, 
closing the loop between impact assessment and  
reconfiguration of assets. The higher the fidelity of 
understanding of the relationships, the better the 
understanding of the impact on a process of an 
attack and equally the better the understanding of 
the consequence of implementing any particular  
technical response.

What might be the key components of context?  It 
is still early in our thinking, but we have identified a 
number of elements that have internal and external 
dependencies.  The most basic requirement is to have 
situational awareness of the assets making up the 
systems of interest.  That means knowing about the 
existence of machines/gateways/firewalls etc in the 
system, their configuration, patch status and purpose.  
For a very large system that has grown over time, that 
is often a significant challenge.  It is also necessary to 
know what mitigation options are available in terms of 
analyst skills and availability and the types of response 
possible.  For example, a viable response might be 
to apply a patch but a patch might not be available.  
Next, it is necessary to gain a partial view of the 
potential risk being carried by correlating vulnerability 
data, usually taken from external sources, with asset 
configurations.  This needs to be a regular exercise as 
new vulnerabilities are being added daily.  The view is 
only partial at this stage because vulnerability is only 
part of the risk equation:



The other components of the probability calculation 
relate to threat actors.  Better understanding of the 
threat at any moment in time raises the possibility 
of being able to take proactive measures to improve 
resilience to an attack. Just because a system is 
carrying vulnerabilities does not in itself mean that the 
risk is high; those vulnerabilities have to be exploitable 
by an attacker able to get at them and employ them to 
achieve a useful effect.  It follows that a key element 
of context is intelligence on threat actors, specifically 
their capabilities and likely intentions. There are  
tools and services in the marketplace that 
offer threat intelligence but many of these only  
actually offer information.  Lists of problematic URLs 
are certainly useful but they do not fall into the  
category of intelligence as understood by the military.  
Intelligence is prioritised information analysed and 
interpreted by trained 
analysts that has 
provenance (including 
correlation with other 
sources) and is timely, 
accurate and actionable.  
The problem is that 
intelligence is usually 
expressed as expert 
opinion caveated by 
levels of confidence; it 
is well understood by 
humans but difficult to 
translate into a form that 
has sufficient meaning for a machine to use effectively.  
Moreover, military intelligence is usually created by 
analysts who do not have a technical background.  For 
specific cyber intelligence at the classifications useful 
to Defence, it may be necessary to consider setting up 
a specific function with appropriately trained personnel.  
Fusing semantic reporting with other data sources 
(such as open source intelligence (OSINT)) and tying  
in known technical capabilities (such as malware 
or an ability against a cyber physical system)  
will give a much better understanding of the risk 
being carried and allow for proactive measures  
to be taken.
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Big data solutions may well have roles in helping 
to provide context from both internal and external 
data sources. The generation of actionable cyber 
intelligence outlined in the previous paragraph is one 
example. Looking for trends by correlating packet 
captures with other multi-modal sources is another.  
Historically, data has often been used to work out what 
has happened once the impact of an attack has been 
felt.  It would clearly be better to spot an attack in its 
early stages.  This would allow a number of responses 
to be considered, including removal of the issue, 
containment or even observation if learning more 
about the attacker is deemed to be important.

ASSURANCE AND CONFIDENCE BUILDING
There will be a number of major challenges with the 
introduction of any degree of automation.  The two 

that stand out from work 
so far are assurance and 
confidence building.  At the 
integration framework level, 
collecting and collating 
data to provide increased 
situational awareness 
improves decision making 
but it also, if exposed to 
an attacker, provides a 
short cut to understanding 
the system; situational 
awareness cuts both ways.  
It is of vital importance that 

the cyber security system is itself secure.  Automated 
processes potentially lend themselves to abuse, either 
due to weaknesses in the technology being used or 
if the action taken is predictable and can be used to 
generate an effect useful to the attacker.  An example 
might be where the expected response is to blacklist 
an IP address, to spoof misbehaviour to make it appear 
as if it is coming from a useful address in order to deny 
connectivity. It follows that the tools and processes 
used to achieve automation must have security 
robustly built in.

Building confidence in automated processes will 
be key.  As with any new capability, it will take time 

... AS WITH ANY NEW CAPABILITY,
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for users to gain trust in a system with any level of 
autonomy and that trust will be initially brittle.  Stepping 
straight into the generation and selection of COA is 
ambitious but is helping, at a research level, to flush 
out challenges.  It is unlikely that full automation (where 
the selected COA is automatically applied without any 
human intervention) could be adopted early. Early 
adoption is more likely where automation assists the 
operator in decision making, reducing the cognitive 
burden and speeding up resolution times.   Scalability 
of solutions will be a component of confidence 
building, particularly the ability of a process to cope 
with complex or simultaneous attacks.  Metrics and 
modelling will have a role to play in demonstrating the 
robustness of automation, as will well thought through 
implementation plans that would include confidence 
building measures.

 
CONCLUSION
Automation is highly likely to have a role in cyber 
security to ease the burden on cyber security analysts, 
to speed up responses and to mitigate issues around 
the availability and location of appropriately skilled 
manpower.  We continue with our work into the 
art of the possible with COA responses and plan to 
extend that work in the next year to an international 
collaboration.  The project has highlighted a number 
of other research challenges over what best to 
automate, how to achieve machine useable context, 
how to assure automated security processes and 
how to ensure that confidence is built in such a way 
that automation is not prematurely rejected.  We look 
forward to addressing these tricky challenges in the 
coming years. ■
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CYBER TERRORISM

INTRODUCTION
The revolution of computing and networks could 

revolutionise terrorism in the same way that it has 
brought about changes in other aspects of life. The 
modern technological era has faced countries with a 
new set of security challenges. There are many states 
and potential adversaries, who have the potential and 
capacity in cyberspace, which makes them able to 
carry out cyber-attacks in the future. Some of them 
are currently conducting surveillance, gathering and 
analysis of technical information, and mapping of 
networks and nodes and infrastructure of opponents, 
which may be exploited in future conflicts. 

Information and Communication Technology (ICT) 
brought with it the importance and interest in the spread 
and exchange of information between continents and 
countries of the world, and has therefore become one 
of the pillars of the current era, bringing many benefits. 
Nevertheless, it has raised risk and security concerns. 

With the entry of the Web or “Internet” and the ever-
increasing users of this technology, terrorist attackers, 
hackers and intruders spend hours in an attempt to 
penetrate, or gain access to important information, 
which can be used for material and moral extortion. 

Given the importance of the security of critical 
infrastructure constantly evolving in Saudi Arabia, and 
related networks, information systems and control 
systems and supervision, as well as the importance 
of information security to the general public, this is 
one of the major and important factors to achieve and 
maintain national security in Saudi Arabia. In contrast, 
any disruption or instability in national security will 
result in very serious consequences for the stability of 
the country, its economy and its political situation.  

This research derives its significance from the 
importance of its themes. Saudi Arabia’s national 
security is of top priority to the Saudi government. 
Understanding, identifying and predicting early 

KNOWLEDGE OF THE POTENTIAL THREAT OF CYBER 
TERRORISM TO CRITICAL NATIONAL INFRASTRUCTURE
Abdulrahman Alqahtani, PhD candidate, School of Politics,  
Philosophy & International Studies, The University of Hull, Hull, UK, HU6 7RX 
qahtaniasa@me.com

Modern technology, which consists of computers, networks, communications, satellites, etc., has contributed to increasing 
openness, which is attributed largely to the growth of interdependence between parts of the world, provided by the ever-
expanding Internet. This very rapid growth in computers and related networks and infrastructure pushed the world into 
the “information age”, which is generally accepted as the period covering the late twentieth century and early twenty-first 
century. This paper uses qualitative data to develop a conceptual framework to know how to identify the cyber terrorism 
threat from the viewpoint of experts and officials in critical infrastructure. Empirical data collected from in-depth interviews 
were analysed using grounded theory approach. This study applied to Saudi Arabia as a case study.   
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indicators that may pose a threat to national security 
will help to achieve this. This study, by analysing 
qualitative data, which was obtained from the critical 
infrastructure, helps to describe potential threats 
to national security posed by cyber terrorism, as 
compared to those posed by conventional terrorism. 
This pairing and comparison will help to identify the 
level of knowledge of this threat. This in turn will provide 
a conceptual framework for decision-makers about the 
problem in question and therefore the government will 
be able to take the necessary action on a clear basis 
and within a strategic path to combat cyber terrorism.

 
CYBER TERRORISM DEFINITION 
In the literature on terrorism, cyber terrorism might 
be one of the terms that is most misunderstood and 
misused. According to 
Ron Dick, Director of 
National Infrastructure 
Protection Centre 
(NIIPC) in 2002, cyber 
terrorism means “any 
criminal act perpetrated 
through computers 
resulting in violence, 
death and/or destruction, 
and creating terror for 
the purpose of coercing 
a government to change 
its policies” (Berinato, 2002). More comprehensively, 
according to Dorothy Denning, “Cyber terrorism is 
the convergence of terrorism and cyberspace. It is 
generally understood to mean unlawful attacks and 
threats of attack against computers, networks, and the 
information stored therein when done to intimidate or 
coerce a government or its people in furtherance of 
political or social objectives”  (Denning, 2002).   

Given the literature on information warfare, to 
illustrate the difference between information warfare 
and cyber terrorism, it is clear that cyber terrorism 
may be one of the components of information warfare. 
In other words, information warfare includes cyber 
terrorism” (Taylor, 2006, 2011). Some suggest that 
information warfare is an offensive and defensive 
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function of governments (Pollitt, 1988). However, 
how effective is cyber terrorism in the nature of the 
warfare in the information age? According to David 
Lonsdale, it “will only substantially change the nature 
of warfare if it proves to be independently strategically 
effective” (Lonsdale, 2004). Hence, cyber terrorism 
can be defined as the intentional use of subversive 
activities, or the threat thereof, against computers 
and networks related to critical infrastructure and vital 
services, with the intention to cause massive physical 
and psychological harm, for any objective whatsoever. 

In general, cyber terrorism involves a surprise 
attack by sub-state terrorist organisations or groups of 
individuals using computer technology and networks 
to hinder or disrupt the electronic and physical 
infrastructure of a state, to achieve a certain agenda. 

This causes the loss of 
critical services such as 
electric power, banking 
systems, health services, 
telephone, Internet, etc. 
At the same time, the 
target might be individuals 
or groups of individuals, 
such as cyber-attacks 
against implanted 
medical devices, which 
may cause death. The 
aim of such action is not 

limited to the economic impact on a particular state, 
but also to amplify the physical effects of conventional 
terrorism, through the events of more confusion and 
panic among the general public of the state. According 
to the FBI’s National Infrastructure Protection Centre 
(NIPC), the goal of cyber terrorism is “to create fear 
by causing confusion and uncertainty within a given 
population, with the goal of influencing a government 
or population to conform to a particular political, social, 
or ideological agenda” (Garrison and Grand, 2001). 
Terrorist organisations “generally use symbolic means 
to attack the sanctity of the society in which it exists.  If 
attacks on these symbolic targets are successful, the 
terrorists will have accomplished their goal of isolating 
individuals from the society in which those individuals 
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formerly felt secure.  Such actions result in confusion 
and uncertainty about a government’s ability to protect 
its citizens.  This is when citizens are most vulnerable 
to influence by others” (Verton and Lee, 2003).

METHODOLOGY
This study used a qualitative methodology approach, 
which is a procedure of data collection and analysis 
that use qualitative data.  One of the salient strengths of 
qualitative research is that it is focused on the context 
and meaning of human life and experience, for the 
purpose of inductive research or development of theory. 
It is a form of systematic and thorough investigation, 
which uses data collection methods such as in-depth 
interviews, ethnographic observation, and review 
of documents. Qualitative data helps researchers 
understand processes, especially those that arise with 
the passage of time, and provides detailed information 
about setting or context. It emphasises the opinions 
of the participants, through quotations. Qualitative 
methods facilitate the collection of data when other 
measures do not exist, and provide a greater depth of 
understanding of concepts (Silverman, 2010; Creswell, 
2012). Qualitative approaches commonly used in 
security studies are case studies, grounded theory, 
and phenomenology (Castro, 2013; Shepherd, 2013). 

There are several methods of data collection 
in grounded theory research, such as interviews, 
observations, documents and records, or this study, 
used in-depth interviews, which can be conducted 
face-to-face, by telephone, or through electronic 
communications such as the Internet.   In-depth 
interview was the method selected for this study 
because it is a directed conversation and it “allows 
in-depth exploration of a particular topic with a person 
who has had the relevant experiences”.  The interview 
method provided the researcher with flexibility in being 
able to ask questions in detail, as well as follow-up 
questions, which is not available in other forms of data 
collection, e.g., a questionnaire.

The Grounded Theory Method is a form of qualitative 
method that comprises a systematic, inductive, and 
comparative approach for conducting inquiry for the 
purpose of constructing theory (Charmaz, 2006). This 
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methodology is designed mainly to encourage the 
continuous interaction between the researcher and 
the data, through constantly engagement in emerging 
analysis during the study. Data collection and analysis 
proceed simultaneously with each other, and inform 
and facilitate each other. GTM builds experimental 
investigations in the analysis process, as it leads the 
researcher to test all theoretical explanations for the 
empirical findings of the research. An iterative process 
is used to move forward and backward between the 
empirical data and emerging analysis, which makes the 
collected data gradually more focused and the analysis 
is, in theory, also more successful. GTM is currently the 
most widely used on a large scale and the most famous 
among qualitative research methods, across a broad 
range of disciplines and subject areas. “Innumerable 
doctoral students have successfully completed their 
degrees using GTM” (Bryant and Charmaz, 2007).

Grounded Theory uses a form of purposive sampling, 
known as theoretical sampling, where participants 
are selected according to the criteria specified by the 
researcher and based on the preliminary results. Early 
analysis of the data refers to the issues that need to be 
explored, and thus the sampling process is guided by 
the ongoing development of the theory. Data collection 
and analysis are conducted in alternating sequences 
(see Figure 1).  

  

Figure 1: Process of the analysis.



There are several techniques used in data analysis 
in grounded theory methodology. This study adopted 
a three phase coding system suggested by Strauss, 
and Strauss and Corbin,  namely, open coding, axial 
coding and selective coding. These phases were 
adopted because over time, they have become 
the most widely accepted in GTM.  Open coding 
is the first step in the process of coding; it is a good 
start for analysis, in which selecting and labelling 
categories of data take place. Therefore, aspects of 
the phenomenon under study are determined.  It also 
produces a list of themes important to interviewees. 
Conceptual labels are attached to almost every line 
in the interview transcripts, also known as line-by-line 
coding.    These labels can represent the context of the 
interviewees’ words, and when these labels are taken 
from their own words, it is called in vivo coding. At this 
stage, the researcher captures the concepts that he is 
trying to uncover (what, when, where, why, who and 
how consequences), based on questions proposed by 
Strauss and Corbin (Strauss and Corbin, 1998).   

DATA COLLECTION
As the problem of the research is relatively recent, and 
there are no studies dealing with the potential threat of 
cyber terrorism on the national security of the Kingdom 
of Saudi Arabia, compared to conventional terrorism, 
the research aims to explore knowledge of this threat. 
Thus, grounded theory methodology is the appropriate 
option for this search. The first stage is exploratory and 
preliminary findings are used to guide the ongoing data 
collection process. The pilot study for the first phase 
of this study included conducting six interviews with 
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Saudi students on scholarships to study in the United 
Kingdom, all of whom are studying at postgraduate 
level, four of them for doctoral study, two for a master’s 
degree. All are employees working in one of the 
components of critical infrastructure in Saudi Arabia. 
These components have been divided into sectors, as 
also are coded for security purposes, and due to the 
sensitivity of the data, explained later in this chapter. 
Interviews were analysed directly during the pilot study. 
Subsequently, 15 in-depth interviews were conducted 
based upon the preliminary results of the pilot study. 
These 15 interviews were conducted with experts and 
officials in the critical infrastructure sectors in Saudi 
Arabia during the collection trip.  

DATA ANALYSIS

Macro-Category ‘Knowledge’
Through the analysis of in-depth interviews with experts 
and officials in Saudi Arabia, the researcher obtained 
a very large number of codes. These codes were 
grouped into sub-categories based on their properties 
and dimensions. Subsequently, the main categories 
have been formed covering all themes of the study 
interviews. In the end, after a series of reflections and 
comparisons, macro categories were formed which 
were more abstract and easier to understand.  The 
macro category ‘knowledge’ will be presented with its 
main constituent categories, then each category will be 
addressed separately, with the codes that formed the 
category, and in some cases memos. Table 1, below, 
presents the main categories and sub-categories 
within the macro category ‘knowledge’. 

Table 1: Macro-category ‘Knowledge’ and its sub-categories.

Category Physical or virtual 
threat or both

Threat targets Renewable Threats Forms of threat

C
od

es

Physical threat
Virtual threat
Concurrent threats

Government installations
Residential compounds
Oil and industrial zones 
Holy places

Technology advances
Educated terrorists
New tactics

Espionage
Virus and worm attack
Trojan attack
Terrorism financing
Sabotage



Through the interviews, it became clear that the 
respondents are paying attention to the nature of the 
threat itself; in other words, the nature of potential 
attacks, either cyber or conventional, or a combination 
of both.  In addition, this nature varies depending on 
targets of these threats and the actors. The renewable 
nature of these threats was shown by the many 
different forms of threat which were seen or predicted 
by the respondents. Figure 2 gives a summary of the 
occurrence of these categories through their constituent 
codes resulting from coding of the interviews transcripts 
with Nvivo software.  

The sub-categories and codes will be presented in 
detail below.

Physical or virtual or both (sub-category)
During the analysis of the in-depth interviews,  
several codes emerged which focused on the practical 
nature of the threat itself, whether it be physical,  
virtual or both. By linking these codes, a sub-
category was created. Each code will be addressed  
separately below. 

•	Physical	threat	(code)
Most respondents talked about the physical threats 

in many ways, more so the officials than the experts. 
Among the threats mentioned were bombings, using 
booby-trapped vehicles. D3 talked about it saying:
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“You and I know, as everyone knows, that we here 
[in Saudi Arabia] are still afraid of terrorists who 
booby-trap trucks and then drive them to one of the 
residential complexes and blow them up... Whatever 
our progress in various fields, this method will remain 
an obsession.”

Another threat mentioned was that of using 
improvised explosive devices, planted in some 
government or private facility. F2 explains: 

“A percentage of reports requiring attention talked 
about threats of planting explosive devices in 
warehouses, stores, or headquarters of some 
government agencies… Even though they were just 
reports, it gives us an idea of how the terrorists are 
still thinking.”

There are also several respondents who believe that 
the number of attacks targeting foreign individuals in 
Saudi Arabia, either through kidnapping, murder or 
harassment, has been significantly reduced over the 
past decade. E1 touched on it,

“The threat against those who come to Saudi Arabia, 
either to work or visit, such as westerners or others, 
may be greatly reduced compared to a decade 
ago. Foreigners now move freely and live with 
citizens and go shopping and hiking in the desert 
 without any fear.”

Figure 2: Number of times of sub-categories of Knowledge in the interviews.



It is interesting to observe that one of the respondents 
mentioned the occasion of the Islamic annual pilgrimage 
to the holy places Makkah and Medina, which is seen 
as a likely target for terrorist attacks, particularly as the 
eyes and ears of the world are upon it.  M1 says:

“Every year, our hands are on our hearts during 
the pilgrimage season. Nearly three million pilgrims 
come from all over the world, and we are responsible 
for their personal safety. The pilgrims could be 
targeted by bombing, kidnapping, assassination or 
toxic pollution, and others... All of this puts a heavy 
burden on us.”

•		Virtual	threat	(code)
The interviews showed that the number of cyber-

attacks in the virtual world in Saudi Arabia is on the 
increase. This coincides with the focus of government 
institutions and companies on maintaining the security 
and protection of their businesses, in the light of the 
rapid changes occurring in the online world. A3, an 
engineer who has worked in Saudi Arabia Symantec 
Corp., explains that,

“The proportion of directed attacks rose to more than 
42% last year, at a time when there was an increase 
in the number of attacks focusing on theft of data and 
information, especially those geared to small and 
medium businesses, in which attacks have increased 
by 31%.”

Also, cyber threats and intrusions of a highly complex 
technical nature have increased in the Arab Gulf 
countries, including Saudi Arabia, where, for several 
months, some of the targeted bodies are not aware that 
they are under attack. This increases the importance 
of information security in the region. D4 confirms this:

“Cyber-attacks on Saudi Aramco, and Qatari RasGas 
during the past two years show for the governments 
of the Gulf Cooperation Council that cyber security 
is the solution, and that this security has become as 
important as military equipment.” 

The more internet connections a company operates, 
the greater the risk. A cyber- attack could result in 
the loss of confidence in the networks on which 
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the infrastructure depends, as well as losing the  
ability to communicate securely. This poses a severe 
economic risk, especially given that the telecom and 
information technology sector in the region received 
a large share of investments, which included the 
establishment of mobile phone networks, fibre-
optic and provide broadband and data centres.  

H1 emphasises this, 
“Saudi Arabia has become on a par with the best 
countries in the world in terms of the use of mobile 
phones, smart devices and the Internet, and in terms 
of the efficiency of e-services and the widespread use 
by government, banks, corporations and individual 
users.”

G1 asserts that as well: 
 “The loss of confidence in the network will have a 
negative effect on information and communication 
technology, and may affect its ability to be a catalyst 
for economic and social development, as this lack 
of confidence may sometimes undermine business 
opportunities and economic efficiency, and the ‘big 
players’ will start losing confidence in the security of 
this technology.”  

A new kind of threat has emerged over the past 
decade through cyberspace; this threat is focused 
on catching Saudi youth and inciting them to fight in 
sites of conflict around the world, stirring up sympathy 
and emotions through unknowns electronic fatwas, 
or tendentious jihadist clips, and calls to the so-called 
state of “Caliphate.” C2  said: 

“The induction of Saudi youth into wars in other 
countries under the slogan of jihad is the result of 
material broadcast across the social networking sites 
and recordings on ‘YouTube’, and ‘Facebook’ urging 
them to advocate for their brothers in areas around 
the world.”

L1 also touched on this:
“…directed recruitment of young Saudis to go to 
participate in the fighting in Syria under the guise of 
jihad is over ‘Twitter’, where they were monitoring 



160 Hashtags, and 1500 accounts belonging to 
instigators for Saudis to participate in the fighting in 
Syria within extremist groups.”

•	Concurrent	threats	(code)
Many respondents believe that there is a concurrent 

threat, either physical or virtual, when several attacks 
could be synchronised to occur at the same time. It 
was found that there are three 
types of concurrent threats: 
concurrent physical threats, 
concurrent virtual threats, or 
concurrent physical and virtual 
threats. This would increase 
the complexity of the threat, 
for example, for concurrent 
physical threats.  H1 asks:

“Do you rule out that a terrorist 
group could blow up several 
residential compounds in 
the city of Riyadh within one 
hour; for example, three sites 
in the north, east and west? 
It would cause bewilderment 
and a big mess for all the 
emergency services –  police, 
ambulances and hospitals – 
wouldn’t it?... I do not rule out 
this happening.”

A4 touched upon concurrent virtual threats by saying:
“... If there is a group of hackers hacking or disabling 
websites of several key ministries in the state, or 
websites of several banks at the same time, or 
navigation systems or power grids at one time ...”

As for concurrent physical and virtual threats, which 
may be the most dangerous, C1 believes that:

“…the deadliest threat is when physical attacks and 
cyber-attacks are combined simultaneously...whether 
they are on a single facility or multiple facilities...but 
from my point of view I think it is unlikely to happen 
as it requires organisational and technical skills not 
owned by the terrorists, at least for the time being.”
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Threat targets (sub-category)
Under this category fall several codes representing 
most of the terrorist threat targets in Saudi Arabia, 
based on the viewpoint of officials and experts through 
the interviews, as follows:

•	Government	installations	(code)
Almost all respondents agree that government 

installations are vulnerable 
targets to terrorist threats, 
whether conventional or 
cyber. This is as a result of the 
detection of several terrorist 
cells inside and outside the 
Saudi territory during the last 
five years, planning to target 
government installations 
and foreign interests in the 
kingdom. D3 talked about 
an arrest of members of a 
terrorist cell,
“...62 terrorists were 
arrested for belonging to 
a terrorist organisation 
which is targeting several 
government installations 
and some foreign embassies 
in Riyadh and Jeddah...
during the search and 

raid operations, a laboratory for the manufacture 
of advanced electronic circuits that are used in 
bombing, jamming and eavesdropping were seized.” 

B2 confirms: 
“…according to accidents and reports, many 
government websites have been a target of terrorist 
organisations, they are just waiting for opportunities 
and they can leap into action in various ways...we 
should be ready so well.”

•	Residential	compounds	(code)
Targeting residential compounds for foreigners is 

still a security concern to Saudi officials. Saudi Arabia 
suffered several terrorist attacks of this kind during 

Memo	1:	Physical	and	virtual	threat
It is clear that there is still much fear of 
conventional physical threats, while at the 
same time there is increased attention given 
to cyber threats. Officials are more wary than 
experts in this regard; perhaps the reason for 
this lies in the lack of understanding of the 
nature of these threats. There is currently 
a heated debate in the media about cyber 
penetrations to a number of ministerial 
websites in Saudi Arabia, which was 
accompanied by attacks on Saudi Aramco. 
This can have an impact on the views of 
officials and experts. It was also noted that 
some officials were reluctant to disclose 
statistics or incidents of this kind that they 
have experienced in the past. Also there is 
more transparency in the private sector than 
in government sectors when talking about 
terrorism. 



the period 2003 – 2006, but most of the respondents 
believe that such threats still exist. E2 touched on this:

“Although the height of the violence against foreigners 
in Saudi Arabia was between 2003 and 2006, when 
it claimed dozens of lives, it subsided as a result of 
the stringent security measures imposed. However, 
this does not mean that there are no such threats 
today...”

There is also an ongoing terrorist threat against 
Saudi national residential compounds, especially in big 
cities, L1 said about this:

“These days, those 
involved in the terrorist 
attacks on residential 
complexes are being 
prosecuted, perhaps 
death sentences may 
be issued against 
five of them, we have 
experienced those 
attacks and we still 
receive more reports 
about such threats.”

•	Oil	 and	 industrial	
zones	(code)

There are terrorist 
threats against Saudi oil 
installations in the eastern 
region. These installations are subject to imminent 
terrorist attacks either from one of the neighbouring 
countries, or Saudi Shiite groups backed by 
neighbouring countries. B2 confirms:

“…although al-Qaida is keen to target these oil 
installations constantly, the Shiite threats now are 
more serious and more likely than ever.”

K1 supports this:
“…potential tools for the implementation of attacks 
are drones carrying missiles, in addition to mortars 
fired by Shiite groups emerging locally, supported by 
Iran. The Saudi border has already been under attack 
by mortar shells by Iraqi Shiite groups, you know.”
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At the same time, these oil installations are exposed 
to cyber terrorist threats and attacks more than ever 
before, as they are targeting the entire economy of the 
country. A3 talked about this: 

“…and escalating regional political tensions, and 
the waves of attacks by hackers, raising fears of an 
increasing use of viruses to target oil installations, 
and vital facilities in the Middle East.”

A4 confirms this:
“As the industrial computer systems that control 

power plants and other 
components of the vital 
national installations and 
facilities are often vintage, 
this makes them  vulnerable 
to attack.” 

•	Holy	places	(code)
What distinguishes Saudi 
Arabia religiously and 
globally is the existence 
of Islamic holy places on 
its territory. Makkah and 
Medina are the direction in 
which Muslims face during 
their prayers all around the 
world, and in addition there 
is the tomb of the Prophet 
Muhammad, peace be 

upon him, the destination for millions of Muslim pilgrims 
each year. This huge crowd of different nationalities 
coming from around the world is a favourite target 
of terrorist organisations to launch their attacks. M1 
touched on this,

“the pilgrims could be targeted by bombing or 
kidnapping or assassination or toxic pollution, etc... 
All of this puts a heavy burden on us.”

D4 provided example of this:
“… Hajj was, and is still, a target for terrorism, for 
example, in 1407 AH [1987] Iranian pilgrims carried 
out acts of sabotage and rowdy in the pilgrimage, 
which resulted in the death of 402 pilgrims and 

Memo	2:	Threat	targets
Accurate identification of targets for terrorist 
threats is very difficult. It is difficult to predict, 
although experience and expertise have a role 
to play in it. Respondents made it clear through 
their experiences that potential targets all revolve 
around the four areas discussed: government 
installations, residential compounds, oil and 
industrial zones and holy places. It is noticeable 
that geopolitics influence the choice of targets 
and potential threats, especially in targeting oil 
installations and the holy places. Also, some 
respondents attribute this to sectarian religious 
reasons. The security sector still pays more 
attention to physical threats against these 
targets than to cyber threats; however, one of the 
respondents believed that within a decade the 
real threat to such targets would be cyber ones.



security men, injuring 646 and causing fear and panic 
among innocent pilgrims.”

Renewable natural (sub-category)
Some characteristics of the terrorist threats in  
Saudi Arabia were revealed from analysis of the 
interviews; they were grouped in this category  
as follows:

•	Technology	 advances	
(code)

Most of the respondents 
mentioned that the nature of 
the threats have changed: 
for example, through 
technological revolution and 
progress in this area. C2 is 
interested in this point when 
he said:

“…and modern technology 
has affected almost 
everything in life, including 
terrorist organisations 
which exploit everything 
available to reach their 
goals.” 

E2 touched on this: 
“Terrorists are not stupid, they use technology 
in their communication and deploy their ideas, 
recruitment and deception...they are working to take 
advantage of the Internet and all modern means of 
communication.”

•	Educated	terrorists	(code)
One of the changes in the nature of the terrorist threat 

in Saudi Arabia, whether conventional or cyber, is the 
educational level of the terrorists, as the educated class 
has become vulnerable to recruitment and exploitation 
by terrorist organisations. D3 noted that change, 

“A decade ago, terrorists were young and misled, 
but now terrorists hold a doctorate or degree 
in engineering, medicine, etc.; this is a serious 
intellectual turning.” 
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The terrorists also teach each other about  
explosives, weapons and other tactics via Internet 
websites, hidden training camps or by training in 
another country lacks security. P2 pointed out:

“…many of the terrorists were trained in either 
Yemen or Iraq, and now in Syria, as there are a lot 
of websites that teach how to make an explosive 
device and types of weapons, etc. ...some of them 
are experts in this.”

•	New	Tactics	(code)
Technical progress and the 
emergence of masterminds 
among the terrorists has led 
to a change in the tactics of 
the terrorists. B2 illustrates 
some of changes in terrorist 
tactics:
“…terrorists tactics were 
traditional three decades 
ago, such as intrusions and 
hostage-taking, like breaking 
into the Grand Mosque in 
Mecca in 1400 AH [1979].”

“…and then evolved into bombing of residential 
compounds, and then to several synchronised 
explosions, then targeting security officers, and 
exploitation of women in financing of terrorism.”

G1 gave an example of these tactics,
“…a recent tactic of terrorists is to launch cyber-
attacks on government websites simultaneously 
in cooperation with international groups such as 
anonymous.”
H1 added this:
“One of the new ways used by terrorists to recruit 
young Saudis is Facebook and Twitter in order to 
incite them to go to fight in Syria...they also broadcast 
video clips on YouTube about the martyrs...”

Forms of threat (sub-category)
Analysis of the interviews revealed that several forms of 
threat were discussed, as follows:

Memo	3:	Renewable	natural
Respondents drew attention to the changes 
that have occurred in the nature of the terrorist 
threat in Saudi Arabia, especially the increasing 
use of the Internet and modern technology. The 
majority believe that the changing nature of 
threats requires a lot of planning and resources 
to confront it. They also feel that terrorists are 
increasing their level of education, and the 
use of technology, which increase the rate of 
threat. A group of respondents have studied 
in the West, so they tend to understand the 
nature of the problem more, while others see 
the confrontation. 
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•	Espionage	(code)	
Saudi Arabia is exposed to several forms of 

espionage, including spying on communications 
by several countries, which has negatively affected 
relations with these countries. A3 mentioned it:

“…we are subject to a great espionage operation, 
according to the site (Cryptome) [specialises in 
publishing classified documents], with more than 7.8 
billion operations spying on communications in Saudi 
Arabia by the United States alone.”

Espionage cells have 
also been detected that 
are involved in spying for 
the Iranian intelligence. E2 
explained:

“…for example, Saudi 
authorities have arrested 
27 people, comprising 24 
Saudis, one Lebanese, 
one Iranian and one 
Turkish, on charges 
of belonging to a spy 
network in the kingdom, 
and establishing direct 
relations with the 
Iranian intelligence 
services… they have 
collected information 
on vital locations and 
installations.”

According to C1:
“...a doctor, a university professor and a senior 
banker were among the members of the spy network 
who were arrested last year.”

•	Virus	and	Worm	attack	(code)
When it comes to forms of cyber threats, viruses and 

worms were in most of the respondents’ answers as the 
largest one threatening cyber networks and computer 
systems. B2 described the virus as a form of cyber 
threat:

“…the virus is a simple program that performs self-

copying and can move from one computer to another. 
In order to do so, the virus needs to control the file 
(exe) and destroy it.”

“…when running that file, the virus spreads and 
moves to the other files (exe). In other words, to 
enable the virus to spread and control the computer, 
the virus needs the user’s help by opening executable 
files “with extension exe”

However, C2 believes 
that the worm is more 
dangerous than the virus, 
saying: 
“Worm software is highly 
similar to a virus, with the 
exception that it can re-copy 
itself without the need for an 
executable file, and it often 
uses the network to do so, 
making it more dangerous 
than a virus.”

In the same sense, K1 
illustrated the difference,
“…this means that a worm 
can damage the network as 
a whole, in contrast to the 
virus, which focuses only on 
the executable file.”

•	Trojan	Attack	(code)
Trojan is another form of cyber threat, which 

was repeated in the experts’ interviews. K1 also  
explained that:

“Trojan is a malicious software that does not  
re-copy itself, but instead this type of malware 
installs itself on the user’s computer like a normal 
program which is not harmful. Obviously, the  
Trojans were named according to ancient  
Greek history.”

C2 talked about it:
“These programs present themselves as an ordinary 

Memo	4:	Forms	of	threat
This category of “knowledge” was named to 
encompass the respondents’ views about the 
need to know the nature of the threats in terms 
of their environment, goals, nature, and their 
different forms. Most of the respondents perceive 
the necessity to recognise these threats, either 
through previous incidents, or predictions for the 
future. Knowledge of the threat is the first step in 
dealing with it. Security and military officials cited 
more incidents from the past, while technical 
experts and engineers were more likely to give 
predictions and aspirations for the future. It was 
also noted not to mention suicide bombings 
clearly; perhaps because they had become too 
familiar. There were also obvious concerns about 
the threats posed by the war in Syria and conflicts 
in Iraq, Yemen and Bahrain.
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harmless program, but in fact it fools users to 
convince them to do installation.”

•	Terrorism	financing	(code)
Experts in security affairs contend that  

circumvention of donations and external financing  
are two channels which terrorist organisations  
depend on to finance their cells in Saudi Arabia. 
The experts also highlighted social networking as a  
means of raising funds by extremist organisations, 
funds which are then used to carry out their terrorist 
acts that target Saudi National Security. A4 pointed  
out that:

 “…the methods of terrorism financing might be 
through financial sources such as illegal drugs and 
arms trade, and may be through financial support 
from the business activities operated for the purpose 
of financing terrorism.”

D4 added that:
“…funds might be obtained by deceiving people who 
wish to make charitable donations, deluding them 
that their money will go to the needy, while they 
exploit it to finance terrorism… It may also be direct 
funding from sympathisers with the terrorist ideology 
through their private sources of income, whether jobs 
or trade or anything else.”

G1 confirms on external funding: 
“…there is also support from some neighbouring 
countries; for example, Qatar, which has supported 
the Houthis in their attacks on southern Saudi 
Arabia in recent years… and Iran supports the Shiite 
community in Qatif in the Eastern Province…this  
is certain.”

•	Sabotage	(code)
Acts of sabotage are many and varied; for  

example, causing security chaos and unrest, destruction 
of public properties, and assaulting authorities. In Saudi 
Arabia, there is always unrest and chaos caused by 
the Shiite community in the east of the country. F2 
explained that,

“…continuing chaos in Qatif by Shiites is one of 

the historical problems we have, they are attacking 
security men and destroying police stations, they light 
fires everywhere and use Molotov cocktails. These 
disturb the civilian population and the authorities.”

There are also attacks on shrines, causing panic 
among pilgrims in Medina.  M1 touched on it,

“… in 2010, some Shiite pilgrims in Medina  
dug up some graves in Baqi [a cemetery]  
and created chaos in the courtyards of the Grand 
Mosque. There were skirmishes with the security 
forces.”

One of the main threats is the large number 
of illegal immigrants in Saudi Arabia, who  
sometimes riot and commit acts of sabotage.  L1 talked 
about it:

“…illegal immigrants pose a threat to security…illegal 
Ethiopian immigrants carried out acts of violence and 
rioting in the centre of Riyadh last year [2013], when 
the Saudi government gave them seven months to 
get out of the country.” 

There is also electronic sabotaging against 
government websites. E2 pointed out that:

“Many government websites were attacked during 
May 2013, these attacks were coordinated and 
simultaneous, including the portal of the Ministry 
of Interior...Dr Abdul Aziz Khoja, [Saudi Minister of 
Information], considered that penetrating government 
websites is an attack on the state security.” 

Category of “Knowledge” and its sub-categories can 
be summarised in Figure 3.

CONCLUSION
Cyber terrorism is a potential threat, which could 
undermine the pillars of national security by targeting 
critical infrastructure. This seems evident in developed 
societies, with the increasing reliance on technology in 
most aspects of life. In addition, developing countries 
may face this threat, especially with a growing economy 
such as Saudi Arabia. This requires increased 
knowledge about the potential threat to research and 



explore its aspects in order 
to confront it knowingly 
and perceptible. This is 
what this paper seeks to 
deliver through a conceptual 
framework for knowledge 
of the threat (Figure 3). In 
addition, the researcher, in 
his doctorate study, seeks 
to develop a theoretical 
framework to understand and 
identify the threat of cyber 
terrorism from a broader 
perspective. This is what he 
is trying to publish in several 
stages with the progress of 
the study. ■
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CRITICAL INFRASTRUCTURE PROTECTION

Space systems consist of three segments: the 
space segment, comprising the orbiting satellites, 

the ground segment (also referred to as the control 
segment), comprising the ground stations that monitor 
and control the satellites, and the user segment, 
comprising the equipment that uses the capabilities 
provided by the onboard satellite payloads (e.g., the 
user-terminals, in case of communication satellites). 
A cyber-attack, motivated by political, military, or 
criminal intent, may be carried out against any of the 
three segments. Nonetheless, the ground segment 
is considered more prone to cyber-attacks, owing 
to its greater accessibility, as well as its wide use of 
commercial off-the-shelf IT components (both hardware 
and software). 

Indeed, a number of cyber-attacks on satellite 
systems have been reported over the years. Notably, 
in 1998, the German-US ROSAT space telescope was 

rendered useless after it inexplicably turned towards 
the sun, damaging a critical optical sensor by exposure. 
NASA investigators later determined that the accident 
was linked to a cyber-intrusion at the Goddard Space 
Flight Cente.

A 2011 report to U.S. congress of the U.S.- 
China Economic and Security Review Commission 
documented a number of successful cyber-attacks 
carried out against U.S. government satellites. At 
least two U.S. government satellites experienced, 
each one individually, at least two separate instances 
of interference apparently consistent with cyber 
activities against their command and control systems. 
The more severe case occurred in 2008, when NASA 
experienced two short events of disrupted control over 
the earth observation satellite Terra/EOS AM-1 (lasting 
two minutes in June and nine minutes in October). In 
both cases, the attacker achieved all steps required to 
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command the satellite but did not issue commands. In 
a similar case with Landsat-7, two events of disrupted 
control occurred (12 minutes each, in October 2007 
and in July 2008; the first event was only discovered 
following the July 2008 incident), but in both events, the 
attacker did not achieve all steps required to command 
the satellite. This series of attacks is thought to have 
been carried out through a compromised ground station 
in Norway.

A more recent example of a high-profile cyber event 
occurred late 2014, when the U.S. National Oceanic 
and Atmospheric Administration (NOAA) was forced 
to shut down critical data systems for two days, 
following a breach of its satellite Data and Information  
Service network.
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The ground segment of a communication satellite 
typically comprises a primary ground station and 
one, or several secondary ones, usually located in 
separate geographical sites (see Fig. 1). At the heart 
of a ground station is the control room, wherein 
Satellite Telemetry is received, processed, and 
analysed and Satellite Command and Control (SCC) 
is conducted. Communication between the control 
room and the satellites (uplink commands, as well as 
downlink telemetry from the satellite) are transmitted 
and received through Base-Band equipment and 
Radio Frequency (RF) equipment. These subsystems 
are usually separated from the control room, and  
are frequently located at a considerable distance  
from it.

Figure 1: Typical Ground Station Architecture.



The secondary ground stations are essential 
for meeting the high delivery reliability (DR) and 
continuous operation expected from communication 
satellites, by serving as backup in case of failure in the 
primary station, and in emergency situations. All sites 
are usually interconnected via communication link, 
preferably, a reliable and secure one.

Modern ground stations are typically based on 
commercial, off-the-shelf IT components and standard 
IT infrastructure, common to most organisational and 
command & control (C&C) IT networks. Such networks 
include PC workstations and servers (usually running 
Windows, Linux or Unix), brand network hardware, 
databases, storage facilities, etc. Such architecture 
makes the ground stations systems vulnerable to 
publicly-known cyber threats, which may compromise 
not only the ground segment but  the entire space 
system as well . Often, ground station networks are also 
connected, either directly or indirectly, to the internet, 
thus subjecting the station to remote penetration and 
other internet-related threats.

Straightforward mitigation to such vulnerabilities is 
the application of known IT, cyber & communication 
security procedures and systems hardening at all 
levels, using available COTS solutions, thus obtaining 
increased cyber-security and cyber worthiness. 

In particular, disconnecting the ground station from 
the internet leads to reduced probability of external 
compromise, as well as to possible better containment 
of any possible damage in case of a cyber-infection. 
However, as some measure of internet connectivity 
is usually necessary for the proper operation of 
modern organisations, proper technological measures 
should be taken to minimise the station’s exposure 
to external threats; for example, by using one-way 
communications, or setting a gate filter that scans all 
incoming files and prevents malware-infected files, 
files with a fake extension, or forbidden types of files 
from entering the station network.

A cyber-attack on the ground station may also be 
carried out from within, e.g., by an employee who 
intentionally tampers with the satellite controls or, 
either maliciously or innocently, attaches to the ground 
station network an external memory device infected 
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by malware. Such possible internal vulnerabilities may 
be mitigated by addressing these issues in the ground 
station operation procedures (and verifying that these 
procedures are indeed followed). These may include 
any or all of the following: periodic screening of the 
station personnel; setting a hierarchical authorisation 
scheme, on a need-to-know, need-to-do basis, thus 
preventing access of unauthorised personnel to 
restricted and more sensitive areas of the station 
network; requiring two-factor authentication in order 
to access more sensitive areas of the station network 
and to perform special safety procedures and high-risk 
satellite operations (e.g. firing the satellite thrusters); 
setting a pre-designated, cyber-hardened computer, 
equipped with malware-detection tools, which will be 
used for installing new software, as well as for updating 
programs in the station network and computers; and 
disallowing the attachment of external devices to all but 
several well-monitored access points.

The ground station supply chain introduces yet 
another possible access point for a cyber-attack. 
The installation of new specialised equipment, or the 
upgrade of software or firmware of an existing device, 
often require admittance of a technician employed by 
a supplier into the ground station and the connection 
of non-authorised external devices, such as disks or 
USB drives, to station computers. Moreover, such 
specialised equipment often employs non-standard 
protocols and operating-systems, rendering the 
clearance of software updates a non-trivial task. Such 
occasions may allow an attacker to access the station, 
either with the active cooperation of the technician, or 
without his/her knowledge.

Special attention should be devoted to components 
of the ground segment that are seemingly secure but 
may be prone to attacks by a malicious perpetrator. One 
example is the C&C communication channel between 
the control room and the ground C&C antenna, often 
not only located remotely, out of the physical reach 
and supervision of the control station personnel, but 
also clearly visible, and sometimes accessible to 
bystanders. Another example is the communication 
network between the various ground-segment sites, 
through which continued data synchronisation 



between the sites is performed, thus allowing hot 
backup when needed. Compromise of the network 
may have grave consequences on the functionality of 
the ground segment even though these networks are 
often encrypted.

It should be noted that encryption is considered a 
good measure for securing data: encryption protects 
data when transferred over insecure lines, and 
secures it when stored on our computer, preventing 
its exploitation following theft or unauthorised copying. 
Nonetheless, this protection becomes irrelevant when 
a cyber-attacker gains access to a computer and can 
access sent data before it is encrypted or received after 
it is decrypted. Similarly, since the computer cannot 
process encrypted data, an attacker is able to intercept 
the data when accessed, 
unencrypted, by the user.

The feasibility of a cyber-
attack on an ill-secured 
satellite ground segment 
and the possible grave 
consequences of such an 
event are illustrated in the 
following fictional attack 
scenario.

Consider an operator 
on the ground station who 
receives an email, seemingly from a colleague or a 
friend. Opening a document attached to the message 
leads to the immediate infection of the computer by 
a RAT malware (Remote Administration Tool, which 
grants the attacker full remote access and control 
over the infected computer). Once installed, the RAT 
contacts the attacker’s command and control server 
over the internet, and awaits its commands. The 
attacker may initially study the affected computer by 
examining the programs installed on it, the files that 
reside on it, the computers and devices in its local area 
network, and by monitoring its activity by examining 
screenshots taken regularly. 

This describes a generic, social engineering- 
based, cyber-attack which may affect any type of IT 
network. However, with a bit of luck, the attacker may 
discover that the computer contains a satellite control  
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command authoring program, as well as command 
files to be transmitted to the satellite. After studying 
the command protocol, the attacker may be able to 
modify the command files, adding a sequence of 
instructions that would lead to an undesirable action by  
the satellite.

Once the command file is uploaded to the satellite 
and executed, the connection with the satellite may 
suddenly be cut off. The operators would have no 
choice but to wait for the satellite to auto-recover, 
reboot, and re-establish connection with its home base.

It would take the ground station operators some 
time to understand what went wrong. Only after 
several failed attempts would the operators realise 
that the problem occurs only when commands from 

this computer is sent to the 
satellite. A forensic review 
of the computers and 
internet communication 
would be conducted, 
hopefully gathering enough 
clues to determine that 
the problems occurred 
originated in the C&C 
computer, leading to the 
realisation that the station 
is a victim of a cyber-attack.

In the past few years, cyber-attacks on space 
systems have transformed from a fictional nightmare 
scenario to a clear and actual threat on the satellite 
industry. As space systems become more computerised 
and as their network connectivity increases, this threat 
is expected to grow in the near future, potentially 
affecting millions of people. Thus, cyber protection of 
satellite systems becomes a necessity that providers 
and operators cannot ignore. The modus operandi 
of the satellite market needs to adjust itself to these 
changing circumstances, to include cyber security 
controls and practices in the design of its system, 
its networks and its daily operation. These should  
include measures such as secured topology,  
hardened IT infrastructure, utilisation of stand-alone 
networks, supply-chain control and components 
validation. ■

... IN THE PAST FEW YEARS, CYBER-
ATTACKS ON SPACE SYSTEMS HAVE 
TRANSFORMED FROM A FICTIONAL 
NIGHTMARE SCENARIO TO A CLEAR 

AND ACTUAL THREAT ON THE 
SATELLITE INDUSTRY …
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AVIATION CYBERSECURITY

We all recognise that civil aviation is highly reliant 
on information technology and communications 

systems. 
The availability, accuracy, confidentiality and 

integrity of data are essential for efficient, safe and 
secure domestic and international air transport 
operations. Whether it is booking a flight in the comfort 
of one’s home or the transmission of critical flight 
information, virtually every aspect of modern aviation 
involves complex and interrelated communications and 
computer-based systems. 

While no catastrophic cybersecurity event has been 
reported to ICAO as of this writing, we know all too well 
that terrorists and ‘hacktivists’ are generally determined 
on exploiting vulnerabilities in civil society. 

The attack on LOT Polish Airlines in June of this 
year, for example, resulted in ten domestic and 
international flights being cancelled for that carrier. 
Though no safety-related systems were jeopardised, 
this resulted in significant financial implications for 

the airline, not to mention tremendous inconvenience 
and serious economic impacts for the passengers and 
cargo affected.

We must recognise then that various actors, from 
loners to organised groups, may seek to interfere 
with aviation-related systems for mischief, notoriety, 
activism, commercial gain, or other motivations. Their 
collective determination knows no limit, and neither 
does the global aviation community’s collective resolve 
to work together to mitigate the threats they pose.  

In recent media reporting, a variety of claims have 
been made about possible vulnerabilities in civil 
aviation systems and the possible consequences 
to our network from an attack  Unfortunately, this 
sort of information about security risks can often 
lead to unnecessary public alarm, leading to further 
unnecessary reactions.

In any discussion on civil aviation security, whether 
about baggage, access control or cyber systems, the 
necessary starting point must be an objective and 

MEETING A GLOBAL THREAT WITH A GLOBAL RESPONSE 
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substantiated risk assessment. ICAO has therefore 
ensured that our Aviation Security Panel Working 
Group on Threat and Risk has expanded the scope of 
its analytical work to include cyber threats. 

This forms part of its continuous review of risks facing 
civil aviation security, and impacts its recommendations 
for updating the ICAO Global Risk Context Statement.  

REALISING A HARMONISED, GLOBAL 
APPROACH
An inclusive and risk-based approach to cybersecurity 
is important when you consider the growing complexity 
of the subject matter and the multitude of players 
concerned. 

With today’s emphasis on sustainability, as well 
as the need to constantly achieve “more with less”, 
a collaborative and multidisciplinary approach is 
imperative to effectively achieve our common goals. 
This includes suitable engagement of information and 
communications technology security expertise from all 
quarters. 

Early recognition of the need for a harmonised and 
global approach to cybersecurity, ICAO has been 
determined to bring synergy to the development 
of international civil aviation Standards and 
Recommended Practices (SARPs), and related 
technical guidance, on the matter at hand. But we 
must also recognise that cybersecurity is still a work 
in progress and that a great deal of work remains to 
be done. 

ICAO operates on the basis of three-year periods 
(triennia) between our assemblies, when all of our 191 
member States come to ICAO to approve our work 
program and budget. 

During the last of these, several major international 
civil aviation events identified cybersecurity as a high 
priority, delivering strong recommendations for ICAO 
and its Member States. But while intentions such as 
these are laudable, actions of course speak much 
louder . 

Back in 2011, for instance, a first provision on 
measures relating to cyber threats was introduced 
by ICAO into Annex 17 (Security) to the Chicago 
Convention. The Convention serves as the unifying 
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global agreement between ICAO’s 191 Member States 
on all matters relating to international civil aviation. 
Moreover, the new Annex 17 provision recommended 
that States develop suitable measures to protect their 
information and communications technology systems 
from any interference that may endanger the safety of 
their important global network.

Later that year, new guidance material on cyber 
threats to critical aviation IT systems was introduced in 
the ICAO Aviation Security Manual (Doc 8973). It was 
followed a year later by the First Edition of the ICAO 
Air Traffic Management Security Manual (Doc 9985 — 
Restricted), which provided further technical guidance 
on addressing cybersecurity in this domain. And in 
February of 2014, the adoption by the ICAO Council 
of Amendment 14 to Annex 17 further strengthened 
measures relating to cybersecurity.

Given that the possible impacts of cyber-attacks 
can range from endangering the safety of an aircraft, 
to affecting operational reliability, financial health, and 
business continuity, it will be necessary to periodically 
review, refine and update the assessment of related 
risks. The evolving nature of the cyber threat demands 
that our entire aviation sector remains vigilant.

The road towards a harmonised and global civil 
aviation cybersecurity framework is still a long one. 
We have a lot more to do, and our efforts to date have 
paved the way for even greater collaboration. The 
need for all stakeholders to work together towards 
strengthening the aviation system’s resilience against 
cyber attacks must be paramount. 

Accordingly, ICAO, together with the Airports Council 
International (ACI), the Civil Air Navigation Services 
Organisation (CANSO), the International Air Transport 
Association (IATA), and the International Coordinating 
Council of Aerospace Industries Associations (ICCAIA) 
are working closely on cyber security in civil aviation 
under the ICAO Industry High-Level Group. 

Last December, we signed the Civil Aviation 
Cybersecurity Action Plan, and thanks to this 
partnership we can now bring together all elements 
of the aviation industry to ensure a shared vision, 
strategy and set of commitments to tackle the issue of 
cybersecurity.



Fortunately, ICAO and the High-level Group are not 
alone in this endeavour. Many States and stakeholders 
have been hard at work in addressing cybersecurity 
by developing their own frameworks, standards, best 
practices and guidance. ICAO is currently documenting 
a collection of reference materials to further assist 
States and stakeholders to make use of all tools that 
are presently available.

And I remain convinced that greater coordination 
within countries can best ensure that the needs of 
aviation are appropriately addressed. For this reason, 
I would urge States to include civil aviation authorities 
and other relevant entities in the development 
and review of national frameworks. Diverging 
approaches and initiatives will only produce costly and  
confusing results. 

All of the above actions and principles, when taken 
together, will help global aviation to meet the challenges 
of a rapidly-evolving cybersecurity threat environment 
head-on, both with effective proactive measures and 
rapid responses when called upon.

ENSURING A LONG-TERM COMMITMENT
One of ICAO’s most important considerations in 
this area is to constantly remind all concerned that 
cybersecurity is a global threat to civil aviation and 
it can only be countered with a coordinated global 
response. 

Aviation is far too fundamental to too many areas 
of socio-economic prosperity, in both developed 
and developing States, for us to leave it unprotected 
from the serious threats posed by cybersecurity 
vulnerabilities. The connectivity of global citizens 
and businesses, both for business and for pleasure, 
simply would not be possible today without safe and  
reliable air services being conveniently available  
to all nations. 

As the United Nations specialised agency for civil 
aviation, ICAO serves as a unique nexus where State 
and industry players can coordinate together on these 
challenges, on a truly worldwide basis, and we will 
continue to leverage our privileged position to facilitate 
and lead civil aviation’s actions and progress on all 
cybersecurity threats.■
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CYBERSECURITY CHALLENGES FOR SMALL AND MIDSIZE BUSINESSES

INTRODUCTION 
The internet has become an indispensable tool 

in today’s business world. Companies of all sizes 
have woven the internet into almost every aspect of 
their operations, a trend that is likely to accelerate as 
companies embrace mobile and cloud computing to 
an even larger degree.1  And while the internet has 
fostered a tremendous degree of economic growth,2 it 
has also introduced profound security risks.  Reports of 
massive data breaches have become commonplace, 
and the average cost of such breaches reached 
record levels last year.3  Cybersecurity is clearly a 
concern that the entire business community shares, 

but it represents an especially pernicious threat to 
smaller businesses.  The reason is simple:  small and 
midsize businesses (“SMBs”)4 are not just targets of 
cybercrime, they are its principal target.  In fact, the 
majority of all targeted cyberattacks last year were 
directed at SMBs.5  Even more disconcerting is the 
fact that cybercrime represents an existential threat 
for SMBs.  It has been estimated that half of the small 
businesses that suffer a cyberattack go out of business 
within six months as a result.6  

Yet, it is not just smaller businesses that need to 
be concerned.  Many SMBs have direct and indirect 
business relationships with larger organisations, 
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a fact well known to cybercriminals.  It has 
been reported that cybercriminals are focusing  
on SMBs as a gateway into larger organisations, since 
SMBs’ cyber defences are typically less robust than 
those of larger organisations.7  In fact, it is believed 
that the cybercriminals responsible for the breach 
of Target’s systems in November 2013 – which led  
to the theft of 70 million individuals’ personal 
information8 – gained access to Target’s system 
by penetrating the network of the small business 
that Target used for heating and air conditioning  
services.9  The new reality is that large organisations 
are, in effect, a “sprawling network” of interconnected 
business partners, any one of whom could serve as 
the vector for a cyberattack.10  Business leaders 
have asked for government assistance with this 
critical issue,11 and there is a clear need for a 
coordinated approach.  

This article will discuss the special challenges 
confronting SMBs as they contend with cybersecurity 
issues, and will explore possible solutions, with a focus 
on the important roles the private and public sectors 
will need to play.

CYBERCRIME REPRESENTS A VERY REAL, 
AND VERY SERIOUS THREAT TO SMBs
The past several years have witnessed an array 
of successful cyberattacks against some of the 
most prominent firms in the country.  In the past two 
years alone, eBay, JP Morgan, Home Depot, and 
Target all suffered major breaches at the hands of 
cybercriminals.12 These breaches, which affected 
approximately 353 million customers collectively,13 

were spectacular not only because of their size,  
but also because of the relentless pace at which they 
seemed to occur.  Since the popular press tends to 
focus on attacks, like these, that target the largest 
firms, it can be easy to overlook the fact that SMBs 
are at even greater risk, and are far more vulnerable 
once they are victimised.  In fact, for every high-profile 
breach, there are many more threats to confidential 
data held by local businesses.  According to a list of 
data breaches maintained by the California Attorney 
General, wine shops, dentist offices, community 
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centres, and small manufacturers have all been victims 
of cybercrime in the past few years.14

Some basic statistics will help to frame the scope 
and urgency of the problem that SMBs face. The 
number of known cybersecurity incidents rose by 48 
percent last year,15 and cyberattacks targeted against 
SMBs have become more prevalent.  According to 
one study, 60 percent of all targeted cyberattacks 
last year struck SMBs.16  That trend continues this 
year, as a June report confirms that SMBs remain 
cybercriminals’ favourite target.  In fact, approximately 
75 percent of all spear-phishing scams in June were 
directed at SMBs, with the very smallest companies 
– those with 250 employees or fewer – bearing the 
majority of those attacks.17  Moreover, these attacks 
have become far more costly as the losses from 
phishing scams increased from $525 million in 2012 
to $800 million last year, an increase of more than  
50 percent.18    

A recent survey conducted by the National Small 
Business Association underscores just how serious a 
threat cybercrime poses to SMBs.  According to the 
survey, half of all SMBs surveyed reported being the 
targets of a cyberattack, a 14 percent increase over 
the prior year.19  The survey revealed other disturbing 
trends, as well.  For example, the survey found that the 
cost of the average attack rose from $8,699 in 2013 to 
$20,752 last year – an increase of almost 140 percent 
in only one year.20  The rate of the increase was even 
more pronounced for firms whose bank accounts were 
hacked, as the average cost of those attacks rose by 
almost 187 percent.21 The survey also found that it is 
becoming increasingly difficult for SMBs to recover 
from an attack.  The number of firms reporting that it 
took them at least three days to recover from an attack 
rose to 33 percent last year, up from only 20 percent 
the year before.22  And, in an especially dispiriting 
development, the survey found that SMBs that were 
the victims of a cyberattack were more likely to be 
targeted again.23  

Recent trends confirm that SMBs are confronted 
with a varied and constantly shifting cyber threat 
landscape.  For example, ransomware has emerged 
as a very serious threat to SMBs.24  These attacks, 



in which a cybercriminal encrypts a firm’s files and 
demands a ransom payment to release them, are 
becoming more frequent, effective, and costly.  
According to one source, the number of such attacks 
more than doubled last year,25 and ransomware 
programs can now target more than 230 different 
types of computer files, up from only 70 in 2013.26  The 
past two years have also witnessed the emergence of 
fraudulent transfer schemes, in which cybercriminals 
exploit publicly available information and weaknesses 
in email systems to trick SMBs into transferring 
large sums of money into ersatz bank accounts.27  
According to the FBI, such schemes cost companies 
around the world more than $1 billion between 
October 2013 and June 2015, and while companies 
of all sizes have lost money to such schemes, SMBs 
are believed to be the biggest targets.28  Finally, the 
advent of the internet of things offers cybercriminals 
new attack vectors, many of which may not be readily 
apparent.  Network printers and copiers that allow 
organisations to scan and email documents within the 
organisation, for example, can present attackers with 
an unexpected means of launching a lateral attack into  
a business network.29  

WHY SMBs ARE SUCH ATTRACTIVE 
TARGETS FOR CYBERCRIMINALS
SMBs are attractive targets for a number of reasons, 
but foremost among them is that SMBs are easier 
targets than larger organisations.30  The reason for this 
is all too simple:  SMBs face precisely the same threat 
landscape that confronts larger organisations, but must 
do so with far fewer resources.  Studies suggest that 
many SMBs lack sufficient in-house expertise to deal 
with cyberattacks,31 and the problem is especially acute 
for the smallest firms.  The owners of such firms handle 
cybersecurity matters themselves roughly 83 percent 
of the time,32 and the results are perhaps predictable.  
According to one survey of firms with fewer than 50 
employees, just 29 percent of such firms know the 
steps needed to improve their cybersecurity measures, 
and even fewer have written policies in place to 
respond to a data breach.33  Unfortunately, this situation 
seems only to be getting worse.  One study found that 
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companies with less than $100 million in revenues 
actually reduced their spending on cybersecurity last 
year, despite the fact that the number of detected 
cyber incidents – and the associated losses – rose to  
new heights.34

More troubling still, there is reason to believe that 
many SMBs may not be taking cybersecurity as 
seriously as they should.35  One recent survey of 400 
small firms found that 27 percent of them have no 
cybersecurity protocols at all, and that a similar number 
of firms have difficulty implementing even the most 
rudimentary cyber defences, such as routinely backing 
up their data.36  Another survey found that most SMBs 
fail to respond appropriately to successful attacks.  
Specifically, this survey found that 60 percent of the 
surveyed SMBs did nothing to buttress their security 
protocols in the wake of a breach.37  This type of apathy 
is ill advised given the increasing sophistication and 
expertise of cybercriminals, who are now collaborating 
to a far greater degree,38 resulting in a marked increase 
in the quality, quantity, and complexity of attacks.39  

Given that network security has been estimated to 
be effective only 24 percent of the time,40 a proactive 
approach appears to be warranted.

POTENTIAL SOLUTIONS 
Cybersecurity is a profoundly difficult problem, one 
that takes on added complexity in light of SMB’s limited 
resources.  Nevertheless, the issues identified above 
point to certain steps that could be taken to help SMBs 
better address this persistent threat.  A strong public-
private partnership is likely a key element in helping 
SMBs overcome their resource constraints.  Some 
potential steps that policymakers could consider 
include the following:
•	Provide	 SMBs	 with	 More	 Guidance	 About	
Cybersecurity:  During recent Congressional 
testimony, certain panelists emphasised that broad 
efforts to improve our nation’s cybersecurity must 
be coupled with programs to educate SMBs about 
how to detect and respond to cyberattacks.41  The 
government could play a vital role in developing 
and disseminating such educational programs.  
In fact, a major step has already been taken 



in this regard, with the development of the 
National Institute of Standards and Technology’s 
Framework for Improving Critical Infrastructure 
Cybersecurity (“Framework”).42  As one panelist 
noted, this Framework can serve as a “foundational 
educational tool for SMBs.”43  Implementation of 
the Framework is still in its infancy even for the 
largest firms, but federal agencies could play a 
key role in helping SMBs understand and adapt 
this Framework to their unique systems and 
vulnerabilities.44  

•	Identify	 Ways	 of	 Fostering	 Economies	 of	
Scale	 for	Cybersecurity	 Solutions:	  Ultimately, 
responsibility for cybersecurity lies with the SMBs 
themselves, not with the government.  Even so, 
to help alleviate the resource constraints faced 
by SMBs, policymakers could explore ways of 
encouraging the development of economies of 
scale for cybersecurity solutions.  There are a 
myriad of possible avenues in this regard, but one 
possibility is to develop tax credits for vendors that 
would encourage them to develop cost-effective 
cybersecurity solutions tailored to the unique 
needs of SMBs.45  Similarly, policymakers could 
consider measures to help the incipient cyber-
insurance market reach a level of maturity that will 
bring down costs and provide solutions specifically 
for SMBs.46  Some possibilities include having the 
government act as a reinsurer for the cybersecurity 
insurance market during its adolescence,47 or 
establishing a program akin to the National 
Flood Insurance Program, to help buttress the 
private market in the event of catastrophic,  
widespread attacks.48

•	Provide	 SMBs	 with	 Additional	 Resources	 for	
Cybersecurity:  One theme that consistently 
emerges from the available data is that SMBs, 
particularly the smallest firms, typically lack the 
resources to mount a legitimate cyber defence.  
SMBs often rely on older, more orthodox security 
solutions, and while these tools may block the 
best known types of malware, they are ineffectual 
against today’s “dynamic, multi-vector, multi-
stage cyberattacks,” such as advanced persistent 
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threats.49  Small business owners have called for 
government assistance in this critically important 
area, and this seems a reasonable approach, 
given that cybersecurity is a problem in which 
our entire society has a stake.50  For example, 
the British government recently embarked upon a 
voucher program that will offer SMBs up to £5,000 
to retain cybersecurity specialists to help bolster 
SMBs’ cybersecurity protocols.51    

•	Devote	 Additional	 Resources	 to	 Fighting	
Cybercrime:	 One way that government agencies 
can better assist SMBs is to aggressively 
prosecute cybercriminals.52  As one cybersecurity 
expert recently told Congress, an especially 
effective means of protecting SMBs is to target the 
100 top-tier authors of malware.53  In this regard, 
law enforcement at the local, state, national, and 
international levels could be given additional 
support to identify, prosecute, and incarcerate 
these programmers, who form the centre of the 
malware ecosystem.  Although the FBI has done 
much to fight cybercrime,54 a more aggressive 
posture that focuses on the most acute threats 
could be one of the most effective tools available 
to policymakers.

  
CONCLUSION
Leveraging innovative technologies is essential if  
SMBs are to succeed in the modern economy,  
but SMBs must be mindful of the dangers that new 
technologies pose.  The primary responsibility for 
cybersecurity rests with the SMBs themselves, and 
the data suggests that SMBs can do a better job of 
implementing basic cyber defences.  Nevertheless, 
today’s cybercriminals enjoy significant advantages 
over SMBs.  A vibrant and dynamic partnership 
between the public and private sectors could do much 
to level the playing field.  This article has suggested 
but a few potential avenues for such collaboration, and 
there are undoubtedly many more that merit careful 
consideration.  Let us hope that policymakers and 
SMBs can work together to identify the most affordable 
and effective solutions for SMBs. Failure to do so 
leaves us all at risk. ■
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taxation from Emory University. 

Commissioner Aguilar serves as sponsor of the 
SEC’s Hispanic and Latino Opportunity, Leadership, 
and Advocacy Committee, the African American 
Council, and the Caribbean American Heritage 
Committee.

http://www.treasury.gov/press-center/Documents/Supporting%20Analysis%20Treasury%20Report%20to%20the%20President%20on%20Cybersecurity%20Incentives_FINAL.pdf
https://www2.fireeye.com/WEB2013WPCybersecurityStrategiesforSMB_closing-critical-security-gaps.html
http://www.sandiegouniontribune.com/news/2015/jul/04/cyber-espionage-should-concern-us-all/
https://www.gov.uk/government/news/new-5000-government-grant-for-small-businesses-to-boost-cyber-security
http://docs.house.gov/meetings/GO/GO25/20150318/103183/HHRG-114-GO25-Wstate-BejtlichR-20150318.pdf
http://europe.newsweek.com/fbi-issues-3-million-bounty-russian-hacker-309288
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CYBERSECURITY INITIATIVE

The entire concept of cybersecurity arises because 
of computers and how they are networked to 

facilitate effective operability of modern society across 
every spectrum of our lives. 

Virtually every aspect of modern life is dependent 
on computers – personal, embedded, and networked; 
distributed, mobile, and desktop – and with the advent 
of the “Internet-of-Things”, vulnerabilities will increase 
exponentially. 

Cyber attacks are inevitable and constantly 
evolving, with ever-increasing potential for catastrophic 
consequences, and they are driven by a wide variety of 
motives including politics, espionage, crime, terrorism, 
and financial gain.

“Today’s cyber threat is a very real and persistent 
one,” says Peter Ware, director of The SWIFT Institute, 

which was founded in 2012 to extend understanding 
of current practice and future needs in global 
financial services. “Cyber-attacks are growing ever 
more sophisticated, and the landscape is becoming 
increasingly complex. As cyber criminals become 
better organised and funded, the way in which we 
protect ourselves must also continue to evolve.” 

In the U.S., the National Academy of Engineering  
has identified the establishment of a secure  
cyberspace as one of the grand challenges of the 
twenty-first century, and President Obama has 
recognised cybersecurity as one of the world’s 
most serious economic and national security  
challenges. 

And it is one that we are not adequately prepared 
to meet.

PERSPECTIVES ON LAUNCHING 
A CYBERSECURITY INITIATIVE
By Starnes Walker and Babatunde Ogunnaike, University of Delaware
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We have to strengthen public-private-academic 
partnerships if we are to find effective solutions that 
ensure global security and prosperity.

We need to invest in cutting-edge research 
to spur the innovation and discovery 
required to meet the digital challenges 
of our time, of which cybersecurity is 
arguably the most pressing.

And we must promote 
cybersecurity awareness and 
digital literacy, from our classrooms 
to our boardrooms. 

In 2014, the University 
of Delaware Cybersecurity 
Initiative was launched, with the 
mission to be an international 
leader in cybersecurity research 
and development, education, and 
workforce training.

To optimise our chances of success, 
we have established a strategically aligned 
team, with a board of directors representing the 
entire cross-section of critical sectors, and we have 
launched partnerships with academic, industrial, and 
government organisations that have complementary 
expertise. No single organisation has all of the skillsets 
to address a challenge of this magnitude, but our 
combined resources will enable us to do more than any 
of us can do alone.

We have crafted a unique program predicated on 
a holistic understanding of the core fundamentals of 
modern cyber-technology, their ubiquitous 21st century 
applications, and the inherent and evolving security 
challenges they pose. 

Through our strategic partnerships, we are 
implementing a multi-pronged systems approach 
to developing effective solutions with appropriate 
technological, political, sociological, ethical, and  
policy components. 

HOLISTIC APPROACH
We believe that a holistic and systematic approach is 
essential for a cybersecurity program to have a lasting 
positive impact on society. Such an approach must 
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include strategic organisation of the basic components 
of the cyber-landscape and appropriate alignment 
of programmatic activities with these components. 
In addition, potential areas of study and applications 
arising from that organisation and alignment must be 
systematically elucidated, so that multidisciplinary 
teams can be deployed to address identified problems. 

Our canonical organisation of the cyber-landscape 
components (Figure 1) meets these criteria, providing 
a universal view that is independent of specific 
applications, industries, and fields. 

At its centre are Core Fundamentals, or the 
elements upon which cyber systems are built. These 
elements – which include hardware, architecture, 
networks, platforms, software, software engineering, 
systems, algorithms, and computing theory – constitute 
the core of what enables a wide variety of computer 
applications. All applications, regardless of complexity 
and importance, have these elements in common.

Figure 1.    



The second component, Core Practice, comprises 
the work of the typical IT department of every 
organisation: hardware and software selection and 
installation, application designs, networking, systems 
integration, systems management, troubleshooting, 
and so on. All application industries and categories, 
regardless of specific activities, rely on such 
practitioners for the implementation, operation, and 
support of their respective systems. 

Finally, Applications include all of the disciplines 
and industries that use computing for daily  
functions. These cover virtually every aspect of 
modern life, from healthcare, 
manufacturing, entertainment, 
and food production to 
defense, financial markets, 
commerce, and civil 
infrastructure. It would 
be easy, but ultimately 
ineffective, to focus only on 
these application areas; they 
exist on the outer ring in 
our organisational scheme 
because the work done in the 
core areas of fundamentals 
and practice is valuable across applications. 

This does not mean that we are going to try to 
cover the entire application domain; rather, we will 
focus on a few key applications that are particularly 
relevant to the state of Delaware and that reflect our  
current expertise – for example, financial services, 
manufacturing, and defence. Our activities will be 
informed by the applications on which we choose 
to focus, but by no means will they will constitute 
the entirety of our portfolio, and we will look to our 
partners to broaden the work beyond our specific  
areas of expertise.

RESEARCH AND DEVELOPMENT
With cyber-security affecting all of America’s industrial 
sectors, unbiased university-led research that can 
be implemented across those sectors is essential to 
solving the problems challenging these interconnected 
companies, agencies, and institutions. 
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In our organisation of the cyber-landscape 
components, research and development efforts 
are mapped onto Core Fundamentals, with the 
understanding that findings and breakthroughs will be 
of value to all application sectors. 

For example, the development of a novel “cyber-
immunity” chip to be installed in computers to prevent 
certain categories of cyber attacks will arise from 
work in Core Fundamentals. Efforts in this area are  
motivated in part by information from Applications 
directly or through Core Practice. Research and 
development solutions are implemented in Applications 

through Core Practice. 
Core Fundamentals research 

activities are conducted via 
a multi-pronged approach 
where the technical activities 
are carried out in collaboration 
with multidisciplinary teams to 
ensure that problem formulation 
and solution incorporate 
political, sociological, ethical, 
and policy perspectives as 
appropriate. 

Over time, it is expected that 
activities in this area will lead to novel interdisciplinary 
areas of study such as cyber-epidemiology (i.e., the 
acquisition, curation and strategic analysis of failed 
and successful cyber attacks), cyber-immunology, 
public cyber health, sociological cyber-forensics, 
cyber-economics, and cyber risk assessment and 
management. 

EDUCATION AND TRAINING
The cybersecurity workforce of 2015 is woefully 
inadequate.

It is not only essential that we create a pipeline 
of graduates skilled in the latest theories and tools 
required to address cyber-security problems, but also 
critical that we reach America’s existing workforce and 
give everyone from entry-level workers to executives 
and board members the tools and training to protect 
the companies or organisations in which they work 
from attacks.  

... UNBIASED UNIVERSITY-LED 
RESEARCH IS ESSENTIAL TO 

SOLVING THE PROBLEMS 
CHALLENGING THESE  

INTERCONNECTED COMPANIES, 
AGENCIES, AND INSTITUTIONS …



Our entire workforce is operating in a globally 
connected world, and we need to be smart about 
how we conduct our lives electronically. Knowledge of 
cybersecurity is not just for people who are interested 
in science and engineering – it is a life skill.

Education activities are primarily mapped onto Core 
Practice in areas such as secure software systems 
and analytics, secure business systems, cyber 
financial sector, and cyber social science. However, 
education activities may also be specialised for 
specific Applications. For example, certain academic 
programs may be aimed specifically at developing a 
well-equipped workforce for the financial sector. 

Applications and Core Practice guide and inform 
course and curricular development, and in time, 
R&D results from Core Fundamentals will filter into 
such education curricula, either in enhancing existing 
courses and degrees or in creating new ones.  

Training programs are primarily mapped onto 
Applications and Core Practice. Examples include 
training of current practitioners to remain up-to-
date; creating certification programs for specific 
practice sectors and re-certification programs  
to keep certification up-to-date; and providing 
convenient “on ramp” retraining of people with no 
technical background to work in specific Application 
sectors.

With this organisation as a framework, research 
programs can be launched, results can be 
disseminated through relevant media, new products 
can be developed, courses can be designed, and 
curricula can be developed. 

As President Obama said at the White House 
Summit on Cybersecurity and Consumer Protection 
earlier this year, “Our connectivity brings extraordinary 
benefits to our daily lives, but it also brings risks.”

These risks cross the globe, and no one is fully 
prepared to mitigate them so that we can continue 
to reap the benefits of connectivity. As The SWIFT 
Institute’s Ware points out, cyber-attacks do not 
discriminate. 

“Regardless of where you are in the world, 
regardless of what your line of business is, we are 
all at risk,” he says. “Cyber-attacks do not respect 
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international boundaries. This means we have to work 
together, at a country level and an industry level.”

Vulnerabilities often occur at the seams between 
organisations, while discovery usually happens at 
the interfaces. We have to work collaboratively, and 
to do this effectively, we need a strong set of guiding 
principles for all of our efforts. We believe that our 
canonical organisation of the cyber-landscape 
components is a good starting point that can work 
across institutional and national boundaries. ■
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SECURE COMMUNICATION

INTRODUCTION
Public Key Infrastructure (PKI) is currently the 

ubiquitous means for securing communication and 
commercial transactions. The need to manage 
encryption keys, rely on trusted certificate authorities, 
and mitigate current tapping techniques implies severe 
vulnerabilities. Consequently, a high percentage 
of communications might be conveniently tapped, 
decrypted, or even modified by adversaries in a 
seamless manner. Recent attacks on data in motion 
and methods to overcome them will be described in 
this paper. 

Secure communication has been a great challenge 
since the early days of the Internet. The invention of 
modern cryptography, namely public key cryptography, 
that debuted key exchange protocol over public 

channel was just in time. The new approach proposed 
by Ralph Merkle, Whitfield Diffie, and Martin E. 
Hellman[1,2,3]. The approach suggested by Ralph 
Merkle was based on exchanging (computation) many 
puzzles between the two parties that would like to 
establish a common key and solving only randomly 
selected ones, while the adversary is not aware of the 
choice, the communicating parties are aware, as the 
solution of the selected puzzle is known to the sender 
but does not reveal information concerning the identity 
of the selected puzzle. Diffie and Helman suggested 
the use of a function that is based on the hardness 
of discrete logarithm, where exponentiation is easy but 
the reverse operation is computationally expensive, as 
(the first) one-way function that is used to establish a 

THE NEED FOR NEXT GENERATION SECURE 
COMMUNICATION
By Shlomi Dolev, Department of Computer Science, Ben-Gurion University of the Negev,  
Beer-Sheva, Israel
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common secret key. The missing capability of digital 
signatures, was soon completed by Ronald Rivest, Adi 
Shamir, and Leonard Adelman who suggest to using 
the product of two prime numbers[4].

Since then, public key infrastructure is the security 
infrastructure of the Internet. As such, public key 
infrastructure is examined every day by various 
hackers, agencies, and government organisations. 
One of the major concerns, even with inventors, is the 
need to rely on a trusted third party that identifies the 
communicating parties and couples the identities with 
the public key to be used[5]. Another major concern is 
the need to base security over keys, where keys are 
targets to be stolen, and 
their length is a security 
parameter that must be 
changed when computing 
capabilities grow (let alone 
the possible appearance 
of quantum computers[6]). 
Moreover, unfortunately, 
there is no proof for the 
(existence and) hardness of 
one-way-functions; though 
we all believe they are 
hard, there are known (and 
possibly unknown, see e.g. Kleptography[7]) advances 
in finding better ways to solve them. Man-in-the middle 
attacks and man-in-the-middle configurations within 
organisations compromise security and privacy, where 
the outside organisation gate to the Internet is able to 
decrypt all traffic, and then re-encrypt it.

Given the state of Internet communication security, 
one may consider a post-modern cryptography that 
combines perfect information theoretically secure 
schemes[8] into the Internet infrastructure. In the sequel, 
we describe well-known attacks on the current Internet 
security infrastructure as a motivation for searching for 
the next generation of Internet cryptography.

ATTACKS ON PUBLIC KEY INFRASTRUCTURE
Three categories of attacks will be detailed: protocol 
hacking attacks, Certificate Authority (CA) attacks, and 
off-the-shelf attacking tools.
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Protocol hacking attacks
Hacking and cryptanalytics of existing protocols are 
frequently published and reveal protocol weaknesses, 
allowing enhancements such as the use of longer 
keys. Sometimes the findings are not published and 
we are left with unspecified (e.g., government, criminal, 
competitor) organisations. We describe several (recent) 
historical events that reveal the security vulnerabilities 
the Internet is facing.   

Padding Oracle on Downgraded Legacy 
Encryption (POODLE) attack, exposed by Google in  
October 2014, allowed an adversary with a man-in-the-
middle position (MITM) to obtain secret information like 

browser session cookies; 
these can later be used 
to access any accounts 
utilising such cookies. The 
attack relied on design 
flaws in SSL v3.0, which 
allowed decrypting cookie 
values by sending requests 
(http POSTs) enumerating 
the location and value 
of the secret value and 
observing the length of the 
process received[9]. A variant 

of POODLE was later shown to function against 
implementation flaws of TLS 1.0-1.2 protocols as well, 
making some servers vulnerable to POODLE even 
with SSL 3.0 disabled. 

The HeartBleed security bug, identified in the 
hearbeat function of the OpenSSL implementation 
of TLS, carried massive implications on business 
systems as well as popular web service application 
operating systems[10]. HeartBleed enabled decryption 
of secret communication, theft of client session cookies 
and passwords, as well as private server keys.

Browser Exploit Against SSL/TLS (BEAST) attack 
was presented in 2011[11,12]. By examining tailored 
injected inputs, the cipher block chaining (CBC) 
algorithm can reveal the key and, therefore, enable 
man-in the- middle attacks.

Compression Ratio Info-leak Made Easy (CRIME) 
attack uses compression to reveal HTTPS web 

... IN THE SEQUEL, WE DESCRIBE 
WELL-KNOWN ATTACKS ON THE 
CURRENT INTERNET SECURITY 

INFRASTRUCTURE AS A MOTIVATION 
FOR SEARCHING FOR THE NEXT 

GENERATION OF INTERNET 
CRYPTOGRAPHY…



cookies. Crafting different requests to the web server 
in a way that implies better compression when the 
cookie is more similar to the compressed text itself. 
Repeated requests reveal more and more information 
on the cookie. Content compression is delivered by the 
Secure Socket Layer (SSL/TLS) protocols information 
exchange. Once the cookie is revealed, severe attacks 
can be launched, including man-in-the-middle and 
session hijacking. Disabling compression mitigated  
the attack[13]. 

Timing Info-leak Made Ease (TIME) extends the 
compression weakness, as did CRIM, but does not 
require man-in-the-middle 
position and does not 
rely on browser requests 
(where compression has 
been disabled) but on 
server replies[14]. Instead 
of measuring the number 
of bytes contained in the 
end-user’s encrypted 
request, TIME measures 
the time it takes for 
websites to reply with 
responses that have 
been both encrypted and 
compressed. By making 
the browser send a 
multitude of requests and comparing small variations 
in the time it takes for the website to respond, the TIME 
attack decrypts the payload character by character 
until all planned text is established. 

Browser Reconnaissance and Exfiltration via 
Adaptive Compression of Hypertext (BREACH) 
attack[13], is an enhancement of CRIME, where 
compression is not in use for the content; instead, 
compression is used by HTTP/HTTPS. Here, too, 
mitigation can be done by disabling the HTTPS 
compression. The difference between BREACH and 
CRIME is that CRIME was specific to SPDY (which is 
a protocol for de-duplication) and TLS compression, 
while BREACH is more general and works for gzip 
and deflate (common compression protocols on 
the  internet). 
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RC4 (Rivest Cipher 4) attacks[15,16,17] are based on 
statistical techniques to reveal the keys. In 2013, it took 
thousands of hours to analyse and acquire information 
on authentication cookies, while it only takes  
72 hours today. This vulnerability implies that one-third 
of web communication, as well as a major part on the 
wireless communications, is not secure. As a result, 
the encryption scheme used in a large portion of the 
Internet for many years is now prohibited[18]. This is yet 
another proof that one-way-functions are risky and that 
information theoretically secure schemes should take a 
major role in the security infrastructure.

Secure Socket Layer (SSL) 
ChangeCipherSpec (CCS) 
injection attack is based on the 
ability for OpenSSL to send a 
ChangeCiperSpec message 
before the security parameters 
are agreed by both sides. The 
injection of a CCS message 
just after both sides exchanged 
handshake messages,  drive 
the communicating parties 
to use keys of zero length, 
thus allowing the attackers 
to observe and/or modify 
packets[19,20,21].

Freak and Logjam attacks, 
presented in 2014 and 2015, are based on enforcing a 
very old version of the encryption algorithm as a man-
in-the-middle injection that notifies each side that the 
other side uses a legacy encryption version that can be 
easily broken[22,23].

Certificate Authority Attacks 
Possibly the greatest vulnerability of the public key 
infrastructure is the need to identify the entity with its 
public key. If a client would like to connect to a server 
and finds the public key via web search, it might be 
redirected by phishing, IP spoofing,  to a wrong page 
with a wrong public key. In fact, with a public key for 
which the attacker has a private key, the attacker can 
establish a session key with the server by forwarding 
client messages (which are available to it always in 



clear-text) and requesting session establishments with 
the server on behalf of the client. Once the session 
is established the adversary can always decide to 
change the messages of the client so that a totally 
different transaction (e.g., money transfer) takes place. 
The certificate authority role is to avoid such man-in-
the-middle attacks by signing the public key with the 
identity of the entity, the server in our example. Each 
client has a list of public keys of trusted certificate 
authorities, and can verify the signature received on a 
certificate’s authenticity. 

A certificate authority must identify each entity 
thoroughly prior to providing a key pair and certificate 
on its public key. However, certificate authorities are 
subject to attacks and government intervention and 
therefore may produce certificates of an important 
entity while the private and public key are given to 
the applying adversary. In such a case, the adversary 
may use a certificate issued by a compromised 
certificate authority and establish a man-in-the-middle 
attack as before. Several attacks or even glitches in 
certificate authorities’ actions has been announced 
in the past; unfortunately, there was no possibility to 
not use the potentially stolen or faked certificates, 
as such policy will imply blocking a major portion of  
internet activity.

Comodo, DigiNotar, StartSSL, and Gemnet certificate 
authority attacks in 2011[24] resulted in the creation of 
bogus certificates signed by those authorities. The 
bogus certificates were then used in man-in-the-middle 
attacks, including google connection attempts. 

One additional recent vulnerability is the Superfish 
incident. Lenovo PCs shipped with man-in-the-middle 
adware (by Superfish) that breaks HTTPS connections. 
Superfish package installs a self-signed root HTTPS 
certificate, so when a user visits an HTTPS site, the 
site certificate is signed and controlled by Superfish 
and falsely represents itself as the official website 
certificate. The private encryption key used by Superfish 
is the same for every Lenovo machine. Attackers can 
use the key to certify impostor HTTPS websites that 
masquerade as Bank of America, Google, or any 
other secure destination on the Internet. Under such 
a scenario, PCs that have the Superfish root certificate 
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installed will fail to flag the sites as forgeries, a failure 
that completely undermines the reason HTTPS 
protections exist in the first place.

Another dimension of trusted authority weakness, is 
misbehaviors of the trusted authorities. For example, 
the bogus certificates of *.EGO, .GOV, and .TR issued 
by Turktrust in 2012[25].  The history of events more 
relevant today than ever[26,27].  Some certificates were 
revoked and are listed in a certificate revocation list 
that should be checked when a certificate is in use. 
A revoked certificate stays in the list forever, and the 
list continues to grow. The risk of unidentified bogus 
certificates currently in use, or waiting to be used in a 
critical moment, is hanging over our heads.  

Off-the-shelf tools
Scanning and Identifying VPN gateways is possibly 
the first part of penetration testing on IPsec and VPN. 
In[28] penetration testing on IPsec and VPN stages 
were listed as: “(1) Scanning or identifying the VPN 
gateway. (2) Fingerprinting the VPN gateway for 
guessing implementation. (3) PSK mode assessment 
and PSK sniffing. (4) Offline PSK cracking. (5) 
Checking for default user accounts. (6) Testing the 
VPN gateway for vendor specific vulnerabilities.’’

There are many existing tools, some of which 
are open source, for scanning for VPN gateways. 
For example, Nmap Ike-scan tries to establish a 
connection with gateways until receiving an answer, 
recording in the process the exact timing and other 
parameters as the fingerprints of the contacted VPN 
server[29]. Vulnerabilities can be found using tools like 
Nessus, OpenVas, and Nexpose. They examine many 
issues, including weak host keys (SSH 22) and query 
string parameter injection (PHP-CGI) 

VPN fingerprinting, namely finding the vendor and 
version of the VPN, is done by starting a session with 
the gateway found in the scanning process. 

The next stage is relatively easy when IPsec 
aggressive, as servers send the hashed value of the 
pre-shared key (PSK). Cracking VPN IPSec IKE PSK 
is possible in the common IKE aggressive mode, 
obtaining the PSK which is transmitted as a hashed 
value. The hash is returned to coordinate the correct 



pre-shared key as an answer to a packet requesting 
a connection; the hash (MD5 or SHA1) of the pre-
shared key that is transmitted can be brute forced to 
reveal the pre-shared key, see[30]. User login is then 
needed to enter the network, either by using default 
user account sniffing and recording the traffic until 
loser login is revealed or by exploiting social attack 
schemes. 

Dead peer detection[31,32] tools also assist in 
orchestrating attacks: 

The state of the arms race for increasing key length 
vs. attack hardware and software tools is continuing 
not only by the NSA[33,34] but certainly by other (possibly 
black-hut) organisations as financial transactions 
performed in the Internet 
motivate attackers to invest 
computation resources as well 
as to breaking the difficulty 
of used functions, which are 
supposed to be one-way. Key 
length constantly grows, while 
recorded encrypted information 
from recent years can now 
be decrypted. Thus, the arms 
race should use the proveable 
and perfect information  
theoretically secure schemes 
to cope with this never-ending 
race. 

ITS&CI INFORMATION THEORETICALLY  
SECURE COMBINED WITH COMPUTATIONAL 
SECURE INFRASTRUCTURE
Basing cryptography and security on the use of 
one-time pad is the perfect solution[8]; on the other 
hand, there is no convenient method for sharing the 
one-time pad. There are folklore stories of secret 
agents carrying physical books with random binary 
sequence in their briefcases, which were to be 
used as the one-time pad for the red phone during  
the cold war. Such physical secure information 
transmission is still used in the movie industry, where 
physical devices are used to distribute movies rather 
than transmitting information through the Internet. 
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The revolution of modern cryptography brings 
the promise of PKI to establish a shared key (that 
can be regarded as a short, one-time pad) between 
two entities that would like to communicate without 
the need to have any pre-communication physical 
transfer of secret information. However, as internet 
communication becomes more vital to economic, 
military, and thus to organisations and countries  
(let alone individual security and privacy), more and 
more successful attacks on PKI appear. It may be 
that the weakest chain is the need to use certificate 
authorities and a trusted third party. 

Fortunately, communication capabilities and 
infrastructure are rapidly growing redundancy for 

fault tolerance in the Internet 
design, where typically many 
routs exists between any two 
entities, as well as phone/sms 
messaging network, cellular 
network, satellite network, 
mobile and WiFi networks. 
When different networks are 
used for every communications 
session, the possibility to 
orchestrate a man-in-the-
middle attack becomes 
harder, especially when 
using secret sharing, as 
Secret Double Octopus (SDO) 

suggests[35]. When using secret sharing schemes, 
genuine randomisation is constantly used and 
implicitly transferred from one communicating entity 
to the other, enabling the construction of fresh one-
time pads (as long as at least one share is not sniffed).  
The revolutionary technology of SDO makes use of 
genuine randomness accumulated by the parties to 
further protect communications, even when all shares 
are observed for extended periods.

We believe that correlating the pieces of 
information transmitted via orthogonal communication 
infrastructure will be the base for the next revolution, 
dramatically enhancing PKI to become ITS&CI 
Information theoretically secure that enhance the 
computational security infrastructure. ■
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IMPROVING CYBER SECUITY SKILLS AND KNOWLEDGE AT BOARD LEVEL

With a worldwide shortage in cyber security skills, 
measures and programs are being implemented 

by the Government to recruit and train individuals to 
enter the industry; however, there is no clear view of 
how the cyber skills shortage at Board level is being 
addressed. This article, extracted from my MBA 
research, presents new evidence of the perception 
of cyber security skills and knowledge at Board level 
amongst C-suite executives in the UK, drawn from 
the FTSE 350 and CIO 100 list, how this deficiency is 
being tackled and how the situation could be improved. 

The target population for my study numbered 
over 400 C-suite executives incorporating a variety 
of roles from the traditional CEO, CFO and COO to 
those more technically orientated such as CIO and 
CISO. At the time of conducting my research, I had 
been unexpectedly deployed back to Afghanistan for a 
6-month operational tour and with the lack of resources 
in theatre I had to resort to any means possible to gather 
my research – which meant individually addressing by 
hand in excess of 400 Forces ‘Bluey’ Aerogrammes 
to my targeted C-suite executives. Whether it was the 
novelty of receiving an unexpected ‘Bluey’ from a war 
zone I will never know, but where many other similar 
request letters to C-suite executives to complete a 
survey would have been ignored or intercepted by 
an overzealous and protective PA, mine got through. 
The response to completing my online survey 
was extremely positive with an even split between 
traditional appointments and IT-related appointments, 

which provided a good balance of opinion. I was also 
fortunate in that on my return many Board members 
also offered further assistance through an interview; 
this was greatly appreciated.

The cost of security breaches affecting UK business 
is increasing; the average cost for large and small 
organisations is now at £600k-£1.15m and £65k-£115k 
respectively, with 10% of organisations being so 
badly damaged by an attack that the very nature of 
their business had to change[1]. Large organisations 
continue to be the main target for attack with malicious 
software increasingly the reason for breaches; 
however, this only accounts for 27% of breaches, 
whereas the highest incident rate at 47% was actually 
caused by staff themselves, either through lack of 
education in following correct procedures or because 
the procedures themselves didn’t exist until after the 
incident. The Government estimates that up to 80% of 
cyber threats are preventable.

Cyber security professionals are at a premium and 
with the worldwide shortage set to increase by “13.2% 
each year from 2012 to 2017”[2], the Government has 
already started a number of initiatives to “increase 
cyber security at all levels of education”. Through 
the collaboration of a number of Government 
Departments, “significant progress has been made”[3] 

in a number of areas, including: funding of innovative 
activities and teaching to promote cyber security 
learning in schools, funding initiatives for graduate 
and postgraduate students to strengthen skills in the 
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profession, accreditation of 11 universities as Academic 
Centre’s of Excellence in Cyber Security Research 
and a strengthening of the cyber security profession 
through CESG certified schemes.  The Government 
statement that “significant progress has been made” 
may be correct in that it encourages, recruits, educates 
and trains individuals within the area of cyber skills 
security or that it professionally certifies existing cyber 
professionals; however, there appears to be few new 
initiatives in the way of education at strategic or Board 
level to address deficiencies.

The Government has published various guidance 
leaflets, including the ‘10 Steps to Cyber Security’[4], 
‘Influencing Company Boards’[5], ‘Cyber security skills: 
A guide for business’[6] and the ‘Cyber Essentials 
Scheme[7]‘ with the intention to increase Board level 
understanding. I am not saying that the current 
approach to educating Boards is not working, but there 
is a lack of evidence published to ascertain whether 
the guidance leaflets are having the intended impact, 
or whether they are even being read by the intended 
recipients (i.e. the Board). Just 39% of FTSE 350 
companies who responded to the Cyber Governance 
Health Tracker, had assessed themselves in some 
manner against the Government’s 10 Steps to Cyber 
Security and 36% stated that their companies had not 
done so[8]. A recent study concluded that awareness 
of the ’10 Steps to Cyber Security’ remains stubbornly 
low and that although “GCHQ is an acknowledged 
world leader in cyber security in technical aspects… 
its administration of the various certification schemes 
lacks commercial focus”[9], which could be a 
contributory factor in the lack of successful marketing 
of such schemes.

Measures were taken to address the issue back in 
2010, when the UK announced plans to invest £650M 
in cyber security over a four-year period, although since 
then there has been criticism that the strategy was both 
inadequate and underfunded. There were “between 20 
and 30 UK public sector bodies that exist either wholly 
or in part to fight cyber crime, hacktivists and cyber 
threat from foreign agencies and governments”[10], 
and unfortunately the Cabinet Office were unable to 
come up with an exact figure. The problem is further 
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highlighted by Nick Hopkinson, the former Head of 
GCHQ and CESG stating “The most fundamental 
problem is that there is no one either accountable 
or responsible for the implementation of the  
programme”[11], reinforced further by Ross Anderson, 
professor of security engineering at the University 
of Cambridge: “The UK’s cyber security strategy is 
fragmented, messy, inefficient and hopelessly under 
resourced”[12]. This may in some way go to explain why 
Chi Onwurah, the then Labour Shadow Minister for the 
Cabinet Office, stated in an interview with Computing 
that of the £650M, “only £9M had been earmarked 
for cyber security awareness and education”, which 
she believes was “disproportionately small”[13]. Since 
then, the Government has made some progress in 
promoting cyber security awareness and state they are 
continuing to do so.

A recent KPMG report also cited that “British FTSE 
350 firms are failing to keep their networks safe” and 
this in some way is not surprising as, according to the 
Cyber Governance Health Tracker, “40% of Chairs 
said the main Board does not receive regular threat 
intelligence from their CIO or Head of Security”.  Often, 
responsibility is left to the IT Department who may not 
be resourced nor have an appropriate appointment 
at senior Board level, which is in contravention of the 
guidance delivered by the CPNI recognising that there 
should be a “Single Accountable Ownership of People 
Risk” to report to the CEO to mitigate against risks, be 
prepared to enforce policies and have oversight on 
protection monitoring. 

One of the problems is that many CEOs and  
Board members gained their business experience 
before the strategic relevance of cyber in a pre-
internet world. “Cyber security is beyond many 
Board directors’ personal experience. It is viewed as 
an exotic, arcane and deeply inaccessible area”[14].  
This highlights the need for supporting evidence  
to show that the Government initiatives at cyber 
education at Board level are having an impact because 
publishing guidance leaflets on the ‘exotic or arcane’ 
may simply not be the answer if they are not being 
read and, if so, whether a new approach needs  
to be considered. 



It is not just the UK where members of Boards 
gained business experience prior to the internet, as, 
according to Forbes Magazine referring to Fortune 500 
companies, the average age of a CEO is 50, taking 
an average 14 years from an internal appointment 
to achieve the position of CEO of a Fortune 500 
Technological company, in contrast to 18 years from an 
internal appointment to CEO of an Industrial Fortune 
500 company[15]. This is particularly relevant as many 
CEOs who are now aged 50, would have already 
been climbing the corporate ladder for a decade in 
1993 before the existence of the World Wide Web, so 
would not have had to deal with such things as Cyber 
Security Strategies. The importance of cyber security 
education at all levels throughout an organisation is 
also recognised by Huawei in its end-to-end cyber 
security stating that “If cyber security doesn’t matter 
to the Board and senior officials it doesn’t matter  
to the staff”[16].
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The Board members who responded to my survey 
(who coincidentally also had an average age of 50) 
generally considered themselves to have a good 
level of cyber security skills and knowledge, yet their 
perception of their Board’s level was significantly lower 
at just a fair understanding. As Figure 1 shows, over 
half stated that the most popular measure to increase 
their cyber security knowledge was through the use 
of Cyber Professionals to deliver briefings, a quarter 
stating it was through attendance on courses, followed 
by a smaller proportion who used executive coaches 
and mentors. Use of the latter two was expected to 
double over this next year, which is good news if you’re 
an executive coach or training company involved in 
cyber security.

Although the Government had a number of 
initiatives ongoing (10 Steps to Cyber Security and 
Cyber Essentials), criticisms were directed at the 
lack of publication of the schemes, either attributed 

Figure 1. Current uses to increase Board understanding of Cyber Security.



to insufficient funding or due to lack of commercial 
strategy. The majority of Board members stated that 
the Government should be doing a lot more to increase 
Board level cyber security skills and knowledge 
through increased awareness, understanding and 
communication. 

Although almost three quarters of Board respondents 
stated their own understanding of the Government’s 
10 steps was good, they did admit that just half of 
their Board had anywhere near the same level of 
knowledge. Over a tenth of respondents stated that 
they had not actually heard of the initiative, which may 
not have been such a concern had they not been in 
such pivotal positions as CIO or CISO.

There was a predisposition for traditional 
appointments to be informed of the 10 steps from their 
own staff, whereas those in IT-related appointments 
were informed instead through Government officials. 
The Government appears to be predominantly 
engaging with business through individuals in  
IT-related positions; this does unfortunately reinforce 
the misconception that cyber security is an IT issue 
and not a strategic business issue – something which 
cyber security professionals who understand business 
and businesses who understand cyber security have 
tried so hard to dispel in recent years.

The overriding theme which came to the forefront 
throughout my research was not the lack of 
Government initiatives to promote cyber security 
skills and knowledge at Board level, but the lack 
of awareness by those at Board level of initiatives 
currently in place. Criticism was continually directed at 
the lack of publication of the schemes, either through 
insufficient funding or the lack of commercial strategy 
in its implementation.

Through the research gained through surveys or 
interviews directly from Board members and subjected 
to both quantitative and qualitative analysis, the 
following recommendations are made to address the 
shortage in cyber security skills and knowledge at 
Board level:
1. The creation of cyber education teams by a 

Government Organisation (i.e. GCHQ), sufficient 
in size and resource to liaise directly with Board 
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appointments on a regular basis, advising on the 
threat landscape, current initiatives and support 
available. 

2. Private sector marketing leaders with experience 
of educating Board level appointments to be 
utilised for implementing Government initiatives 
to increase Board level cyber security skills and 
knowledge through proven commercial Board level 
marketing strategies. 

3. Independent non-technical strategic briefings with 
updates on cyber security aimed solely at Board 
level appointments, disseminated on a quarterly 
basis directly to Board members.

4. Government sponsored annual conference 
for Board level appointments, delivering true 
independent advice.  Many similar events do exist; 
however, there was an express desire by Board 
members for an event independent of advice from 
partnered companies where sales bias would lead 
to commercial benefits.

According to the CPNI, “the cost to the UK of 
Intellectual property theft and other online crime is 
likely to be in the region of £27bn per annum”. With 
the Government spending just £650 over the past four 
years to attract individuals to enter the cyber security 
industry, more needs to be done to educate those 
already in business and industry, with a particular focus 
on those at Board level who actually make the strategic 
decisions and implement policy. Publishing leaflets 
and creating initiatives is simply not having the desired 
impact – more direct engagement is required and that 
requires more funding. ■
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CONTROL–SYSTEM ATTACK RISKS

Many cybersecurity practitioners assume that 
standard IT security practices are sufficient to 

secure industrial control systems, but this is not so. The 
difference between IT systems and control systems 
lies not in the kind of technology deployed on the 
networks, but in that technology’s focus. The focus for 
an industrial control system is, not surprisingly, control. 
Industrial control systems control large, complex and 
often dangerous physical processes. The attacks 
that control system owners and operators lose sleep 
over are cybersabotage attacks, not cyberespionage 
attacks. Any mis-operation of complex, dangerous 
physical equipment at a power plant or refinery by 
attackers on the other side of the planet, however 
briefly, is an unacceptable risk.

Classic IT security tolerates certain risks and expects 
a certain degree of compromise from time to time. IT 
firewalls are porous by design – after all, they permit 
email messages and Web pages into protected IT 
networks. Every one of those emails or Web pages 
can contain an attack, and attacks do reach through 
IT firewalls from time to time, in spite of the best efforts 
of firewall vendors or IT staff. This is why intrusion 
detection is so important on IT networks. Applying 
this approach to control-system networks is, frankly, 
dangerous. 

Recent reports show that intrusion detection systems 
take an average of 1-2 months to detect compromised 
equipment but, again, any mis-operation of physical 
equipment, no matter how brief, is unacceptable. 

Control system security standards are evolving to 
emphasise strong intrusion prevention in the form 
of unidirectional security gateways and removable 
media controls over intrusion detection systems. 
Modern attack modelling makes the reasons for such  
measures very clear.

BLIND TO ATTACKS
Too many control-system security practitioners apply 
IT security best practices to control-system networks 
without a clear idea of how those practices leave 
networks at risk. Fundamentally, all software has bugs 
and all software can be hacked, even security software. 
All intrusion detection systems are software and can 
be defeated. All firewalls are software and can be 
defeated. 

For example, imagine a control-system technician 
working from home. Imagine that the technician’s 
laptop has been compromised by an attacker who 
wants to sabotage operations at a particular site. The 
compromise arrived via a spear-phishing attack, and 
is now running in the background on the laptop. Anti-
virus did not catch the attacker’s malware because 
the attacker wrote this little piece of code, and no 
other machine in the world has ever seen it. This 
means, of course, that there is no anti-virus signature  
for the malware.

When the technician uses the compromised laptop to 
open a VPN connection to the plant to do some control-
system work, the malware wakes up. The engineer 
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starts a remote desktop type of tool and logs in using 
a two-factor login dongle hanging on his keychain. The 
malware waits a number of minutes – long enough to 
be confident the login process has completed. After a 
set interval, the malware makes the remote desktop 
window disappear. For example, this can be done by 
moving the window to an invisible virtual screen.

The malware now starts sending pictures of the 
remote desktop window to the attacker, and sending 
the attacker’s mouse movements and keystrokes into 
the remote session. In effect, the attacker has taken 
over the remote-desktop window from the technician. 
The laptop’s VPN may have been configured to prevent 
such “split tunneling”, but the malware has access to 
the raw network devices on the laptop. With a bit of 
coding, the malware can send anything the attacker 
wishes to the technician’s home network, no matter 
how the VPN is configured. Bringing up a deceptive 
window for the technician saying “your remote desktop 
session has become unresponsive – checking for a 
solution to this problem” is “icing on the cake”.

What about IT protections? Will the plant’s  
intrusion-detection system catch this attack?  
Well, let’s think this through. Did the intrusion-detection 
system complain when the technician logged in? Of 
course not. The technician logs in remotely all the 
time. Does the intrusion-detection system complain 
when the technician starts to use tools on the industrial 
network, reprogram devices or operate physical 
equipment? Of course not. This is what the technician 
does remotely all the time. Did the extra-long 
encryption key on the VPN save us? No. The attack 
came through the VPN. Encryption protects against 
man-in-the-middle attacks, not against compromised 
endpoints. Did two-factor authentication save us? 
No. The attacker waited until the technician had  
logged in using the two-factor authentication 
mechanism before hiding and taking control of the 
remote control window.

ATTACK TRAINING IS ESSENTIAL
Remote access attacks are only one example. Nothing 
is ever absolutely secure. The real question is attack 
difficulty. A reality that all risk teams must take into 
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account is that attack difficulty decreases with every 
year that passes. Attack tools continue to become more 
sophisticated; what five years ago might have seemed 
an “advanced attack” is today within the reach of  
script kiddies.

All this is elementary to penetration testers and other 
white-hat experts who specialize in attacks on industrial 
control systems. This is especially true of attack 
specialists with experience in software development. 
Turning “advanced attacks” into checkbox options on an 
attack tool is, after all, simply a matter of programming.

Too many control-system experts evaluate risk 
based on “vulnerabilities, impacts and likelihood” 
without a clear understanding of modern attack tools, 
techniques and capabilities. Too many experts use IT 
security best practices, without having evaluated those 
practices against the protective needs of industrial 
control systems.

Carrying out an accurate risk assessment of an 
industrial control system requires a team with at least 
the following skill sets:

• Physical security: explore insider and physical 
attacks

• Physical process: evaluate physical consequences 
of mis-operation

• Safety systems: understand limitations of these 
systems

• Equipment-protection systems: explore how to 
damage equipment

• Control systems: understand how the physical 
process can be mis-operated

• Cyberattacks: work with the other experts to invent 
attack scenarios

• Information technology: evaluate potential attacks 
against deployed defenses

• Business costs: understand the cost of  
compromise

The focus of the team is to compile a representative 
list of types of high-consequence attacks that are 
possible on control systems, and evaluate how 
confident we should be that each class of attack  
would be defeated by existing security measures.  
The team must also evaluate how much effort  



or money today’s attacker must invest to bring about 
each kind of attack. The team still carries out all of 
the normal functions of a risk-assessment team, 
including threat-actor enumeration and evaluation, 
but expresses the results of those efforts in terms of  
attack capabilities.

COMMUNICATING RISK
A standard risk calculation evaluates possible  
attacks by their likelihood and consequences and 
fits attacks into a matrix such as the one below. 
This is the matrix senior management and boards of 
directors are accustomed to seeing for commonplace 
risks, such as earthquakes, tornadoes and flu 
pandemics. The problem with this risk matrix is 
that there is no reliable way to assign a likelihood 
to an attack. Any calculation of likelihood is,  
bluntly, fictional.
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A more appropriate way to describe risks due to 
deliberate attacks is a “design basis threat” model, or 
“attack model”. Design basis threat is used in physical 
attack modelling, and is a document describing the 
strongest kinds of physical attacks a site is required to 
repel with a set, high degree of confidence.

An attack model enumerates representative threats 
in one dimension, and attack capabilities on the 
other axis. Each cell in the model is a representative 
example of a kind of attack. A line through the model 
represents the design basis threat. For a given level 
of confidence, the security risk team is confident that 
attacks below the line are going to be repelled, but 
attacks above the line may not be.

A sample attack model for cybersabotage attacks 
on an industrial site, such as a power plant or 
chemical plant, is shown below. The red line in the 
model shows the design basis threat represented by  
standard IT security protections for this typical 
site – anti-virus systems, firewalls, VPNs, security 
update programs, intrusion detection and so on.  
Standard protections provide surprisingly little 
protection against the spectrum of attacks industrial 
sites face today.

Standard IT Security Applied to Control System Cybersabotage Risks.
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USING ATTACK MODELS
We can evaluate the effects of proposed security 
enhancements using this attack model. A security team 
might look at the model above and conclude that it is 
unacceptably weak.

The team might propose, for example, to upgrade 
all of the plant firewalls to new “next-gen” firewalls 
with “deep packet inspection”. How would this change 
the model? Not very much, unfortunately. When 
the risk team re-evaluates the attacks against the 
new defensive posture, little has changed. This is a 
cybersabotage attack matrix and “next-gen” firewalls 
are better at repelling espionage attacks than sabotage 
attacks.

We can do the same for a proposal to install removable 
media control software throughout the control system, 
and train control-system personnel about the risks of 
removable media. Again, little changes. High-volume 
attacks have already been dealt with by deploying  
anti-virus throughout the control system, 
and the targeted attackers we are worried  
about prefer to operate through firewalls by remote 
control.

What would be the impact of deploying  
unidirectional security gateway technology instead 
of firewalls at the connection between the industrial 
control system and the corporate/business network? 
Unidirectional gateway technology is a combination 
of hardware and software. The hardware allows 
information to flow from the industrial network to 
the corporate network and prevents anything at all 
from flowing back into the control-system network. 
Unidirectional-gateway software makes copies of 
industrial servers, such as database servers, so 
that users who require access to real-time data can 
query the replica servers on the corporate network 
without ever putting the industrial network at risk. This 
proposal moves the line dramatically. The gateways 
wipe out the remote-control attacks that are the 
modern method of defeating IT-style protections on 
control-system networks.

With the gateways deployed, the team could  
take a second look at removable media controls 
and training. With the gateways in place, it turns out 

Propose: Next-Gen Firewalls.

Propose: Removable media controls and training.

Propose: Unidirectional security getaways and 
removable media/training.

Propose: Unidirectional security getaways.



removable media controls and training now block 
additional classes of attacks. With the preferred  
attack path through firewalls eliminated, these  
new measures now further reduce the  
attack surface.

UNDERSTANDING RISK
Telling our senior managers that all risk is “likelihood 
multiplied by impact” does them a disservice. Senior 
management and board members have a fiduciary 
duty to manage risks for shareholders. These decision-
makers deserve accurate information, not made-up 
likelihoods as a basis for their decisions. Exposing 
a risk matrix to these people allows them participate 
meaningfully in design basis threat decisions. A board 
member, for example, could lean forward and draw 
her own line saying, “these are the threats we are 
willing to accept and not accept”, leaving the security 
team to go away and determine what it would cost to 
meet that new standard.

Cybersabotage-attack modelling serves a second 
purpose in that it makes clear to security teams the 
serious limitations of IT-style security postures on 
industrial control-system networks. Because of the 
very serious consequences of any mis-operation of 
control-system computers and physical equipment, 
control-system security must be based on a much 
stronger foundation of intrusion-prevention technology 
than is possible for IT networks. Firewalls are too 
porous for industrial networks, and intrusion detection 
systems are too slow.

Almost all industrial sites publish large quantities of 
information to corporate networks, and accept almost 
nothing back. Unidirectional-gateway technology 
can replicate database servers and file servers from 
industrial networks to corporate networks with no risk 
to the industrial network. Removable media controls 
can further lock down industrial networks in ways that 
make no sense with porous firewalls at the perimeter.

The time has come to start evaluating control 
system attack risks accurately, and to continue the 
trend towards deploying much stronger intrusion 
prevention for industrial networks than is possible for  
IT networks. ■
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DATA SECURITY

The mobility of the workforce has brought new 
demands for anytime, anywhere access to 

confidential information and enterprise systems. New 
technologies have led to a flurry of new devices and 
applications, enabling new capabilities and greater 
productivity for the enterprise, both in terms of its 
own operations, but also in the management of its 
supply chain. As the pace of change in enterprises 
has accelerated, the challenge of guarding against 
the dangers to enterprise assets has grown even 
more rapidly, as the reality has become exponentially  
more complex.

According to the SafeNet 2014 Survey, 74% of 
IT decision-makers still believe that the security 
perimeter will protect them from all security threats. 
At the same time, it was found by the 2014 Mandiant 
Study, Cybersecurity’s Maginot Line: A Real-World 
Assessment of the Defence-in-Depth Model, that 97 

percent of businesses have already been breached 
whether they know it or not. The consensus in dozens 
of other studies is that the majority of recent attacks 
can be characterised as “internal”. These findings are 
quite ironic and speak directly to a level of delusion that 
is plaguing the IT security profession, and the failings 
of long-established doctrine for defending a network. 
The irony is that despite these facts, organisations 
still invest significantly in the perimeter enforcement; 
with little attention to the fact that today’s perimeter 
borders are almost impossible to define. The number 
of ingoing and outgoing engagement points to the fact 
the enterprise is changing on an hourly basis.

Companies are striving to define and apply security 
measures that will best protect data, based on their 
specific business priorities. In doing so, IT staff need 
to anticipate the evolving nature of the threats and 
security needs, and are faced with a complex choice 
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of solutions. Despite the investment of recent years, 
most organisations are still vulnerable because of the 
choices they have made. Although the investments 
clearly contribute to a higher level of protection and 
compliance, few firms can consider themselves 
to be secure. In most cases, they are augmenting 
capabilities to an established approach, or making 
adjustments to the focus or emphasis, in order to avoid 
common mistakes and known weaknesses, without 
adopting a more relevant or effective approach. 
Much of this is centered on defending ‘the network’. 
The high-profile victims 
of recent information 
breaches all invested in 
education and technology, 
yet they were all proven to 
be vulnerable. 

In today’s business 
environment, with the well-
established digitisation 
of the organisation, 
people and information 
are everywhere. 
As applications and 
storage are moving to 
the cloud, adoption of 
the Bring Your Device 
(BYOD) trend is growing, 
the organisation’s 
confidential data is no longer used only within 
the organisation. This data must be kept secure, 
anywhere, anytime, whether it is at rest, in motion 
or “in use” and this requires a more data-centric  
security concept. 

THE INSIDER VULNERABILITY
Securing “the environment” has proven unachievable 
and will remain as elusive as “world peace”; With 
a network-centric approach, organisations find 
themselves failing to adapt to new attacks that 
change on a daily basis, not least because it is near-
impossible to detect engineered zero-day attacks, and 
the threat from within the “perimeter” from employees 
and 3rd party has proven to be more potent than any 
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other in negating the efficacy of network security 
measures. More often than not, managers are 
struggling to cope with detection, and organisations 
are found vulnerable, to attacks that exploit legitimate 
credentials & access for unauthorised, or malicious 
purposes, because most perimeter security measures 
are focused on external activity opposite points of entry 
to the network rather than the actions and behaviour 
of internal parties. Attackers are acutely aware of 
this fact and they invest considerable efforts to  
secure the legitimate credentials that allow access to 

increasingly confidential 
and valuable data, 
while minimising the 
risk [to them] of being 
detected and identified. 
Irrespective of whether 
this is achieved with the 
knowing support of an 
employee or through the 
unwitting activity of an 
insider, there is a poor 
appreciation of how 
to mitigate the threat, 
and the magnitude 
of the risk among  
most companies.

The vulnerability is not 
new, and the established 

dialogue around the threat is uninspiring. Years of 
painful experience has proved that a never-ending 
monologue about awareness & education, policy, 
enforcement, and due diligence in recruitment have 
had little demonstrable effect. Few employees are 
“bad” when they are recruited, and it has taken 
time for companies to reluctantly recognise that it 
is management behaviour and the organisational 
environment that makes employees “disgruntled”. 
Moreover, a growing body of anecdotal evidence of 
successful phishing attacks, and naïve employee 
behaviour, has shown that the problem of “insider 
threat” needs to be taken more seriously. 

While it had been recognised that monitoring user 
behaviour was important, it was always perceived as 



a poorly defined task for managers, that they did not 
want, and were not trained to undertake effectively. 
While identifying the triggers and symptoms of a 
disgruntled employee should be important to a 
manager that is sensitive to his/her staff, there was 
no “method” for understanding user behaviour that 
could translate into effective security measures. The 
situation has changed over recent years as technology 
has enabled the development of new applications 
capable of identifying “normal” patterns of user access 
and behaviour towards company data, in a similar 
way that credit card companies identify anomalies in 
patterns of spending that may indicate fraud or abuse 
of the credit card by someone other than the legitimate 
owner/user. 

For a company, this 
offers the opportunity of 
adopting a more user-
centric approach to security 
and risk management, 
which enables monitoring 
and detection of abnormal 
behaviour and inappropriate 
access to data. More 
specifically, it adds a more 
effective dimension to the 
management of user privileges, and can even provide 
a predictive capability for internal threat detection by 
identifying anomalies that may be pre-cursors to a 
breach event. 

DATA CENTRICITY
The adoption of greater mobility and collaboration 
tools has increased productivity, but it also brings new 
security challenges. How do you protect a piece of 
data once it leaves the person who created it? Can 
you guarantee it will not be copied, forwarded to a 
wrong person or edited without permission? Can you 
keep confidential files protected even in the case of a 
data breach? Security managers learn to juggle these 
issues, but in the age of data-centric security the focus 
is more granular and therefore more comprehensive 
switching from a top-down approach, to a  
bottom-up one. 
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Data is increasingly valuable in the wrong hands, 
and because it is the ultimate target of hackers, 
data protection has to be of paramount importance 
to any organisation, given the high risks associated 
with the failure to protect data as an asset. Think in 
simplistic terms, of how the recipe of a successful 
food or drink product would have been guarded in the 
pre-digital era of the 1970s. It would most probably 
have been handwritten, a single copy, in a safe with 
only one or two people having access to it. This data-
centric security concept was built to ensure that the 
information in that copy was always secure. Even in 
today’s business environment where digital copies 
of documents are shared and accessed by different 
people, using multiple devices, in unknown locations, 

achieving the same 
outcome is much harder but 
the parameters are still the 
same: What is the sensitive 
data? Where is it located? 
Who can access the data? 
How is the data protected? 
The key is in conducting 
effective security data 
analytics, and implementing 
the process correctly:

Data Discovery
Data discovery is not a new term and has been used 
for a long time in the content management context, 
but has been rarely applied to data protection. The 
problem is that security enforcement is historically an 
IT responsibility, while content is created by business 
units, but not often been managed and protected 
according to IT guidelines. To support a data-centric 
approach, there are tools that can provide the required 
ability for bringing situational awareness into a 
business context. The common approach is tactical – 
the discovery of specific terms according to regulatory 
requirements, but to be fully effective, data discovery 
and metadata aggregation need to be comprehensive 
as a first step in solving the data puzzle. A good 
solution will group the data using the latest data  
mining technics.

... IN THE AGE OF DATA-CENTRIC 
SECURITY THE FOCUS IS MORE 

GRANULAR AND THEREFORE MORE 
COMPREHENSIVE SWITCHING FROM 

A TOP-DOWN APPROACH, TO A  
BOTTOM-UP ONE…



Define Data Classes According to the  
Business Relevance
The next task is to know which of the data need to 
be protected. The effective long-term protection of 
data and the efficiency of later steps in the process, 
require great specificity in the class definitions 
and within the context of the data’s use. This must 
drive security professionals to work closely with the 
different business units and data owners, to define 
the exact classes, based on the results of the data  
discovery exercise. 

Data Classification
Data classification is the core facet of establishing 
a data-centric approach. It can be straightforward if 
the definitions of the classifications are aligned to the 
business context, but it might be impossible if the data 
discovery is incomplete, and to be effective, it must be 
automated and managed.

‘Smart’ Protection
An integrated data-centric 
approach can generate 
relevant outputs for the 
other key constituents of the 
conjoint solution. Primarily 
through the identification of 
“blind spots” of unprotected 
data, but it should provide 
intelligence for data protection 
systems, and provide “logic” 
for enforcement tools like DLP, and, of course, 
implementing data encryption. Finally it needs to 
enhance an ability to monitor and predict malicious 
attempts to access the data, by both unauthorised 
users as well as privileged insiders, or the victims of 
APTs whose credentials have been compromised.

U.B.A – USER BEHAVIOUR ANALYTICS 
When an employee uses legitimate credentials to 
access corporate systems, from a company office, 
during business hours, we can be quite sure that 
there is a minimal risk to our data. But when the 
same credentials are used after midnight to connect 
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to a database server and run queries that this user 
has never performed before: Is our data still secured?  
It is possible that certain maintenance operations 
require the execution of new queries. Alternatively, the 
user’s credentials could have been compromised and 
are being used to commit a breach. With conventional 
security controls, there’s no clear cut answer. 

Employees and contractors have a significant 
advantage over the organisation’s primary security 
perimeter (e.g. firewalls, access controls, physical 
access controls), which were built for the untrusted 
external attacker and not for the trusted insider. 
Furthermore, people working for or within the 
organisation are aware of the mechanisms in place 
and can use this knowledge to circumvent defences. 
To counter this advantage and realistically address 
insider threats, organisations need better capabilities 
in such areas as context-based monitoring,  
advanced behaviour anomaly detection, and link-

analysis driven investigation.
The primary defence 

against the theft of data is 
application access controls 
and in some cases DLP 
(Data Loss Prevention) 
monitoring tools. Fully 
deployed, these controls 
tend to be defenceless 
against motivated insiders 
or outsiders, and they 
generate a continuous 

stream of false positives. To combat these threats 
effectively, organisations need better context of 
a user’s behaviour and their associated peers, to 
pinpoint the real attacks and to focus on monitoring 
efforts to understand what is high risk before it is  
too late.

Sensitive data including trade secrets, intellectual 
property, personally identifiable information, sales 
forecasts, proposals, credit card records and other 
confidential information reside in several formats 
and data stores across the enterprise. It is not 
uncommon for this data to be in collaborative business 
applications like SAP or spread across repositories 

...UBA CAN AUTOMATICALLY 
DETECT HIGH-RISK DATA  
ACCESS AND USAGE FOR 

REAL-TIME INVESTIGATION AND 
ACCESS REMOVAL THEREBY 

REDUCING THE EXPOSURE TO 
SENSITIVE DATA…



such as SharePoint or Documentum in unstructured 
formats. A user-centric approach, addresses this 
challenge through real-time monitoring, and analysis 
of sensitive data access, and usage at the source in 
the applications and data repositories. 

User Behaviour Analytics (UBA) utilises identity 
and access analytics to automatically identify and 
continuously monitor for high-risk access, and activity 
associated with this data based on abnormal behavior 
or access, compared to the users past behaviour  
or their peer groups’ behaviour. This “data risk 
intelligence” allows an organisation to dramatically 
improve their primary data protection control of access 
by removing unauthorised or unnecessary access  
while giving them real-time continuous monitoring 
control over sensitive data.

UBA can automatically detect high-risk data  
access and usage for real-time investigation and 
access removal thereby reducing the exposure 
to sensitive data at its source. Meanwhile, if DLP 
monitoring at the endpoint, egress, or host is being 
used, UBA will automatically identify the true high-risk 
DLP events through advanced identity, behaviour, 
and peer group analysis. The combination of these 
advanced monitoring and detection techniques 
provides the real user identity and behaviour context 
to rapidly detect the most complex data theft and 
snooping attacks.

IN SUMMARY
A new type of conjoint concept that combines 
UBA and data centricity to correlate which data 
is being accessed, by which users, with time and 
location factored in, can mitigate risk from inside 
the organisation, and from outside. By providing 
oversight of high-risk data and high-risk users, it 
can provide significantly improved security against a 
wide range of high- and low-probability scenarios, or 
the basis for a proactive defence against theft, fraud 
and industrial espionage. By classifying data and 
managing privileges automatically, it can simplify and 
enhance the monitoring of data & users, and generate 
near-real-time alerts when suspicious activity is  
taking place. ■
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DETERRENCE IN CYBERSECURITY

The most prominent theme in U.S. cybersecurity 
policy in 2015 has been deterrence, reflecting that 

“finding a way to deter computer attacks is one of the 
most urgent and confounding problems” President 
Obama confronts during his remaining time in office.1  
President Obama has threatened retaliation against 
China for conducting cyber espionage against U.S. 
companies2  and government agencies3  in order to 
deter certain types of Chinese cyber spying in the 
future. When the United States and China agreed in 
September that neither government would undertake 
or support economic espionage against the other,4  
many experts concluded the U.S. threats to impose 
sanctions on Chinese companies played a role in this 
unexpected development, underscoring the potential 
value of deterrence in cybersecurity. 

However, this U.S.-China agreement does not cover 
spying on government targets, and President Obama 
has, according to press reports, decided to retaliate 
against China for the cyber theft of information from 
the U.S. Office of Personnel Management (OPM) in 
order to deter similar actions in the future. What impact 
the agreement on economic cyber espionage will have 
on this decision is not clear, but, on its own terms, the 
decision to retaliate for the OPM hack is important in 
the U.S. policy trajectory towards cyber deterrence. 

 For years, scholars, policy wonks, and government 
officials have debated whether deterrence can function 
in the context of cybersecurity. The decision to retaliate 
after the OPM hack will not settle this debate, but, in 
political terms, it demonstrates the United States is  
going to try to make deterrence work in cyberspace.

CYBER DETERRENCE AND THE OPM HACK: 
MAKING THREATS THAT LACK CREDIBILITY  
AND LEAVE NOTHING TO CHANCE?
By David P. Fidler, James Louis Calamaras Professor of Law,  
Indiana University Maurer School of Law
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However, what we know about the OPM hack and 
the Obama administration’s struggle to identify how 
to respond suggest that the expected retaliation will 
face challenges creating deterrence. For a number 
of reasons, the intended retaliation might not create a 
credible deterrent against future cyber acts by China 
or other states. The credibility problem does not 
stem from a lack of offensive U.S. cyber capability; 
rather, it flows from trying to generate deterrence by 
retaliating after this particular cybersecurity episode. 
In addition, the deterrence the U.S. government wants 
to produce might not happen because the retaliation 
chosen would not force China (or other adversaries) 
to confront what Thomas Schelling famously called 
a “threat that leaves something to chance.” In short, 
the post-OPM move by the United States to create 
cyber deterrence might lack critical things needed to  
achieve deterrence. 

THE OPM HACK AND THE DECISION TO 
RETALIATE FOR DETERRENCE PURPOSES
In early July 2015, the U.S. government acknowledged 
that OPM computer systems containing personnel 
information on over 20 million people, including over 19 
million individuals who applied for security clearances, 
had been hacked and the information stolen. Later, 
OPM revealed the hack also took data on 5.6 million 
fingerprints. The United States claimed that China was 
the culprit of this massive and audacious act of cyber 
espionage, despite China’s denials of any involvement. 

By late July, President Obama had decided that the 
United States had to retaliate because the Obama 
administration believes “the hacking attack was so 
vast in scope and ambition that the usual practices 
for dealing with traditional espionage cases did not 
apply.”5 The Obama administration also linked the 
decision to respond to the need to create deterrence 
against cyber activities by adversaries aimed at the 
United States. However, in terms of how to retaliate, 
U.S. officials are struggling “to choose among options 
that range from largely symbolic responses . . . to 
more significant actions that some officials fear could 
lead to an escalation of the hacking conflict between  
the two countries.”6 
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CYBERSECURITY POLICY AND  
DETERRENCE
The emergence of cybersecurity policy has involved 
analysing whether governments could prevent damage 
to national security by deterring hostile cyber activities 
by states and non-state adversaries. This literature 
includes, among other things, application of general 
principles of deterrence theory to the cyber context and 
comparison of this context to nuclear deterrence – the 
most well-known deterrence case study. Such efforts 
have generated debate about whether deterrence 
can work in the cyber context given how different it 
is from traditional deterrence situations involving 
conventional or nuclear weapons. This debate has 
identified challenges specific to the cyber realm, such 
as the attribution problem, and has discussed when 
threats of retaliation using conventional weapons can 
deter large-scale cyber attacks.

Even though this debate continues, deterrence 
has risen, seemingly inexorably, in importance in 
U.S. cybersecurity policy. Leading approaches to 
cybersecurity threats have failed to deter malevolent 
or hostile cyber activities against U.S. government 
and private-sector targets. Slotting cyber incidents 
into traditional national security threat categories – 
crime, terrorism, espionage, and war – and applying 
policy prescriptions and legal rules associated with 
these categories have not produced meaningful 
deterrence. 

National and international mechanisms built to deal 
with cyber crime have failed to keep pace with cyber 
criminals. To date, terrorists have not developed 
sustained interest or capabilities in attacking enemies 
with cyber weapons, but this behaviour does not mean 
terrorists have been deterred from cyber attacks 
by counter-terrorism policies. Indeed, terrorists 
are notoriously hard to deter. Countries criminalise 
espionage in their territories by foreign states, but 
domestic criminal laws have never deterred spying 
in any significant way. International law does not 
regulate, let alone prohibit, any form of espionage, 
and this permissiveness creates no deterrence. Many 
governments believe international law on the use 
of force and armed conflict applies to military cyber 



weapons and operations, but, under these rules, 
cyber means and methods of warfare are attractive. 
As a result, many countries are developing military 
cyber capabilities.

Problems with this categorisation approach 
have encouraged support for strengthening cyber 
defences, no matter the origin of the threat. This “all 
hazards” strategy seeks to protect cyber systems 
from exploitation and attack and produce resilience 
if intrusions happen. Such capabilities can, in theory, 
deter adversaries from trying to infiltrate and engage 
in harmful activities – what is called “deterrence 
by denial” or “defensive 
deterrence.” However, in 
many countries, including 
the United States, neither 
government agencies nor 
private-sector companies 
have developed robust cyber 
defences, which, in practice, 
means deterrence by 
defence hardly exists. The 
poor protection accorded 
the OPM information is an 
example of U.S. government 
failures to take cyber defence seriously.

In a context in which neither use of traditional 
categories of national security threats nor cyber 
defence efforts have produced meaningful deterrence, 
many officials and experts argue that creating 
deterrence requires retaliating against perpetrators 
of cyber exploitations or cyber attacks. Simply put, 
retaliation, and the threat of future retaliation, seeks 
to change political calculations by imposing, and 
threatening to impose, serious costs on adversaries. 

This argument was becoming prominent and 
influencing government policy before the OPM hack. 
The U.S. government identified deterrence as an 
objective in filing criminal complaints in May 2014 
against Chinese military personnel for conducting 
economic cyber espionage against U.S. companies, 
in applying sanctions against North Korean officials 
after the late 2014 “cyber vandalism” against 
Sony Corporation, and in revising the Department 
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of Defense’s cyber strategy in April 2015. The 
conclusion that the U.S. government needs to impose 
costs on cyber adversaries also informed the decision 
discussed in the press in August 2015 to apply 
economic sanctions against Chinese companies that 
benefit from economic cyber espionage targeting U.S. 
companies.

Reactions in the United States to the OPM hack 
further illustrate the heightened emphasis on  
retaliation as a strategy to achieve cyber deterrence. 
China was not deterred by how U.S. law and 
international law treat espionage, and whatever 

protections were used by 
OPM computer systems did 
not dissuade the Chinese. 
The Obama administration’s 
most consequential step 
in responding to this hack 
has been the decision to 
retaliate, potentially through 
offensive cyber means, in 
order to deter Chinese future 
cyber operations against the 
United States.

DETERRENCE, CREDIBLE THREATS, AND 
RETALIATION FOR THE OPM HACK
In theory and practice, achieving deterrence requires 
making retaliatory threats to impose costs on an 
adversary greater than the benefits the adversary 
seeks to reap from its actions. Such threats have to 
be credible, meaning the adversary has to believe the 
threatened retaliation will impose pain disproportionate 
to its anticipated gain and is backed by the capabilities 
needed to carry out the threat. Although not essential, 
the credibility of a threat to retaliate can be enhanced 
when retaliation would have a widely accepted 
justification, such as using force in self-defence in 
response to an armed attack. Based on what we know 
about the Obama administration’s decision to retaliate 
for the OPM hack, it is not clear retaliation would create 
a credible deterrent threat in the future. 

The United States has the cyber capabilities to 
retaliate and inflict pain on China. The credibility problem 

... THE CREDIBILITY OF A THREAT 
TO RETALIATE CAN BE ENHANCED 

WHEN RETALIATION WOULD HAVE A 
WIDELY ACCEPTED JUSTIFICATION, 

SUCH AS USING FORCE IN SELF-
DEFENCE IN RESPONSE TO AN 

ARMED ATTACK…



arises with difficulties the Obama administration has 
had with determining how to retaliate. Certainly, such 
a decision is complicated, but what has been reported 
about the administration’s deliberations communicated 
anxiety about retaliating rather than resolve to inflict 
pain on China for what it did. Some options considered, 
such as more prosecutions of Chinese nationals under 
U.S. criminal law, are not credible ways to deter future 
cyber operations by China. Other options, such as 
stealing Chinese government information similar to 
the OPM data, seem more like tit-for-tat reactions and 
not serious attempts to impose calculation-altering 
consequences on Chinese policy makers. China 
probably believes, not unreasonably, that U.S. cyber 
espionage efforts seek to access Chinese government 
information regardless what China does. 

More substantial options include a cyber offensive 
against the Great Firewall of China in order “to  
demonstrate to the Chinese leadership that the one 
thing they value most – keeping absolute control over 
the country’s political dialogue – could be at risk if they do 
not moderate attacks on the United States.”7 However, 
such escalatory options generated nervousness in the 
administration, a signal officials were worried about 
how China might react to this kind of retaliation.

Contributing to this credibility deficit is the Obama 
administration’s justification for retaliation – the scale 
of what China did in the OPM hack apparently crossed 
some heretofore unknown line on what spies can do. 
The justification is not based on any recognised norm 
or international legal principle, such as the prohibition 
on the use of force. International law does not restrict 
how much information spies can steal, and, given 
the scale of U.S. cyber espionage around the world, 
the U.S. government would not support such a legal 
restriction. The weakness of arguing China went too 
far seems related to the nervousness about pain-
inducing retaliatory options, suggesting that perhaps 
even the Obama administration is not convinced this 
act of Chinese espionage warrants retaliation worthy of 
generating real deterrence in the future.

Deterrence does not have to be anchored in 
international law, but credible threats must be grounded 
in interests important enough to risk escalating 
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tensions with an adversary. But here too the Obama 
administration’s promised retaliation runs into credibility 
problems concerning future deterrence. The failure of 
the U.S. government to protect the OPM information 
undermines claims that the information was important 
to core national interests. The credibility of the threat 
to retaliate in the future is weak because the United 
States is not sending clear signals about what it values 
enough to punish an adversary for harming. Experience 
with deterrence in other contexts demonstrates how 
important such clarity is. 

DETERRENCE, THE THREAT THAT  
LEAVES SOMETHING TO CHANCE, AND  
THE OPM HACK
In The Strategy of Conflict, Schelling introduced a 
concept – the threat that leaves something to chance 
– considered a central insight in deterrence thinking. 
Briefly, this idea posits that the threat to retaliate in 
response to specified actions can make an adversary 
unsure what consequences might follow from the 
threat being carried out, consequences potentially not 
intended or controlled by either side. This uncertainty, 
which the adversary has to confront in contemplating 
whether to act in the face of the threat of retaliation, 
can play a role in deterring the actions the threat of 
retaliation seeks to prevent.

The Obama administration’s intent to retaliate 
in response to the OPM hack does not appear to 
create, going forward, a threat that leaves something 
to chance. The retaliation is supposed to deter future 
large-scale cyber espionage by China. But, as noted 
above, the administration seems hesitant to select 
retaliatory options that would inflict direct punishment 
on China and make its government confront the 
potential of a cascade of adverse consequences 
neither side might be able to control. Rather, the 
administration appears motivated to retaliate in a 
manner that is carefully calibrated in order to minimise 
the possibility of things getting out of control, especially 
from Chinese escalatory acts.

But here, the threat that leaves something to chance 
appears to be with China. U.S. officials seem worried 
that China might over-react and behave irrationally 



after U.S. retaliation, so they are unwilling to inflict 
punishment that would really make China think twice in 
the future. Put another way, the Obama administration 
appears to want to retaliate in a way that makes the 
future threat to retaliate one that leaves as little to 
chance as possible. This approach means China will 
have little reason to believe U.S. threats of retaliation 
in the future would be threats that leave anything to 
chance. In that sense, the Obama administration is 
trying to create cyber deterrence but is not tapping 
into something considered important in the theory and 
practice of deterrence. 

CONCLUSION 
The decision to retaliate for the OPM hack constitutes 
an inflection point for cyber deterrence in U.S. 
cybersecurity policy, and, as such, it deserves more 
scrutiny under deterrence thinking than this article 
has undertaken, especially in light of the dynamics 
that produced the U.S.-China agreement on economic 
cyber espionage. The problems described above 
related to retaliating for the OPM hack do not mean 
cyber deterrence is futile. However, they raise 
questions about the Obama administration’s claim that  
retaliation after this cyber incident can create cyber 
deterrence in the future. Choosing to take a stand  
over the OPM hack as the Obama administration 
is doing might be a mistake if the United States is 
serious about meaningful cyber deterrence in the 
years to come. ■
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CYBER RISK MANAGEMENT

Cyber risk has been called an “equal opportunity 
risk” as it affects everyone and it is also a 

commercial opportunity despite the threats. External 
forces (hackers, cyber terrorists) and the omnipotent 
insider threat, especially in the cloud, loom large giving 
rise to a new systemic risk. 

Cyber risk is currently perceived by many world 
insurance leaders as an uninsurable risk that 
should be borne initially by governments on the  
grounds it is the broadest and biggest systemic 
risk that industry has ever seen. It is likely that a 

similar perception was held over 300 years ago 
after the Great Fire of London razed a whole city 
to the ground. The insurance industry is adept at 
turning a threat into an opportunity and selecting 
the right mitigating technology as standards 
similar as has been done with a standard reflecting 
7-inch nails into rooftops to withstand hurricanes, 
standards for burglar alarms and fire equipment.  
A digital equivalent is required and these standards 
can be drawn from the industry accepted security 
triad pictured below:

CYBER RISK MANAGEMENT, RESILIENCE 
AND MITIGATION 
By David Piesse, Chairman of the International Insurance Society Ambassador (IIS) for Asia Pacific 
and the insurance lead and advisory board member of Guardtime
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The point to note from this diagram is that the 
standards for privacy and availability are in place and 
all focus has been on these sections of the triangle but 
the data breaches have all been data integrity issues 
which have not been addressed effectively to date and 
this requires a strategic shift. Innovation and technology 
in this data integrity area can mitigate the cyber risk 
before the event, provide truth over trust and supply 
the evidence in real time that will stand up in a court of 
law. It is essential to avoid situations where the nature 
of the data lost is not known and could be used later to 
perpetrate more serious acts of cyber crime. The focus 
must move to data integrity. 

CYBER RISK MANAGEMENT 
Currently, cyber risk management does not exist as 
a standard and temporary measures are required 
to combat this risk especially to avoid data integrity 
impairment that can cause massive data loss or physical 
damage of critical infrastructure, the combination of 
which is often called a cyber tsumani. Well thought 
out risk management practices exist for other risks at 
Enterprise Risk Management level (ERM) and cyber 
risk needs to be correlated to these other risks as the 
data becomes available. Cyber security legislation is on 
the move worldwide and multiple standards in the USA 
and Europe demand more of organisations in their risk 
management and resilience programs. 

Security is only as good as the weakest link and 
governments are taking measures to force organisations 
to notify when there is a data breach or face fines of 
percentage of turnover, which could lead to economic 
loss and reputational risk. Not knowing there has been 
a data breach is not accepted so mitigating technology 
must be deployed. An attack on an organisation could 
be the start of an attack on a nation. This also applies 
to small- and medium-sized companies as they are the 
back door to the larger company. 

However, extra regulatory compliance brings 
more costs to companies, which is not desirable and 
in the long run not sustainable. The better the risk 
management the less the risk charge will be. These 
government measures will remain in place until cyber 
risk management standards are improved and reach 
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levels of satisfaction to oversight boards. This means 
a shift to Enterprise Risk Management where the risk 
then correlates with other risks in the risk appetite 
chart given at board level so it is holistic across the 
enterprise providing a single view of risk on the balance 
sheet. Advance capability of real time insights and into 
aggregate level risk exposure will show the potential 
impact of the company’s book of business from a 
catastrophe, either natural or man made. 

The technological drivers for a need for better risk 
management in cyberspace are the cloud and the 
Internet of Things (IoT) where many smart devices 
are connected and talk to each other. For the financial 
services industry itself, its interconnectivity of companies 
that form the risk industry – insurers, brokers, reinsurers, 
claims adjusters, supply chain vendors, banks, payment 
companies and more are all targets as well as the clients 
they protect so as such need robust cyber security risk 
management of their own. This is especially true as they 
hold risks and assets for others. 

CYBER RISK RESILIENCE 
Mandatory regulation leading to fines is really a 
temporary solution to cyber risk and that RESILIENCE 
is the solution and a proactive mechanism to enable 
organisations to prevent, resolve and recover from cyber 
issues in a fast manner also reducing reputational risk as 
part of the process. The blurring of territorial boundaries 
by the cloud and the threat to data integrity becomes 
a challenge to maintain and define the auditability of 
what had happened as any process is only as good 
as its weakest link. Later when we delve a little deeper 
into the data centric security standard we will see how 
a “digital chain of command over events” can remove 
this weakest link and be a major part of the resilience 
process and provide the truth making networks and 
the INTERNET attributable. This data centric standard 
recognised worldwide is called KSI (Keyless Signature 
Infrastructure) and operates in conjunction with 
Blockchain technology which is recognised by experts 
as the biggest change in Information Technology  
for 50 years. 

The initial focus for raising the bar in cyber standards 
is resilience and providing a better capability in handling 



events when managing and controlling electronic data 
in a digital, intangible and cyberspace. Loss of data 
integrity results in economic loss and negative impact on 
organisational reputation. These standards and the risk 
transfer at the private or public level or a combination 
of both as a private public partnership will address the 
data integrity issue in cyberspace. 

There needs to be education of this resilience cycle 
at the C-SUITE board level by the CRO (Chief Risk 
Officer) and if there is no CRO one should be appointed 
both at public and private level. This process is aimed 
at mitigating cyber catastrophes and black swan 
cyber events and an assessment service before any 
insurance premium is quoted and covers limits given 
for risk transfer in order to evaluate the risk. One of 
the reasons companies are not getting the insurance 
covers and limits they want is they are applying for 
insurance without doing cyber risk management and 
putting resilience planning in place. 

Data integrity breaches lead to black swan events. A 
black swan is a major event that can affect the solvency 
and wellbeing of a nation and its citizens or a company 
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and its employees. Some examples of black swans of 
concern that need to be addressed are: 

1. Breakdown of critical infrastructure and networks 
(power grids, nuclear power stations, transport 
systems, telecommunications, water supply, steel 
mills, maritime systems, and oil energy plants) 
leading to business interruption and economic loss. 
Use of smart devices M2M (machine to machine) 
must be well defined in the assessment process. 

2. Long-term data corruption or integrity which can 
be disastrous if going on for a long period of time 
without detection

3. Large scale cyber attacks on Fortune 500 
companies 

4. State sponsored cyber attack of one nation on 
another 

5. A massive incident of data fraud or theft for example 
in the healthcare sector. 

Any of these incidents are serious and currently the 
insurer’s balance sheets are not large enough to handle 
the ultimate risk and the products and risk management 

Pre Breach Mitigation and Resilience Cycle.



frameworks not robust enough to handle due to lack of 
data (frequency, severity and cost) hence the need for 
government intervention. 

MITIGATION AND EVIDENCE BASED 
DECISION MAKING 
It is a critical necessity to protect data integrity and 
deem who is accountable whether it be government, 
defence industry, private industry, etc. Maintaining 
and fortifying data integrity is paramount in combating 
financial crime.

In order to mitigate cyber risk, organisations need 
to understand critical assets, ensure a well-funded 
mitigation cycle for standards, educate at all levels 
across an organisation, monitor the risk in real time 
and mitigate for exposure to networks and data. 

Mitigation is the primary defence to cyber followed 
by risk transfer mechanisms, which includes insurance 
and capital market portfolio investments. Risk transfer 
requires evidence- based decision making based on 
truth and not trust and focusing on the questions and 
problems that matter is key to good decisions and best 
practice risk management. 

In terms of evidence, we can employ the analogy 
of fire and arson in the tangible property space. In the 
intangible world of cyber there is no photo of a data 
breach or map of the crime scene as exists in fire to be 
used in court. The mitigating technology delivers that 
“virtual photo” by providing answers to the question 
“how did access to the network occur, the time 
element and what was tampered or changed?” This 
provides evidence that stands up in court and using 
the parallel with commercial fire when the perpetrators 
have committed crimes, recovery will be from the 
third parties who allowed it and not the perpetrators 
themselves. 

We must ask the questions “where is the evidence?”, 
“can we use it in court?” as well as “how big is the loss?” 
All viability of response and recovery in resilience 
vanishes if evidence is not documented and preserved 
after a loss. The financial services industry has a duty 
to preserve evidence and a duty to defend clients, 
which means mitigation is also a key factor in reducing 
legal reserving. 
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It must be remembered that cyber risks grow with 
each technical innovation and this especially affects 
data integrity. More new solutions for privacy and 
availability tend to open more data integrity holes. 
Mitigation policies must adapt and evolve with 
technological innovation to keep Enterprise Wide cyber 
cover still in place. 

THE TECHNOLOGY INNOVATION FOR DATA 
CENTRIC SECURITY 
Blockchain-based products with the standard KSI will 
play the mitigating role in making this shift to enterprise 
risk for cyber faster . Will we know that the data is the 
original and that any access to the networks reflects 
tamper free data proof. The active value of these 
standards will be in the resilience and mitigation phases 
of cyber risk management. 

INTRODUCING BLOCKCHAIN 
The Blockchain is in essence a distributed public 
ledger of transactions. Like a traditional ledger, 
transactions are only added to the ledger, not 
removed. Public means that anyone (consumer, 
insurer, auditor, regulator) can obtain a copy of that 
ledger and verify past transactions without having to 
trust the participants in the original transaction. If a 
transaction between multiple parties is entered into 
the ledger then in the future the integrity (veracity) of 
that transaction can be verified independently from 
the participants in the transaction. Naturally, there 
would be serious privacy concerns if the contents of 
the transaction itself were entered into a public ledger. 
Therefore a mechanism is needed to ensure that the 
transaction can be recorded in such a way that the 
contents are not revealed. 

In the Blockchain, this is achieved by using hash-
functions, a mathematical operation which creates a 
trace or digest of the transaction. Rather like human 
fingerprints, hash-functions are “one way” – you can 
verify that the fingerprint matches a specific person 
but you cannot create the person from the fingerprint. 
Equivalently, a hash-value (the result of applying a 
hash-function) uniquely identifies data with the ability 
to recreate the data. 



INTRODUCING KEYLESS SIGNATURE 
INFRASTRUCTURE 
KSI been discussed in many white papers and is in 
use around the world. To recap the concept of a digital 
signature for electronic data is very straightforward: a 
cryptographic algorithm is run on the data generating a 
“fingerprint of the data”, a tag or Keyless Signature for 
the data that can then be used at a later date to make 
certain assertions, such as signing time, signing entity 
(identity) and data integrity. 

KSI standard offers an Internet-scale digital signature 
system for electronic data using only hash-function-
based cryptography in conjunction with Blockchain. 
The main innovations are adding the distributed 
delivery infrastructure designed for scale and no longer 
requiring cryptographic keys for signature verification 
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along with being able to independently verify the 
properties of any data signed by the technology 
without trusting the service provider or enterprise that 
implements the technology. 

To achieve this, the risk industry needs to bring in 
the top IT security professionals to add expertise to 
the underwriting and risk management framework. The 
KSI/Blockchain technology is constantly evolving with 
the cyber threat so as not become a passive standard 
that becomes constantly outdated for minimum 
compliance. 

KSI provides datacentric security with real time 
detection amd mitigation of cyber attack stopping 
hackers covering their tracks. The underlying 
technology of BLOCKCHAIN, which is the technology 
applied to cryptocurrencies such as BITCOIN , stands 

The Concept of Keyless Signatures.

The Strength of the Industrial Blockchain.



as proof of all the transactions on the network. The 
limitations of blockchain when used for bitcoin were 
scale and fast consensus of all computers on the 
network. Adding the KSI standard to the blockchain 
gives a more robust Industrial Blockchain which allows 
users to look at the complete truth and prove it, for 
example, reflecting the integrity of a bitcoin payment 
to guarantee liability insurance. As the name implies, 
blocks of data are placed in linear chronological order 
with every block containing a hash of the previous 
block giving a complete digital chain of command. For 
financial services, the blockchain is a full history of 
insurance or banking transactions. KSI in conjunction 
with this provides massive scale data authentication 
without reliance on centralised trust or trusted parties. 

This transfers security from one that is TRUST based 
to one that is TRUTH based meaning that parties can 
choose to trust each other but can independently 
prove what happened – mutual auditability. Putting 
cloud and blockchain together this solves the 
thorniest problem for every CIO, namely: “how do 
I comply with the law and trust my mission critical 
processes to an outsourced vendor who has little, if 
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any, accountability?” Companies and their lawyers 
want “a verifiable data supply chain with evidence-
based decision making” encompassing accountability, 
acceptance of liability, reliability, compliance, security, 
verifiability and auditability. This means a “SECURE 
SUPPLY CHAIN’ that can be verified in real time and 
when things go wrong there are parties that can be 
held liable for recovery with evidence that is preserved 
and will stand up in a court of law. 

This can be adopted across all clouds, all networks 
and all data whether transport, compute or storage 
of data. This means that all networks worldwide can 
transform security from one that is TRUST based to 
one that is TRUTH based, i.e. humans can trust one 
another but can prove what happened via this digital 
and complete chain of command in cyberspace. 

GOVERNANCE AND BOARD OVERSIGHT
This addresses a very important issue that cyber risk is 
not an IT issue but one of boardroom governance and 
oversight. Failing to acknowledge this by corporations 
will lead to a lack of addressing the data integrity 
issue, which is why there have been so many mega 

Shifting Cyber and Data Risk to Board Oversight and Governance.



breaches globally to date. This is an operational risk 
of large scale and the IT security budget needs to be 
split between privacy and availability from the data 
integrity protection. This data integrity budget should 
be overseen by the Chief Risk Officer reporting to the 
CEO to take the data integrity issue away from central 
trusted parties such as system administrators. This is 
a key advantage of Blockchain technology above. So 
as the diagram below shows, change is required not 
only by technology but by management to solve the 
problem – how do we validate electronic data in the era 
of cyberspace?

CONCLUSIONS AND OBSERVATONS 
We have established that to develop a cyber risk 
management framework in line with mitigation, 
resilience and providing evidence of digital proof 
establishes a digital chain of command across the 
whole holistic enterprise risk management framework. 

Cyber risk can cause a triggered chain reaction that 
affects balance sheets and imperils solvency thereby 
forcing a need for enterprise risk management for 
cyber catastrophe otherwise there will be a high breach 
frequency and sometime high severity which will be a 
global drain on capital. 

There is a need to raise the bar in cyber standards 
as cyber risk is graduating from data breach to attacks 
on critical infrastructure. 

The emphasis on privacy and availability security 
only has been the major cause of data breach to date. 
There is a need to address the data integrity side of the 
security equation as well. 

Cyber risk is not an IT issue; it is a Boardroom 
Governance and Oversight issue. This must change 
quickly. 

There are two technology innovations that now exist 
that in combination will address these needs and effect 
this shift – KSI (Keyless Signature Infrastructure) and 
Blockchain. This is essentially an Industrial Blockchain 
. The Blockchain has been described by leading 
Venture Capitalist Mark Andreessen as the most 
important invention since the Internet itself and a much 
deeper concept than currency. KSI is a standard used 
in USA and European Union. ■
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SECURE NETWORKS

In recent years we have seen dramatic changes 
in both the perpetrators of cyberattacks and the 

techniques they use. Cyber-attackers are carrying out 
sophisticated and multi-faceted attacks that are costing 
businesses millions in revenue, fines, and reputational 
damage, while more politically-motivated attackers 
are actively building cyber military capabilities and 
launching sophisticated campaigns, looking to 
take advantage of weak links in cyber defences. If 
cybersecurity is to evolve, 
we need to prevent before 
they take hold, rather than 
simply cleaning up the 
mess only after a breach  
has occurred.

By concentrating too 
hard on the small number of sophisticated attacks 
that make newspaper headlines, organisations are at 
risk of failing to address the threat from attackers who 
aren’t giant criminal networks, terror organisations or 
nation states, but who are still challenging adversaries. 

You hear it quite a lot these days: A company 
concludes it has fallen victim to an advanced attacker. 
They hire a company that specialises in investigating 
breaches to take a look. They confirm there is no way 
the attack could have been stopped. What a terrible, 
unavoidable disaster. Except, quite often, that’s simply 
not the case.

Over the last six years, there has been a series of 
sophisticated attacks that have received significant 
media coverage and been analysed in considerable 
depth. From the Aurora attack on Google to the Stuxnet 
attack on the Natanz nuclear site in Iran – these are 
sophisticated, large-scale attacks using one or more 
zero-day vulnerabilities to crack particularly powerful, 
well protected resources. Without doubt, there has 
been an increase in the number of advanced attacks of 

this nature. 
However, these are 

not the only attacks to 
consider.  It is also the 
case that attackers rarely 
use their most effective 
techniques first, and the 

vast bulk of successful attacks are far from advanced. 
And it’s highly likely that sophisticated attacks that 
prove effective have already been documented for 
others to learn from. 

My perspective is that several things need to happen 
to reverse this trend of organisations mistakenly 
assuming they can do little to protect themselves  
from attack. 

Firstly, we need to understand that we can’t cede 
so much territory to attackers who are using basic 
approaches first and saving rare, valuable or expensive 
attacks for harder or more valuable targets.

CYBERSECURITY WON’T EVOLVE
IF WE’RE ONLY CLEANING UP AFTER A BREACH
By Ryan Olson, Intelligence Director at Palo Alto Networks
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... WE’RE CEDING TOO MUCH GROUND 
TO PROTECT OURSELVES FROM 

RARE THREATS …



Secondly, we need to educate employees to reduce 
the chances of their actions from enabling an attack to 
be successful.

Finally, we have to build resilient infrastructure 
that prevents attacks from doing any damage in the  
first place.

IT’S ABOUT CULTURE
Threat detection is a must-have – but it’s not the first 
layer of any defence, and it shouldn’t be. It’s vital to 
change the mindset of both IT security and other 
staff from detection to 
prevention as the first step. 
The best IT staff in the 
world are powerless in the 
face of a workforce that 
couldn’t care less about 
security or, even worse, 
takes proactive steps to 
circumvent it. 

Any security system 
has to be flexible enough to allow access, while still 
maintaining security. The users have to buy into the 
process, and that means explaining what security is 
in place and why it needs to be there. Department-
specific policies, reflecting the functions and needs of 
different teams, are generally regarded as a good thing 
– even best practice. But when a business restructures 
or, for example, undertakes digital transformation, 
these policies have to be reconfigured, and the 
entire approach reconsidered. Organisations that 
embrace agility are also a challenge in security teams 
– information flows in multiple, often unexpected, 
directions.

The penalty for not addressing these requirements is 
twofold; the IT department certainly doesn’t want to be 
seen as the part of the organisation preventing business 
transformation, close co-operation or other, similar 
corporate trends. Secondly – and most importantly 
– the early adopter elements that most often run up 
against these barriers are usually influential within the 
business – and more likely than many other groups to 
circumvent or subvert security protocol in order to just 
get stuff done.

SECURE NETWORKS

91cybersecurity-review.com

It’s inevitable that users will try to evade security 
steps, but as policy becomes more draconian, savvy 
users will try to evade security altogether. There’s a 
clear need to get the users on side – while also keeping 
the relevant business leaders happy that security is 
addressing the risks to the business. The problem, if 
policy shifts too far toward draconian, is that the users 
may become the threat.

One of the most effective ways to approach this 
problem is to look at combining application and 
user IDs, which removes some of the awkwardness 

of securing access via 
specific computers of 
appliances. This allows 
organisations to be more 
flexible and recruit staff 
with the right credentials 
to make use of their 
company’s applications, 
data and networks. 

To a certain extent, 
policy is often the result of a failure in technology.  
Get the tech right, and policies can be more flexible.

THE INFRASTRUCTURE TO PREVENT  
OCCURRENCE
It’s vital, given the two previous points, to have the 
infrastructure in place to stop an attack occurring.  
Log analysis, or monitoring offline traffic, is only useful 
in retrospect.

More important is the design and creation of 
networks that make it possible to understand and 
control exactly who has access to what.

Perhaps the single most interesting illustration of 
this is the convergence of Information Technology (IT) 
with Operational Technology (OT). Traditionally, OT, 
the engineering-centric software and equipment used 
by utility companies and manufacturers to control 
industrial equipment, was airgapped from frailer, 
faster-evolving and fundamentally less controllable 
IT. OT was – and is – built around slow, careful 
iteration and reliability – not fast development and raw 
performance. This worked fine, but it’s become less 
and less realistic to ignore the benefits of adding IT 

... MORE IMPORTANT IS THE DESIGN 
AND CREATION OF NETWORKS THAT 
MAKE IT POSSIBLE TO UNDERSTAND 
AND CONTROL EXACTLY WHO HAS 

ACCESS TO WHAT …



to the mix. Performance tracking, remote diagnostics 
and health and safety improvements – all of these 
make convergence an imperative. But it’s even more 
important to ensure that only those applications, 
people and data that are needed go anywhere near 
controllers whose operation can literally hold the 
power of life and death.

Organisations need to design their networks to 
understand and control exactly who has access  
to what. On the understanding that an attack will, 
at some point, occur, the next step is to ensure 
that security strategy addresses every stage of 
the attack lifecycle. Once an attack has broken 
through the perimeter, there are still ways and 
means of preventing access – for example, by 
having rules in place to establish who should have 
database access from which location.  This reduces 
the chances of sensitive or valuable information  
being breached.

Creating network segmentation with a zero-trust 
model, so no network component implicitly trusts 
another, is a good first step. Combining it with ‘data 
diodes’ – technologies that only let data travel in one 
direction – application IDs rather than port-based 
policies, and evaluations of access based on user ID 
are all elements to an effective, integrated approach 
to security.

WELCOME THE ZERO DAY 
At the beginning of this article, I argued that most 
attacks are less than sophisticated. And if you do have 
a sophisticated team of attackers, they’re not going 
to start with their best and brightest tools. They won’t 
use a zero day exploit, because if they can get in with 
a three- year-old vulnerability, they save themselves 
a lot of bother. If an attacker has to use a zero day 
then congratulations. You’re a tough target. On the 
other hand, if they use an old attack – you’re not trying  
hard enough.

If we wanted to take any positive out of a zero 
day attack it’s that you’ve raised the bar so high they  
are using time and resources to target your network, 
as it’s a very expensive proposition, and a very  
small subset. 
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FROM RESPONSE TO INTELLIGENCE
Observing and acting first always beats reacting after 
the fact, and there is, thankfully, a move to reverse 
some of the shrugging acceptance of the last six 
years. Sharing information, and observing tactics, 
is a valuable defensive approach given new power 
by collaborative tools and services. If you can see 
attacker A has deployed tactics in the past that have 
been flagged on your systems, you can do something 
about it before it becomes a problem.

Transition from threat response to threat intelligence, 
the sharing of open source information and insight, is 
the final pillar of a robust defence. Accepting that we 
can do something about breaches, whether trivial or 
serious, and that proactivity, shared intelligence and 
collaboration, both within and without an organisation, 
is a viable approach, is the best hope we have of 
securing and protecting our organisations. ■

ABOUT THE AUTHOR

Ryan Olson is the director of Palo 
Alto Networks’ threat intelligence 
team, Unit 42; responsible for 
collection, analysis and production 
of intelligence on adversaries 
targeting organisations around 
the world. Prior to joining Palo 

Alto Networks, Olson served as Senior Manager in 
Verisign’s iDefense Threat Intelligence service. His 
area of expertise is detecting and identifying actors and 
groups conducting cyber-crime and cyber-espionage 
operations. He is a contributing author to the book, 
“Cyber Fraud: Tactics, Techniques and Procedures,” 
and primary author of “Cyber Security Essentials.” He 
holds a Bachelor of Science degree in Management 
Information Systems from Iowa State University, and a 
Master of Science degree in Security Informatics from 
The Johns Hopkins University. 



Published by
Delta Business Media Limited

3rd floor, 207 Regent Street, London, W1B 3HH, United Kingdom
Tel: +44 (0) 20 7193 2303    Fax: +44 (0) 20 3014 7659

info@deltabusinessmedia.com    www.deltabusinessmedia.com

www.cybersecurity-review.com

Unique content  │ Global reach │  In print and online
CYBER SECURITY REVIEW

http://www.cybersecurity-review.com


Defence Acquisition and Technology (DAT) is a fast-growing, subscription-based journal that 
provides market analysis and expert forecasts, and facilitates the flow of information between  
government agencies, policy makers, end users and technology & service providers worldwide.

Defence Acquisition and Technology provides the competitive intelligence required for  
successful procurement, logistics and supply-chain management, which can be utilised in  
business decision-making. It gathers together and publishes world-class information on  
acquisition research and the latest technology to provide the necessary support for companies  
and organisations involved in acquisition processes.

DEFENCE ACQUISITION AND TECHNOLOGYDEFENCE ACQUISITION AND TECHNOLOGY
Unique content I Global reach I In print and online

Published by
Delta Business Media Limited

3rd floor, 207 Regent Street, London, W1B 3HH, United Kingdom
Tel: +44 (0) 20 7193 2303 Fax: +44 (0) 20 3014 7659

info@deltabusinessmedia.com www.deltabusinessmedia.com

CALL FOR PAPERS - Spring 2016 edition

Defence Acquisition and Technology welcomes non-promotional editorial contributions focused 
on defence technology, research and development, management and command, procurement 
and forecasting issues and methods, defence standardisation and interoperability, defence  
logistics as well as health and safety issues affecting the defence industry.

For the latest editorial schedule and updates, please visit:
http://www.defenceacquisitionandtechnology.co.uk/editorial

Abstract submission deadline - 3 December 2015
Full paper submission deadline - 8 February 2016

All enquiries and articles should be submitted by email to: 
editorial@deltabusinessmedia.com

*Fees apply for publication of articles submitted by commercial and for-profit organisations. 
All articles are subject to editor’s approval.

www.defenceacquisitionandtechnology.com

http://www.defenceacquisitionandtechnology.co.uk/editorial
http://www.defenceacquisitionandtechnology.com
mailto:editorial@deltabusinessmedia.com


GEOPOLITICS IN THE BALTIC REGION

INTRODUCTION
It is far more difficult to determine whether that 
computer is being operated remotely and, if so, 
by whom.1 

The Baltic Region has geostrategic implications for 
Europe as well as global level. During the interwar 
period, in 1939, the Molotov-Ribbentrop Pact had 
created German-Soviet spheres of influence over 
the Baltic and Eastern Europe. The use of ‘secret 
diplomacy’ made war inevitable on an industrial 
scale that brutally cut off its ‘political linkages’ with 
other Europeans at the end of the World War II. The 
decline of European powers had paved the way for 
the emergence of non-European powers, which laid 

out a new power balance in global geopolitical affairs. 
European history clearly evidences that geography is 
shaped, defined and redefined by history. Similarly, 
history does have its geographical locomotive. 

The rise of the USSR as the Eurasian power 
in the post-European world order categorically 
cemented its position in Central and Eastern 
Europe. The rapprochement between France and 
Germany, the Marshall Plan, was to restructure war-
driven Europe with a shared vision for a peaceful 
world had transformed Western Europe into a new 
economic power bloc. The fall of the Iron Curtain 
and independence of Baltic countries had created 
paradigm alteration that brought the Soviet Empire 

CYBER-IN-SECURITY AND CHANGING GEOPOLITICS  
IN THE BALTIC REGION
By Jayadev Parida

Cyberspace has emerged as a new domain of realpolitik in the Baltic region. The decline of the USSR had started with the 
Baltic States, similar to the rise of (cyber)-Russia. Since 2007, cyber-in-security discourse has been significantly swaying 
the geopolitics of the Baltic Region. The Estonia cyber attack has paved the way for a new cyber-engagement between 
the three major power blocs, i.e. the EU, the US and Russia. Proactive engagement of the US and the NATO in the Baltic 
to counter ‘the’ Russia became crucial in geopolitical affairs. Moreover, ‘rise of Russia’, the US commitments, has been 
creating a new cyber-balance of power structure in this region.  
Keywords: cyber-in-security, geopolitics, Baltic Region, US, NATO, Russia

95cybersecurity-review.com



to an end. The Baltic wave of democracy occurred 
on 23 August 1989, when the 370-mile ‘human chain 
across the Baltics’, from Vilnius to Tallinn, was formed 
by people variously estimated at more than 1 million 
of the three Baltic republics. It was organised to mark 
the 50th anniversary of a secret pact that led to the 
Soviet annexation of what had been the independent 
states of Lithuania, Latvia and Estonia2. Nonetheless, 
rising demonstrations and internal political instability 
offered new opportunities to counter the Soviet system. 
Lithuania followed by Estonia and Latvia had gained 
their independence by August 1991. This series of 
events had three significant outcomes – a new wave 
of democratisation within the USSR structure, the 
decline of the Soviet Union and prominent emergence 
of power vacuum in global affairs. Estonia, Latvia and 
Lithuania independence were the major cause of the 
disintegration of the former USSR. The USSR never 
forgot this and  is now seeking to right old wrongs. 

CHANGING GEOPOLITICS IN A BALTIC 
CHESSBOARD 
In the post- Cold War period, the Baltic chessboard 
has emerged as a prominent factor in the European 
security establishment, and the B-Three3 became a 
key area of engagement between the global actors. 
However, an asymmetric distribution of resources 
and geopolitical connotations often creates complex 
security engagements. On the other hand, the Baltic 
Sea is one of the geostrategic pivots between the 
EU – Scandinavian countries – and Russia. It also 
played a vital role during World War II between the 
US-UK-USSR; still it remained below par as compared 
to the sea route trade. The Baltic Sea Report 20134, 
suggested that a reform push is needed to build 
competitiveness and growth in the region. 

The B-Three have proved to be a staunch American 
ally since they regained their independence in the early 
1990s. They more keenly implemented democracy, 
rule of law, economic freedom, and developed a strong 
national identity after the fall of the Soviet Union. Their 
strategic and security interest in the West – particularly 
the US and EU – resulted in rejecting Russian calls to 
remain neutral or inside the Russian sphere of influence 
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after the end of the Cold War. The desire to integrate 
into Western political and security structures should 
not be considered surprising and is simply reflective 
of the region’s culture and heritage. The Baltic States 
are Western, not Eastern, in their origins and culture. 
The history of the Baltic region is one first dominated 
by Germans, Danes, Poles, and Swedes5. 

The geostrategic equation of Europe experienced 
an unprecedented shift in 2004. The ‘expansion & 
enlargement’ had a spill-over effect upon Russian 
security and its strategic establishment. On  
29 March 2004 seven new states delivered their 
accession documents to the US Secretary of State 
Colin Powell in Washington, thus becoming a member 
of NATO. These seven new states were Slovakia, 
Bulgaria and Romania, Estonia, Latvia, Lithuania and 
Slovenia. Three of these were the ‘B-Three’, which 
were part of the former Soviet Union. The prime 
ministers of these Baltic States who participated in 
this event of accession to NATO were highly jubilant 
when they announced “...it is a day for celebration, 
a long awaited moment and fulfilment of a long 
cherished aspiration”. What added to the significance 
of this event was that US President George Bush while 
welcoming these seven states into the alliance stated 
“...the people of these seven nations were captives 
to an empire. They endured their bitter tyranny. They 
struggled for independence. Now they stand with us as 
full and equal partners in this great alliance”. Similarly, 
on 1 May 2004, ‘big-bang enlargement6’ of the EU, 
ten Central and Eastern European countries including 
B-Three7 had joined the integration taking the total 
membership to 258 and thus making the EU a strong 
international economic organisation9.

But the security arrangements of the B-Three have 
been confronted both internally and externally. “The 
countries that have the greatest needs have the worst 
security. And the countries that have the strongest 
defences are divided. Estonia, Latvia and Lithuania 
are, militarily, among the weakest members of NATO. 
Only Estonia comes close to spending 2 percent of 
its GDP on defence – the NATO target. The latter two 
spend pitifully little on their military, around or below  
one percent of their GDP’10. 



The expansion of NATO and the enlargement of 
the EU have increased the security dilemma and 
complexities in Russia. These two events extended 
the US security, umbrella- led NATO to pose security 
challenges to Russia and bring them to its doorstep. 
This was one of the significant post-Cold War paradigm 
shifts in Eurasian geopolitics and made the B-Three a 
chessboard in global power politics.

In the ‘Phoenix-effect’, the fall begins with the 
B-Three; if Russia succeeds in making its presence in 
the region felt, it will regain its old super power status. 
Perhaps they will have a greater global makeover in 
realpolitik again. Predictions are not reality, however; 
the Ukrainian crisis has already emerged as a global 
concern and indicated the intention of ‘Putin-Russia’. 
Thus, the question arises as 
to whether or not Putin will 
target the Baltic next.11  If so, 
how do we protect the Baltic 
States?12 In the real world, 
Russia’s ‘Phoenix-effect’ is 
unfeasible, but in the virtual 
world it has emerged as 
one of the digitised powers 
that can manoeuvre its 
national interest through 
‘hybrid warfare13’ as that has 
previously showcased in Estonia cyber attack 2007, 
the Georgian cyber attack, and the 2008 ‘Crimea- 
Ukraine’ crisis.    

   
CYBER-IN-SECURITY AND B-THREE 
Post 1991, B-Three has been reshaped – Estonia 
became E-stonia14, Latvia is the sixth fastest Internet 
provider in the world15; for the sixth year in a row, 
Lithuania has retained its leading position in Europe 
in terms of the fibre-optic (FTTH) Internet network 
penetration. According to the global ranking, it 
occupies eighth place16. B-Three have established 
themselves as major stakeholders in the cyber market 
place; hence, securing that critical infrastructure is a 
herculean task. 

Since 2007, cyber security has appeared as the 
unprecedented security concern for the B-Three. The 
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Estonian Cyber-attack in 2007 by Russian hackers 
compromised the Internet ecosystem of Estonia 
for three weeks. That lead to cyber discourse in EU 
– US(NATO) – B-Three security arrangements. In 
2008, the EU, in its Report on the Implementation 
of the European Security Strategy stated that cyber 
threat is a new global challenge. On 14 May 2008, 
NATO established its Cooperative Cyber Defence 
Centre of Excellence in Estonia to enhance cyber 
resilience and capability building among its members.  
After the attack during 2008-2013, Estonia adopted 
its first Cyber Security Strategy. Over this period, a 
policy makeover and structural changes resulted in 
the creation of ‘E-stonia’. In 2014, the second Cyber 
Security Strategy 2014-201717, underlined the need 

for the hours and future 
preparedness. On 29 June 
2011 Lithuania adopted 
‘The Programme for the 
Development of Electronic 
Information Security (Cyber-
Security) for 2011-2019’; 
it clearly stated that the 
purpose of the programme 
is … the safeguarding of 
electronic communication 
networks, information sys-

tems and critical information infrastructure against 
incidents and cyber attacks, protection of personal data 
and privacy, as well as to set the tasks, the implementation 
of which would allow total security of cyberspace 
and entities operating in this medium18. Moreover, 
in 2014 Latvia published its Cyber Security 
Strategy 2014-201819 to protect its critical assets in 
cyber ecosystem.

Nonetheless, by 2014, the US, NATO and the 
B-Three have shown their stronger intent to protect the 
digital world from any kind of nuances. On 9 May 2014, 
NATO Secretary General Anders Fogh Rasmussen 
delivered a keynote speech at Tallinn University entitled 
“Defending Allies, Sharing Responsibility, Upholding 
Values.” He stressed the Alliance’s strong commitment 
to collective defence and to the protection of Estonia 
and the Baltic States20. 

... B-THREE HAVE ESTABLISHED 
THEMSELVES AS MAJOR 

STAKEHOLDERS IN THE CYBER 
MARKET PLACE; HENCE, SECURING 
THAT CRITICAL INFRASTRUCTURE

IS A HERCULEAN TASK …



Prior to the Wales Summit 2014, President Barak 
Obama addressed B-Three countries; he outlined that 
“‘our defense and security cooperation is extremely 
close. The four of us share a common vision and goals 
... We also believe in maintaining a strong transatlantic 
link… [in] cyber and energy security”. Over the years, 
“our cooperation on cyber issues has strengthened and 
now covers many areas on both civilian and military 
levels … it is absolutely clear that cybersecurity has 
become a concern for all of us to a degree we have 
never seen before – a domain of warfare in the same 
category as land, sea and air”21. 

Cyber Security discourse was a grave concern 
among the Heads of the State and Government in 
NATO’s Wales Summit, on 4-5 September 2014. 
The Wales Summit Declaration, Para. 73, underlined 
that ‘As the Alliance looks to the future, cyber threats 
and attacks will continue to become more common, 
sophisticated, and potentially damaging. To face this 
evolving challenge, we have endorsed an Enhanced 
Cyber Defence Policy, contributing to the fulfilment of 
the Alliance’s core tasks. Our policy also recognises that 
international law, including international humanitarian 
law and the UN Charter, applies in cyberspace. Cyber 
attacks can reach a threshold that threatens national 
and Euro-Atlantic prosperity, security, and stability. 
Their impact could be as harmful to modern societies 
as a conventional attack. We affirm therefore that 
cyber defence is part of NATO’s core task of collective 
defence. A decision as to when a cyber attack would 
lead to the invocation of Article 5 would be taken by the 
North Atlantic Council on a case-by-case basis22.  

The rising cyber-preparedness among NATO 
(B-Three) member states is designed to deter the 
Russian sphere of influence over the B-Three as a 
cyber power. 

CONCLUSION   
The militarisation of cyberspace will have greater 
geopolitical implications. In 2012, the OECD produced 
a comprehensive analysis of national cyber security 
strategies. The report underlined that national security, 
sovereignty and cyber security strategy have top 
priority among nation-state23. Cyber security dilemma 
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has gained a new momentum between NATO backed 
B-Three and cyber-Russia. Similarly, How Russia 
Sees Baltic Sovereignty?24 And how long will the US 
would be a net security provider of the region? Is 
there a mushrooming cyber discourse in the region? 
Moreover, the B-Three needs to create a strategic 
thinking factory for their national identity and security. 
In an unpredictable geopolitical equation, threats loom 
large, but nation states need to be vigilant, resilient 
and protective from a critical offset. There is a need  
for greater Baltic Balance25 to counter the 
coming storm.26 ■
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CYBER EXERCISES

Rapidly evolving cyber threats, growing 
sophistication and diversity of cyber attacker´s 

TTPs1, increasing connectivity and interdependence 
on technology, complexity of digital infrastructure often 
linked up to the physical devices, decreasing cost of 
hackers’ knowledge, high availability of information 
and instructions on the Internet. These are just a few 
of the phenomena that have to be taken into account 
when dealing with cyber security. Because cyber 
security was often seen only through the “technology” 
lens, with excessive focus on technical solutions, a 
pivotal point of cyber security enhancement was often 
overlooked. This pivotal point is based on education 
of administrators and ultimately decision makers, as 
in a case of a crisis or simple need of a decision; the 
responsible person has to be knowledgeable enough 
to be able to take an informed decision. One of the 

best tools for impacting different layers of the decision 
making process and also technical level is a cyber 
security exercise.

Crisis management exercises being conducted 
with a long record serve as a good example. These 
exercises, testing abilities and readiness for natural 
disasters, terrorist attacks or other emergencies like 
pandemics, industrial accidents or territorial conflicts, 
are good showcases of how to perform strategic 
decision making exercises. These exercises are 
known as table tops with the operational part on the 
technical level. Cyber might be considered as just 
another domain with the same rules in decision making 
although some may argue it has to be faster than in 
conventional domains. Exercises related to cyberspace 
must be standardised and reach the same level of 
quality and dimensions as conventional exercises. 

CYBER EXERCISES - SIGNIFICANT PART OF  
CYBER SECURITY ENHANCEMENT
By Martina Ulmanova, Cyber Security Policy Specialist at National Cyber Security Centre,  
National Security Authority of the Czech Republic

Cyber security exercises on technical and strategic level can be seen as a countermeasure to a trend, when young people 
are exposed to an increasingly open Internet, which allows them to easily access cyber-related knowledge. Consequently, 
the knowledge gap between the older generation in decision making positions and young tech-savvy hackers, who spend 
a lot of time using technology from early childhood, is growing. One way of  overcoming this problem for cyber-uneducated 
professionals in today´s digital age is through cyber security exercises.
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All-hazard exercises are an optimal tool to assess the 
preparedness for the above mentioned disasters, to 
coordinate the response, analyse options, evaluate and 
acquire necessary capacities and mitigate operational 
and strategic impacts. 

First of all, apart from the technical capacities, which 
in practice seem to get more attention, the decision 
making process is equally important in dealing with 
cyber security threats and incidents. The need for 
testing necessary skills and capabilities, both on the 
technical and strategic level, is essential. In other 
words, we recognise two main types of exercises – 
those that allow us to test technical skills and those 
aimed at training the procedures and decision making 
on both operational and strategic levels.  

In the Czech Republic, based on the National Cyber 
Security Strategy of the Czech Republic for the period 
2015-2020 and the implementation document called 
Action Plan, conducting cyber security exercises is 
an integral part of the strategic policy documents: 
“continuously carry out technical and non-technical 
cyber security exercises at the national level”. The 
National Cyber Security Center is organising and 
participating in two national exercises in 2015, called 
Cyber Czech: one table top designed for strategic 
leaders and decision makers and one technical 
exercise for ICT administrators and specialists. 
Although the technical exercise is in the preparation 
phase (and will be carried out in October 2015), the 
strategic decision making exercise was held in Prague 
in June 2015. This event was a joint initiative of the 
Czech National Security Authority, the European 
Cyber Security Initiative (Estonia) and the European 
Defence Agency. During the three-day event, almost 
forty participants, representing national government, 
military, private and law enforcement bodies, were 
facing an escalating scenario. The scenario was 
divided into six different phases in which various 
forms of cyber threats were presented. Each working 
group had different sets of information, therefore they 
needed to cooperate witch each other. The results of 
the exercise were closely analysed and a follow up 
event with the main stakeholders and participants 
ensued. The exercise was not aimed at “being the best 
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or to win”, but at identifying gaps and shortcomings in 
decision making and communication during a crisis that 
was based on real world scenarios and escalated from 
basic incidents to military involvement and invocation of 
state of emergency. 

Table tops with the participation of decision makers 
on a higher level help them understand that cyber crises 
are not solvable by hitting a button in a basement, but 
given the interdependence and technology driven 
society other segments of governance come into play. 
However, senior leaders do not face cyber-related 
challenges on a daily basis so they may not be capable 
of adequately assessing the crisis and give the right 
orders in a short time to lower echelons. Therefore, 
exercises aimed at decision making processes are a 
unique opportunity where senior leaders are exposed 
to relevant cyber security matters in order to solve 
national crises. This, combined with the realistic nature 
of scenarios, time pressure and the need for a whole-
of-government response, including private sector, 
serves as the best way of educating senior leadership 
regarding the importance of cyber security and its 
relevance to national security. It could be argued that 
having the technical capacity might be sufficient to 
solve a cyber security incident or crisis, but that is not 
true. Although the technical/operational cyber experts 
possess the necessary skills and best technologies, 
without relevant command and control there is  
no use for them.  

As mentioned before, cyber security exercises have 
to be based on realistic scenarios, to simulate real, past 
incidents, as well as to allow the creators to come up with 
some “red cell” style scenarios. From the operational 
viewpoint, it entails to constantly implement new threats 
and discovered vulnerabilities into technical scenarios. 
For instance, in 2013 the Czech Republic went through 
a series of DDoS attacks, which technically have not 
posed a serious threat, but given the unprecedented 
extent and number of affected targets, including web 
sites of media, banks, mobile phone operators, the 
stock exchange and even the Czech National Bank, it 
caused little bit of a chaos. Based on this unexpected 
wave of attacks, in 2014 National Cyber Security 
Centre prepared a national table top exercise for chief 



security officers of most ministries and selected central 
authorities, representatives of academia, private sector 
and media to test their preparedness and reactions to 
similar situations in the future. Apart from the direct 
participants of the exercise, an expert panel was present 
to discuss and help to find solutions regarding the 
detection and analysis of the attacks, internal decision 
making procedures, information sharing mechanisms 
as well as external coordination and communication. 
Apart from this non-technical exercise, extensive DDoS 
attacks will be included in the upcoming technical 
exercise. This exercise, in order to add realism and 
encourage practical skills, will take place in a special 
virtualised training environment called Cybernetic 
Providing ground (KYPO), developed by the Masaryk 
University in Brno. In this unique environment a live and 
real time opposing force will be deployed following the 
red team/blue team principle. To sum it up, the essence 
of good scenario preparation lies in reflecting real-world 
incidents and implementing them into both operational 
and strategic exercises and planning methodology.

To improve the effectiveness of table top and 
technical exercises, strategic prediction should not be 
given a back seat. In other words, a group of open-
minded and “out of the box thinking” technicians and 
analysts should be integrated into planning teams and 
during the planning process, they should continuously, 
based on real attacks, explore alternative exploits and 
attack vectors and “what if” scenarios. For instance, the 
outcome of the strategic foresight might be a scenario 
in which a state gets into a situation where it would  
have to ask for the help of the private sector  
or academia, in a situation and circumstances so far 
unthinkable and in stark contrast with the institutional 
culture of certain entities. The outcome of such 
“red teaming” should be increased resilience and 
preparedness of all relevant partners. The results of 
exercises with such inputs should galvanise creation of 
disaster recovery plans and SOPs to mitigate potential 
cyber security crises. 

We know from experience that cyber security is a 
team effort. And cyber security exercises are the perfect 
opportunity to strengthen team work, build trust and 
relationships with critical partners and stakeholders. 
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In addition, it should be borne in mind that private 
companies own or operate the majority of the critical 
information infrastructure. Alternatively, some attacks 
on corporations can impact a nation´s security, public 
policy or foreign relations where collaboration is needed.  
Considering the rising severity of the potential impact 
on ICS/SCADA and critical information infrastructure, 
they often become targets of cyber attacks, so it is 
extremely important to establish POCs2, set up national 
procedures for ensuring cyber security and take into 
account whether it’s a whole-of-nation response.

To conclude, the fruitful cooperation among 
government, public and private-sector entities is 
fundamental for managing and remediating malicious 
cyber activities. It entails that all communication 
channels, cooperation agreements and prearranged 
conditions must be in place before the attacks hit. The 
cooperation should also consist of both incorporation of 
stakeholders in large national and international cyber 
exercises, as well as the incentive from government/
cyber security authority to these private organisations 
to conduct their own cyber security exercises. Apart 
from testing communication channels and establishing 
points of contact, their participation may enhance 
realistic nature of exercise by focusing on data flows, 
real-world processes, crisis management plans 
and procedures. Moreover, successful and realistic 
exercises might provoke a more proactive approach of 
these participants in their daily cyber security and cyber 
defence agenda. 

Cyberspace has no national borders. Thus, in the 
context of grand scale cyber attack, testing national 
procedures and contact lists is not sufficient. It is 
one of the reasons for the Czech Republic regularly 
participating in several multinational cyber security 
exercises, namely NATO Cyber Coalition, Cyber 
Europe, Locked Shields, NATO Crisis Management 
Exercise or EU Multi-Layer (as seen in table 1). These 
exercises, which are organised by NATO, EU or ENISA, 
are normally represented by participants from up to 28 
countries. These international exercises offer a unique 
opportunity to get acquainted with problems and tasks 
not encountered on a country specific basis and ensure 
the enhancement of the collective element of cyber 



security. Nevertheless, if the national procedures and 
emergency response processes are not practised in 
the first place, international exercises lose their value. 

The number of cyber security exercises conducted 
each year in Europe is becoming a trend within the 
cyber security community. But compared to physical 
and crisis management exercises, they are still in the 
phase of “profiling” themselves and governments are 
still searching for the best models and methodologies 
to conduct such exercises. To reach the full potential 
and effectiveness of cyber exercises, some rules need 
to be observed. To conclude, being as realistic and 
innovative as possible, able to identify with adversarial 
concepts, strategically anticipate and predict is critical. 
In addition, reflection of the latest trends into scenarios 
as well as cooperation with all relevant entities falls 
within the golden rules, too. Last but not least, learning 
from our own specific experience and implementing and 
sharing best practices with partners are also important 
elements, which should not be underestimated. Not 
to fall into stereotype of classic design of exercises, 
a wide variety of advanced cyber exercises designs 
can be used as well, e.g. those in a special virtualised 
environment, simulations, cyber competitions, cyberwar 
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games or “capture the flag” format. In compliance with 
these principles, cyber security exercises can become 
of great value. Well-designed cyber security exercise 
with operational and decision making components can 
serve as the optimal tools for awareness raising among 
senior leadership and at the same time enhance the 
technical skills of cyber security operators. ■

REFERENCES
1  TTPs – tactics, techniques and procedures

2   POC - points of contact
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Table 1: Overview of regular cyber security exercises in the Czech Republic.
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MILIPOL 2015 
17-21 November 2015 
Paris, France

DefCamp 2015 
19-20 November 2015 
Bucharest, Romania

CYBERTECH 2016
26 - 27 January 2016 
Tel Aviv, Israel

3rd Global Cyber & 
SCADA Security Forum 
for Oil & Gas Industry 
17 - 19 February 2016 
Amsterdam, The Netherlands

KIDEC 2016 
22-25 February 2016 
Camp Doha, Kuwait

Infosecurity Middle East 
15-17 March 2016
ADNEC, Abu Dhabi

Cyber Intelligence Asia 2016
21-23 March 2016
Bangkok, Thailand

Security and Counter 
Terror Expo 
19-20 April 2016 
London, UK

COMEX 26th edition
26 – 28 April 2016 
Oman Convention and 
Exhibition Center 
Oman

ITEC 2016 
17-19 May  2016
London, UK

Eurosatory 2016
13-17 June 2016 
Paris, France

Future Forces Forum 2016 
19-21 October 2016
 Prague, Czech Republic

http://en.milipol.com/
http://def.camp/
https://www.cybertechisrael.com/
http://www.prosperoevents.com/upcoming-events/item/208-3rd-global-cyber-scada-security-forum-for-oil-gas-industry
http://kidec.com.kw/
http://www.infosecurityme.com/
http://www.intelligence-sec.com/events/cyber-intelligence-asia-2016
http://www.counterterrorexpo.com/counter-IED
http://comex.om/2016/en/
http://www.itec.co.uk/
http://www.eurosatory.com/
http://www.future-forces.org/


NATIONAL CYBER SECURITY - ROMANIA

Society is transforming, the evolution and 
development of the Internet has created new 

ways for citizens to communicate, share information 
and congregate; but it has also generated new risks 
and vulnerabilities. The current network society, is 
something that more countries, institutions or citizens 
are a part of. 

Cybersecurity, as part of national security, is now 
a national security priority for many countries and 
organisations. In order to achieve a high cybersecurity 
level, there are a set of characteristics, attributes 
that a state should have to say that it has a high 
level: cyber security policy and strategy, education 
on cybersecurity, training and skills, institutional 
framework with responsibilities in cyber security and 
national legal framework, cyber culture in society and 
technologies and standards. 

As a result of the network society necessities, in 
the last years, Romania has invested to develop the 

cybersecurity capacity as cyber security has become 
a national security priority too. In order to ensure 
cybersecurity, Romania has focused on respecting 
human liberties and rights along with personal data 
protection.

Regarding Cyber Security Policy and Strategy 
dimension, in our country, an important step was 
reached during the Supreme Council for National 
Defense meeting on February 2013, when the 
Romanian Cyber Security Strategy (RCSS) was 
approved. The Strategy aims to implement security 
measures which would lead to a rise in the level of 
Critical Cyber Infrastructures protection in accordance 
with new concepts and policies in cyber defence, that 
were elaborated and passed at NATO and EU level. 

In February 2011, another step was taken to create 
the National Incident Response Centre (CERT-RO). 
CERT-RO develops and keeps up to date an Early 
Warning System at national level, comprising sensors 

NATIONAL CAPABILITIES IN CYBER SECURITY
By Florin Cosmoiu, head of the CYBERINT National Center, Romanian Intelligence Service (SRI)
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that collect cyber security events from all the networks 
designated as critical infrastructures. The data 
collected by the institution support the decision process 
regarding national policy and generally are used to 
notify the general public regarding attacks. CERT-
RO also continues to develop the activities regarding 
awareness, which is highly important as the incident 
attacks increase.

There are too many incidents that happen 
nowadays, so it is important to have an organised 
incident response, so to 
identify which of those 
events represents national-
level threats. 

Our country has 
initiated research on crisis 
management planning, 
taking into consideration its importance as cyber 
incidents increase. In a crisis situation, the institutions 
with responsibilities in cyber security must be prepared 
to counteract the incidents or reduce the effects, and to 
reach that they must be able to cooperate.

With respect to Critical Infrastructure protection, 
Romania has had legislation in this field for several 
years, and continues to make every necessary effort 
to be implemented and respected at all levels. In 
order to establish which infrastructures are critical, law 
regarding the identification and designation of Critical 
Infrastructures was elaborated.

An important factor for cyber security is the national 
legal framework dimension, so it is essential to have 
a final draft of Cyber Security Law to be approved.  
A Cyber Security Law regulates concepts like national 
cyber security, cyber incident/cyber attack, the national 
institutional framework, attributions of those institutions 
with responsibilities in ensuring cyber security or in 
reaction to cyber incident/attack.  

On the other hand, a Cyber Security law isn’t 
enough; we should elaborate and adopt a set of cyber 
security standards. All Critical Cyber Infrastructures 
(public and private) must have some minimum security 
policies and criticality thresholds that should have the 
capacity to prevent, or at least limit the effects of, low- 
to medium-level cyber attacks. 
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With regard to cyber crimes, the legal framework in 
this domain is currently composed of the Penal Code, 
and, in other acts such as the Romanian Cyber Security 
Strategy, the law that is the national transposition of 
the Budapest Convention and a set of Decisions of 
the Supreme Council for National Defense that are 
not opposable to the civil society. But otherwise, with 
respect to cyber incidents, we still don’t have a specific 
legislation that  clearly presents this issue.

Since 2011, Romania has been preoccupied by 
cyber defence strategies, 
how to develop secure 
and resilient technologies 
for cyber defence. Also,  
Romania has been 
interested in the most 
recent programs in the 

domain, latest technologies and innovation on cyber 
defence.

We should not forget the increased level of Internet 
used in governmental, commercial activities and in 
everyday life which provides cyber aggressors with 
new opportunities to manifest their intentions. So, as 
the number of computer users rises, so the risks of 
cyber incident rise.

In the network society, any computer can be 
targeted by a cyber aggressor and can be used 
in a cyber attack, so it may be assumed that every 
citizen that uses a computer had cyber knowledge. It 
is fundamental that states improve the level of cyber 
culture.

Cyber culture in society is an important factor and 
the Government needs to focus its efforts in order to 
raise the level of security culture in Romania. Civil 
society must understand that ensuring cyber security 
is its responsibility too, and it should cooperate with 
the institution by assuming responsibilities in cyber 
security. For that, it is necessary to rise and consolidate 
the society confidence in public institutions.

We shouldn’t forget the important role that education 
has in any society. Education on cyber security skills 
is only in its infancy but countries must focus on this 
field and invest more in order to build successful and 
innovative programs. We live in an information age 

... IT IS FUNDAMENTAL THAT  
STATES IMPROVE THE LEVEL OF 

CYBER CULTURE …



where the Internet has become the decisive technology 
and the need for experts is very high; what’s more, 
there aren’t enough people with knowledge and skills 
on cybersecurity. There is no doubt that society must 
accelerate learning and skills development. 

Romania continues to develop educational  
programs and vocational training in order to create 
sufficient experts that can manage contemporary 
challenges. Government and organisations should 
prioritise actions and investments to improve 
cybersecurity. 

The Ministry for National Education intends to 
introduce into the school curricula mandatory cyber 
security training and organise more conferences 
on cybersecurity. For instance, CERT-ro with the 
support of ENISA, organises a Cybersecurity month 
each year. At this event, all the public institutions with 
responsibilities in cybersecurity participate, along 
with representatives of industry and academia, and 
civil society. Along with trainings and conferences on 
cybersecurity, research is a top priority in reaching a 
sustainable level of cybersecurity. 

If we consider characteristics of the internet as a 
global information system, we see that cyberattacks 
are cross-border in nature; it is a fact that we need 
regional and international cooperation in the field 
of cyber security. The main problem regarding 
cooperation on cyber security issues is represented by 
different approaches of states: for example, matters of 
national security, human rights or economic interests. 
Romania is involved in various cooperation activities 
with countries from the European Union and NATO on 
cybersecurity.

It is necessary to create and develop public 
private partnerships because cyber security is the 
responsibility of governments; through intelligence 
agencies and law enforcement institutions, but also of 
private sector. 

So, in order to ensure the prevention, identification, 
analysis and reaction to cyber events, we must 
establish cooperation mechanisms between 
public and private sectors. It is necessary to share 
knowledge and best practices as a way of improving  
cybersecurity capabilities. ■
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INFORMATION OPERATIONS IN THE ARMED CONFLICTS

Have you ever wondered what will happen if a state 
lost its control over the communication media/

channels and information networks and what the 
consequences upon the perception of the population 
will be? Such situations are not uncommon, the most 
recent one being the case of Ukraine, who completely 
lost control over several important media channels 
and, consequently, over their information content. But  
I would like to insist upon the second Iraq conflict. In this 
case, the Iraq government suffered significant losses 
over the communication infrastructure. Integrated air 
structures of psychological operations, civilian affairs 
and electronic warfare, none other than Commando 
Solo flew over Iraqi airspace, broadcasting radio and 
television shows received by an overwhelming part 

of Iraqi people, while the government communication 
media were neutralised.1 Thus, when media capacities 
of a certain state are neutralised and the broadcast 
belongs to the opponent, the audience not only loses 
its trust in the governing authorities but also starts 
doubting the response capacity of the security forces. 
This is the scope of information operations, but also the 
scope of its opponents, propaganda and disinformation.

Well adjusted to the infinity of the information 
environment is also the area of conflict, especially armed 
conflict, which does not fail to use a tremendous weapon 
in order to achieve its purposes: information operations 
(Info Ops). Specific to the military environment, which 
focuses mainly on armed conflict, Info Ops represent 
the non-kinetic alternative to favourably solving the 

COMANDO SOLO AND THE USE OF THE INTEGRATED 
INFORMATION OPERATIONS IN THE ARMED CONFLICTS: 
PSYCHOLOGICAL OPERATIONS, ELECTRONIC WARFARE, 
COMPUTER NETWORK OPERATIONS 
By Marius-Aurelian TOPOLNISKI, PhD student
National Defence University “Carol I”, Bucharest, Romania
marius_topolniski@yahoo.com

Abstract: Before considering that a piece of information is credible, think about the quality of the providers, who are of 
many kinds. And also think that behind any information there always is a third party. Such a third party is the influence 
specialist, who garnishes the information with objectivity but also with intent. However, the most dangerous type is the 
one who also uses propaganda and disinformation, namely communication pathologies. Add to all that cyber attacks or 
electronic attacks and an impressive budget and the result will be a real machine of the information warfare. Based on the 
tools hereby described, we can observe that it serves petty interests, based on perfidy, lies and terror. It is high time we 
focused on the antithetical term of information warfare, namely information terrorism. The West must adopt a united front 
against this plague and must draft the most efficient tools and policies to fight it.
Key words: information, war/ terrorism, influence, disinformation, cyber attacks
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acute disputes. Certainly, information operations are an 
integral part of the military operations as a whole, the 
only difference being the action mechanisms and the 
alternative to contribute to obtaining the victory without 
causing human victims or other kinds of victims. This is 
what the specialists nowadays define as the tools of the 
“soft power” concept. 

The information operation concept targets two 
psychological dimensions or mechanisms of man, 
namely thought and will. Therefore, in conceptual 
terms, information operations imply the influence of 
the will (to use military capacity) and the influence of 
the understanding (again to use the military capacity).2 

Practitioners in this field develop this concept, but in a 
confused and even contradictory manner. They extend 
the scope of the information operations to the physical 
side of military capacity, which is why they incorporated 
physical destruction in this concept. Or, information 
operations are purely non-kinetic, therefore we can 
rephrase the thesis of the practitioners of this field by 
conceptualisation of the term of physical destruction 
and state the fact that its effects are covered by Info 
Ops, psychological effects which aim at convincing 
the opponent to give up the fight. The only destructive 
actions imply those capacities that can affect the  
control capacities and which operate in the 
electromagnetic/cybernetic environment. The aims 
targeted by the Info Ops are convincing the opponent 
to give up, while at the same time stimulating the 
undecided to make the desired choice, to motivate 
the supporters and to protect the own military forces 
from an information point of view. We can thus draw 
the conclusion that information operations are both  
offensive and defensive.

According to the most recent bibliography resources, 
information operations include ten capabilities and 
functions: psychological operations (PsyOps), 
electronic warfare (EW), Military Deception (MilDec), 
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Computer Network Operations (CNO), Key Leader 
Engagement (KLE), operation security (OpSec), 
information security (InfoSec), civil-military cooperation 
(CiMiC), presence, posture and profile of the military 
forces (3P) and physical destruction (PD).3 The 
efficiency of such architecture of non-kinetic capacities 
and functions is given by the capacity of coordination 
and synchronisation, so that this whole information 
arsenal synergically converges towards the proposed 
objectives.

Thus, during the conflict between Russia and 
Ukraine, which is still perpetuated in spite of the 
peace treaty signed by the two parties, information 
operations were intensively used. We can observe that 
they were unilaterally used by the Russian Federation 
at global but also at regional and local level. Their 
harmonious coordination and synchronisation with 
classical military operations convinced the experts to 
state that the Russian Federation used a counterpart 
of the hybrid warfare designed by the Western world.4 
If we can easily say, as the communication specialists 
state, that most of the global population did not even 
notice the existence of a conflict between the two 
states, or, moreover, they perceived the events in 
Ukraine as the major wish of the Russian Ukrainians 
to unite with Russia, their fatherland – one of the main 
discourse theses of the Kremlin political apparatus – 
then somebody or something certainly contributed 
to building these opinions and, finally, convictions. 
Maybe you will ask yourselves how this was possible. 
However, we shall begin our flow of arguments by 
stating, among others, that precisely the construction 
of such opinions and convictions at regional and 
especially at global level was one of the strategic 
objectives of the Russian Federation. To convince 
a significant part of the population that it is just an 
internal issue, the problem of the Russian citizens in 
Ukraine, who, oppressed by the new government in 

1   NBC NEWS, Operation Iraqi Freedom – 22 Historic Days in Word and Pictures, Andrews McMeel Publishing, 2003, pp.77-93, 
https://books.google.fr/books?

2   AJP 3-10, Allied Joint Doctrine for Information Operations, 2009, pp.3-5
3   Ibidem, pp.8-10
4   Maigre, M., Nothing New in Hybrid Warfare: The Estonian Experience and Recommendation for NATO, Policy Brief, februarie 

2015, German Marshall Fund of the United States, 
  http://www.gmfus.org/publications/nothing-new-hybrid-warfare-estonian-experience-and-recommendations-nato

https://books.google.fr/books?
http://www.gmfus.org/publications/nothing-new-hybrid-warfare-estonian-experience-and-recommendations-nato


Kiev, need immediate and strong support. Here is the 
genesis of the social influence themes of the Kremlin: 
it initially rejected the accusations of involvement in the 
conflict in Ukraine, stating that it is a social movement 
of an oppressed ethnicity and, later, when the 
evidence of involvement was too obvious, it admitted 
its involvement for a noble cause, based on a purely 
democratic act, namely the decision of the Russian 
Ukrainians to unite with Russia.5 And this is how the 
West is lured into the trap of its own ideologies, which 
it doesn’t compromise, as the Russian discourse faces 
it with a specific democratic argument, namely that of 
supporting legitimate social actions of a population 
oppressed by a new democratic self-proclaimed 
regime. How can this result be achieved! Through 
a massive informational offensive. The information 
warfare lead by Russia against the Ukraine and the 
entire Western world comprises a series of elements 
of pathological communication, considering that 
Russia, in its duality, brings forward democratic ideas 
very loosely, but very easily takes extremely opposite 
actions. In other words, Russia supports the right to 
self-determination of the Russian ethnicity in Ukraine 
while infringing the sovereignty and territorial integrity 
of Ukraine.6 Propaganda and disinformation are the 
main information weapons used by Russia, which 
renders them even more efficient by using a specialised 
structure – the Mazeta Red Army 6th Division.
It consists of propaganda and disinformation 
departments specific to television, radio and media 
production as well as a department acting on the 
social networks (the so-called trolls) and is supported 
by a media planning cell which uses SEO (search 
engine optimisation) tools to increase the traffic and 
consequently the visibility.7 The Mazeta Red Army 6th 
Division is supported by operation structures in CNO 
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and EW, which use mechanisms to block the web 
resources that would have had the potential to reject 
false information. However, it is important to notice that 
Russia barely used large-scale cyber attacks (including 
DdoS attacks), although they were intensively used 
during the conflicts with Estonia (2007) and Georgia 
(2008).8 The reduced cybernetic confrontation between 
Russia and Ukraine may be a result of the cyber 
security consolidation measures taken by Ukraine 
during the Euromaidan social movement and the fact 
that the government in Kiev takes part in the Euro-
Atlantic effort to decrease the risks of hostile cyber 
attacks. Within the area of information war, Russia used 
a physical component, which in the NATO specialty 
literature in the area of information operations is 
called physical destruction. Its use is classical: special 
forces infiltrated in Ukraine occupied the main radio 
and television networks which, immediately started to 
broadcast information according to the propaganda 
and disinformation agenda of the Russian Federation. 
The information warfare lead by Russia in Ukraine, 
which intended to produce the desired reverberations 
in the Western world, comprised large scale human, 
organisational and financial resources. The media 
networks, totally submitted to Kremlin, were built in 
time, by eliminating some independent voices such 
as the RIA Novosti agency, Dozhd television channel, 
Radio Ekho Moskvi, the Lenta.ru news portal, whose 
management was replaced. The Voice of Russia was 
dismantled, in favour of the strong Russia Today and 
of the Sputnik media giant, still under construction, 
united with Rossia Segodnia, a project for which the 
Russian government allotted 170 million dollars, in 
order to function in 34 countries in 30 languages.9 The 
Kremlin’s support of propaganda is unprecedented, 
both regarding the financing – over 400 million dollars 

5   Department of Information Society and Information Strategies, Regarding the information-psychological component of 
aggression of the Russian Federation against Ukraine, 2014, pp.3-7, http://en.niss.gov.ua/public/File/englishpublic/Russia_
aggression.pdf

6   Usenko, V., Usenko, D., New “old” Russian imperialism and hybrid wars – an historical overview, EuroMaidan Press, 23 iulie 
2014, http://euromaidanpress.com/2014/07/23/new-old-russian-imperialism-and-hybrid-wars-an-historical-overview/

7   Armand Goşu, Conferinţa Rusia-Ucraina, Arad, 2015, apud. http://www.revista22.ro/suntem-in-razboi-mediatic-55322.html
8   Department of Information Society and Information Strategies , op.cit., pp.2-5
9   Russian propaganda over Crimeea and the Ukraine: how does it work? 
  http://www.theguardian.com/world/2014/mar/17/crimea-crisis-russia-propaganda-media

http://en.niss.gov.ua/public/File/englishpublic/Russia_aggression.pdf
http://euromaidanpress.com/2014/07/23/new-old-russian-imperialism-and-hybrid-wars-an-historical-overview
http://www.revista22.ro/suntem-in-razboi-mediatic-55322.html
http://www.theguardian.com/world/2014/mar/17/crimea-crisis-russia-propaganda-media


allotted by the state and the scale – thus media outlets, 
internet sites in different languages, famous journalists 
recruited from different countries, an impressive 
organisation of war correspondents for a better media 
coverage, are all involved in this non-kinetic fight, with 
the purpose of obtaining information superiority. 

The strength of the Russian offensive strategy was 
the almost perfect coordination of all the components 
of the warfare architecture formed to occupy Crimea 
and eventually Eastern Ukraine. It is in fact one of the 
advantages of Russia in this conflict, in which Ukraine 
reacted sporadically, unorganised, uncoordinated and 
unsynchronised. The information support provided 
by NATO and the USA was not enough compared to 
the arsenal used by Russia. NATO contributed with 
its specialised Public Affairs service in the mission 
of dismantling the false information provided by the 
Russian propaganda and the USA used its international 
media system (Radio Voice of America, Radio Free 
Europe and Incorporated)10 in order to provide correct 
information and to counteract Russian propaganda 
and disinformation. The purpose of information action 
was different in the case of the parties to the conflict 
so that while Russia was using the propaganda and 
disinformation, Ukraine, supported by the USA and 
NATO, appealed to transparency and objectivity,  
which made their task of convincing the 
population even more difficult, on the short term  
or immediately. 

The West was forced to use the most efficient 
mechanisms to counteract such malicious actions. 
Thus, we drafted an integrated project of influence 
communication in armed conflicts. We shall hereby 
present its concepts.

The integrated multinational pattern of influence 
communication in conflict situations is founded on 
the stereotype concept which man operates with in 
the social environment in order to solve problems, a 
superior cognitive mechanism, subscribed to thought.11 
By extrapolating, we considered that the target-
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audience continuously get their information through 
the information units to which they are exposed, 
analyse the content of the information received 
based on their own cognitive filters and decide upon 
the direction of the actions accordingly. We approach 
the construction of the model from the perspective of 
bilateral exposure, starting from the assumption that 
there is also a second influence source acting upon 
the target-audience, which we shall hereinafter refer to 
as counter-influence (adverse propaganda). Previous 
experience of military conflicts highlighted the major 
role of counter-influence operations both in generating 
problems within the decision-making process of 
the allied influence structures and in disseminating 
undesired effects upon the international public opinion 
regarding the conflict management and the possibility 
of reducing the support for military actions of their  
own forces. 

Thus, the proposed model is structured on three 
dimensions which may lead to the increase of the 
influence level, two of them pertaining exclusively to 
the influence operations carried out by inter-agency 
multinational players, covering military and civilian, 
governmental and non-governmental environment. The 
first dimension targets the creation of new opinions, 
the change in attitude and behaviour of the target-
audience compared to the alternative proposed to the 
imbalance arisen, with broad perspectives concerning 
the losses caused to the same target audience. The 
state of conflict and imbalance is mainly caused by a 
deficient governing, based on abuse and full control, 
which affects the fundamental rights, the systems of 
values, beliefs and opinions of their own citizens (target 
audience of the influence operations). 

Based on common, coherent and harmonised 
policies, the nations participating in the war effort with 
the purpose of solving the conflict and reinstating 
the balance in the affected area shall integrate the 
communication process (information and influence) 
in the general integrated project as a response to 

10   USA Congress Bill on Ukraine, pp. 8-11, https://www.congress.gov/bill/113th-congress/senate-bill/2828
11   MNE 6 - Framework Concept – Integrated communication in multinational coalition operations within a comprehensive 

approach, Strausberg, 22 October 2010, pp.45-78

https://www.congress.gov/bill/113th-congress/senate-bill/2828


the crisis. At the level of international cooperation, 
the management of integrating the resources of 
communication planning will be conceived in times of 
peace by creating networks of experts and a proper 
communication infrastructure, which facilitates the 
exchange of information and the development of 
common systems and working procedures. The first 
signs of the emergence of a crisis situation shall set in 
motion an already functioning mechanism in the field 
of information and influence and the management of 
organising an integrated multinational environment 
shall be based on a previously known and practised 
dynamics. The information exchange, collaboration and 
cooperation in times of peace may lead to anticipative 
contributions, efficient in identifying and dealing with a 
crisis situation. The triggering of response operations, 
including military operations, shall include contributors 
from the political, economical, social, informational 
and diplomatic fields, meaning the entire operational 
environment, tackling the crisis in an integrated 
way, thus increasing the success rate of the conflict 
resolution. Besides the military representatives, 
other players shall act in the conflict area, such as 
governmental and non-governmental organisations, 
representatives of the private sector who shall 
conjugate their actions in an integrated way, with the 
purpose of solving the crisis. All these components shall 
be integrated in a particular operational environment, 
which shall significantly impact the development of the 
entire process of response to the crisis. An integrated 
communication strategy shall be elaborated, in order 
to provide balance to such deficits and to build an 
additional mechanism of fulfilling the objectives, 
through the participation of the strategic networks 
of communication experts and civilian and military 
structures in the conflict area. Partner structures in the 
conflict area shall act according to the principle of inter-
institutional planning by using collaboration resorts, 
by applying integrated, coordinated and synchronised 
communication procedures. Both communication 
structures and the communication infrastructure, 
particularly the media of the host-nation shall be 
part of the integrated communication architecture 
used for creating a holistic operational framework. 
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Participating nations shall reach-back the effort of the 
operative structures of influence communication by 
creating an integrated nucleus which shall respond 
in a complementary manner, but synergic with their 
operational requests.

The second dimension refers to the management 
of counter-attacking the opponent’s structures of 
counterinfluence, considering their possibility to obtain 
a strategic advantage in the context of valorisation of 
the effects of the intentionally distorted information, 
of errors, of lack of consistency of the Euro-Atlantic 
military forces and of their reduced capacity of reaction.

In order to influence the opinions and to modify the 
attitude – behaviour system of the target audience – the 
communicator may use a set of eight variables: 
1. analysis of the target-audience or research, this is 

an independent variable, with a relatively low effect 
of supporting the influence, given that research 
implies a lot of subjectivity by using an analytical 
algorithm, but especially through the applied 
cognitive filters, especially interpretation, so that the 
needs of the target-audience shall be identified by 
third parties, even if they are specialists or experts; 

2. the correlation between media exposure and 
interpersonal commitment, dependent variable 
which may increase the efficiency of the influence 
process through the less conventional approach of 
production and dissemination, so that the planned 
and elaborated character shall be in perfect 
harmony with the control of dissemination means, 
namely the lack of interference and the generation 
of real meaning for the interlocutor; thus we are 
dealing with a direct, controllable and meaningful 
addressability.

3. the integration concept production resources – 
dissemination resources, dependent variable 
which might be successful, which targets both the 
factor of adaptability to the media consumption 
needs of the audience and the viability of the 
message insertion context; this is the category of 
their own resources but also of those contracted 
by the production and dissemination, so that the 
operational architecture can develop in order to 
use the resources with maximum efficiency.   



4. the argumentative content of the message, 
dependent variable which may contribute to the 
efficiency of influence by stimulating the involvement 
of the target audience in the voluntary acceptance 
of the alternative, by satisfying certain needs or by 
obtaining certain benefits (corresponding to the 
interests of the target audience);

5. the form of the message, dependent variable 
specific to the entire conventional media (radio, 
television, press and their online versions) and 
non-conventional media (New Media, social 
networks) and the verbal message used in the 
direct interpersonal communication or in the 
communication mediated through shows specific 
to media debates: talk show, public conferences, 
events, etc.

6. the degree of accessibility, dependent variable 
which refers to the increase of the target audiences’ 
susceptibility to influence through the diversity of 
the communication channels, among which the 
social networks and the influence air capacity 
Commando Solo (psychological operations, civil 
affairs and electronic warfare) represent maximum 
priority operational needs;  

7. deployable network of war correspondents, 
dependent variable which supports the information 
effort through training and common exercises 
which lead to inter-operability; the existence and 
mobility of the network is crucial to media coverage 
and to the efficient audience information;

8. message-action synchronisation, dependent 
variable which contributes to the increase of the 
level of influence by employing other structures of 
the international military forces to act according to 
the transmitted message, thus obtaining physical, 
palpable validation of the proposed offer with a view 
to accept the change, at the same time satisfying 
the need for consistency of the international 
military organisation. 

For the second dimension, counteracting the actions 
of the opponent’s counterinfluence structures, within 
the model we put forward a model of prophylactic 
identification, analysis and intervention, with the 
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purpose of ideological security of their own population 
and to prevent the dissemination of negative effects 
which may impact on the objectives of the mission and 
on the military and political objectives of the Alliance, 
as a whole. The model is composed of two levels of 
carrying out the intervention:

• knowledge management, by using all the 
information resources representative for the 
international military organisation, international 
civilian players and through the specialised 
services of the nations participating to the conflict, 
to which we could add the connection to the nodes 
of networks of the intelligence international services 
and to the flow of the media agencies, based 
on collaboration protocols; the use of operation 
capacities in computer networks is a priority, given 
that the information or control capacities of the 
opponent can be accessed, altered or destroyed;

• the management of media and interpersonal 
content, referring to the capacity of own, 
autonomous production, including the use of 
reach-back information capacities but also the 
externalised capacities, the ones of the host-nation 
and the simultaneous, synergic involvement of the 
structures for Public Affairs and Public Diplomacy 
of NATO Headquarters. To these should be added 
the contribution of the electronic warfare (jamming 
the broadcast of the opponent) and the protection 
of own information (InfoSec and OpSec), all these 
integrated under a unique management. 

CONCLUSIONS
Information operations capacities as a whole represent 
supplementary tools which may give substance to 
military operations. The more efficiently they are 
integrated in a network comprising the governments 
of NATO member states and partner states, 
under a unique control authority, coordinated and 
synchronised, the more they contribute to increasing 
the influence rate, aiming at changing the opinions, 
attitudes, behaviours. The current conflict between 
Russia and Ukraine highlights realities in the field of 
information confrontation which are not favourable to 
the NATO states. Russia, using the vicious power of 



seduction of propaganda and disinformation but also 
the one of highlighting a functional, global impact 
information project, has the upper hand, while the EU 
and the United States try to define a new vision to 
fight against this giant of pathological communication. 
NATO’s response is weak, but consistent with its 
limited information objectives. Gathering their efforts 
in a single, integrated, large-scale project, the 
involvement in the fight against information pathology 
and defence of democratic values may represent an 
efficient alternative of shared action. The danger 
represented by the typology of such actions may be 
crystallised in the characteristics of the psychological 
state and cultural inheritance of the former USSR or 
the one that Chechnya experiences nowadays: fear, 
mental exhaustion, change of national identity, theft 
and replacement of national symbols, assault on 
beliefs, values, traditions. ■           
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