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CYBER TECHNOLOGY

INTRODUCTION
Network enabled devices proliferate every aspect of 

our lives in terms of pervasive computing environments 
that form part of the Internet of Things (IoT). Gartner 
predicts that the number of Things connected to the 
IoT will rise from the currently estimated 4.9bn, fivefold 
to 25bn devices by 2020. These Things range from 
the well-publicised devices in our automated home 
environments, over mobile, bodyworn networks, 
to vehicles that are increasingly equipped with 
autonomous self-driving features. This increase in 
connected devices will also mean that technology 
is continuing to become an essential and pervasive 
part of our lives with significant consequences as to 
how we are thinking about Cyber Security over the  
next decade.

At the same time, the attack surface that 
our technology presents to nefarious agents is  
experiencing exponential growth. Cyber Security 
traditionally has been concerned mainly with ICT 
systems and focussed on the confidentiality, integrity 
and availability of information assets, which were highly 
relevant to the datadriven nature of most businesses. 
However, in recent years the focus has shifted from 
data leaks and denial of service attacks against web-
facing services to more sophisticated and targeted 
attacks against physical devices.

Cyber Security is no longer confined to the digital 
world; attacks are today increasingly affecting our 
physical surroundings. As we as society became 
more reliant on our smart infrastructures we created a 
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widening attack surface for malicious users of today’s 
digital world, taking advantage of the inexperience of 
many users that connect their devices through their 
home networks to the wider Internet. However, this trend 
is by no means limited to the personal environment of 
users; from medical equipment to vehicles and industrial 
applications the convenience of smart devices increases 
the number of devices that are exposed either directly 
through the Internet or through connections embedded 
within traditional ICT infrastructures.

The resulting issue is two pronged, in that legacy 
systems that were never designed to be secure are 
exposed to networks that in many cases did not even 
exist when these systems were made operational; 
secondly, the pace in which new smart devices are 
being invented and sold often leaves only limited time 
or budget to spend on security. These apparent market 
pressures combined with the difficulty of measuring 
the cost and benefits of security raises questions 
for regulators and judiciaries around the world. In 
particular, in areas where responsibility for the safety 
and wellbeing of citizens lies with the state but involves 
private public partnerships in the delivery of these 
services, significant challenges arise. Indeed, the 
protection of our critical national infrastructures, such 
as transport, electricity, water, gas supply, medical 
care and banking, has been singled out as a key driver 
behind government investments in cyber security.

Given the sector growth, it is clear that industry 
and governments need to address a significant skill 
gap with respect to Cyber Security. With an estimated 
skill gap of cyber security professionals exceeding 1m 
by 2020, this is a gargantuan challenge. The issue is 
partly addressed by awareness campaigns for small 
to medium sized businesses, as well as embedding 
Cyber Security more strongly in national curricula. 
Higher Education, in particular, is offering specialised 
programs on Cyber Security and related subject  
areas such as Digital Forensics, with government led 
initiatives to course accreditation through GCHQ’s 
master’s program or industry participation through 
schemes such as Cyber Invest that ensure that  
education and research are aligned with the business 
needs of the future.

CYBER TECHNOLOGY
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Investing in Cyber Security education alone can 
lead to over specialisation, as many courses today 
are focusing on the identification of vulnerabilities and 
the management of operations and incidents. In this 
article, we consider the requirement to base cyber 
security training and education in the wider context 
of system engineering to ensure that the workforce 
we are educating today are able to build more secure 
infrastructures of the future. Cyber Security must and 
can only be successful if it is part of the overall system 
engineering effort.

In this article, we present an approach to structure 
cyber security education in the wider context of cyber 
technology. To gain wider traction within a variety of 
engineering disciplines, we consider novel training 
approaches that make use of gamification techniques 
to encourage creative and analytic thinking in the 
context of system development. Thus combining 
knowledge of system engineering with state-of-the-art 
security knowledge.

CYBER SECURITY TRAINING
Traditionally, Cyber Security has been regarded as a 
low priority when developing new products, be they 
software or hardware, often a separate solution added 
to a system in an attempt to deal with a threat after an 
incident has already occurred. Many systems in use 
today were created before the exponential growth in 
the number of connected devices, which highlighted 
security as a key issue. In the past, if a system  
needed to be secure the preferred solution was to 
create an ‘air gap’ thereby ensuring the integrity 
of a system. That solution is no longer feasible; in 
the majority of cases, the ability to connect devices 
to the internet provides significant benefits for 
companies. This, coupled with a reduction in the entry 
requirements for malicious actors, both in terms of 
resources and knowledge, has led to a proliferation 
in both the scope of threats to a system and in the 
number of those seeking to exploit these threats. With 
this new landscape comes a new set of requirements 
in order to develop systems that will be both robust 
and secure enough to successfully operate in the  
real world.



Current Cyber Security courses often focus 
on aspects related to the later stages of system 
development, identifying vulnerabilities by techniques 
such as penetration testing or dealing with operational 
aspects such as incident response. Such techniques 
are incredibly valuable but they can be regarded as 
reactive, often a vulnerability having been accessible to 
malicious actors for a period of time before it is identified 
and rectified. By taking a wider systems engineering 
approach, the focus of cyber security can switch from 
being reactive to proactive. Instead of security being 
a late addition to a system’s development, it can be 
integrated at the beginning 
of the project leading to 
systems less susceptible 
to attack and with better 
defences in place should a 
breach occur.

One of the key issues 
regarding security for 
systems is the tradeoff in 
the operational efficiency 
of a system, often 
increasing security, will 
lead to some slowdown in 
process. As such, Cyber 
Security personnel are 
often seen as being in 
conflict with engineers 
whose main concern is ensuring the continuity of 
operation, especially in real time environments.

Earlier integration of security will enable better 
optimisation of solutions to ensure all requirements 
are met. The potential for future proofing systems can 
also be introduced with, for example, the inclusion 
of an easy-to-implement patching scheme allowing 
machinery to continue operation (possibly at a reduced 
rate) whilst patches are installed rather than requiring 
a full shutdown and time offline in order to achieve the 
same result. 

It is always important for Cyber Security specialists 
to understand the wider context in which they operate; 
there will often be competing requirements and 
constraints within a system development project. If 

CYBER TECHNOLOGY
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processes implemented in the name of security have 
too deleterious an effect on the operation of a system 
or process then the risk is increased, i.e. operators will 
attempt to circumvent the system, potentially leading 
to more serious threats. Therefore, any solution 
developed must take into account the requirements of 
all users of the system; too often situations fall into the 
trap of ‘stovepipes’, each group concerned only with 
their own priorities rather than addressing the needs 
of a system as a whole. As an example, Security and 
Safety are often seen as being diametrically opposed 
with competing requirements but actually significant 

overlap exists between the 
two disciplines. Providing 
Cyber Security specialists 
with a broader knowledge 
and understanding of 
overall systems engineering 
allows the barriers that exist 
between differing roles to 
be reduced, allowing an 
optimised solution to be 
developed.

GAMIFICATION
In order to build secure 
systems, it is vital that Cyber 
Security is acknowledged 
as an important issue by 

all levels of an organisation. In an effort to improve 
the awareness and understanding of cyber security 
in non-specialists, novel pedagogic techniques can 
be utilised. Two such techniques are presented here, 
with the use of realistic cyber ranges addressing 
low-level issues and the development of tabletop  
scenarios aimed at high level aspects of cyber  
security.

CYRAN
A key challenge in Cyber Security training is the 
ability to perform practical exercises in a realistic 
environment, especially for areas such as ICS 
where the ability to incorporate real equipment is 
almost non-existent. To this end, DMU have created 



CYRAN cyber range, a realistic environment used for 
cyber warfare training, cyber resiliency testing and 
cyber technology development. CYRAN has been 
developed utilising a hybrid approach, combining 
virtualised components with actual physical hardware, 
facilitating scalability combined with robustness 
and includes, but is not limited to, the capacity for 
switches, routers, user terminals with a variety of 
operating systems, programmable logic controllers, 
human machine interfaces, geographically distributed 
networks and virtual private networks. Scenarios 
can be developed to better represent operational 
environments by incorporating physical systems 
such as control systems and bespoke technologies, 
providing enhanced resiliency testing.

Once a scenario has been developed, Red vs 
Blue exercises (where 
one team attack the 
system and the other 
attempt to identify and 
attribute the attacks) 
can be performed, 
highlighting areas of 
weakness likely to be 
exploited by malicious 
actors and assessing 
the level of information 
required for successful 
attribution. Tokens, worth 
a predetermined number 
of points, are spread throughout the scenario and 
are associated with particular techniques or exploits. 
As such, an element of competition is introduced, 
which can be tailored to assess the impact of differing 
schemes; if the competition is ranked solely on the 
total number of team points, the competitions are 
between Red and Blue, but provision exists to monitor 
individual points meaning competition within teams 
can also be assessed. Any combination of these can 
also be implemented; one that has proved successful 
in the past is to award Blue points solely to the team 
whilst awarding individual points to the Red team, 
leading to greater teamwork amongst the defenders 
whilst highlighting individuality for the attackers.  

CYBER TECHNOLOGY
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A key component of a scenario is the white team; not 
only do they ensure the smooth running of the event 
providing hints or extra information when necessary, 
but they can also take on the role of other members 
of an organisation to increase the realistic demands 
of a situation. For one event, a Production & Business 
Management Team was included consisting of 
participants from Airbus Group. Their purpose was to 
increase the realism of the scenario, with members 
taking the role of various senior members of the 
business unit and responding to recommendations 
from a holistic business perspective. They were 
responsible for ensuring the continued operation 
of production systems along with making business 
critical decisions. When the Blue Team raised queries 
relating to the impact of particular mitigation activities 

they wished to undertake, 
sometimes rejecting 
actions would implement 
a protection mechanism 
but would require a 
temporary cessation of 
said production systems. 
The key to learning in 
the described context of 
cyber technology is not 
only to involve students 
in learning how to protect 
the environment, but 
also to involve them in 

the construction of secured networked production 
environment. Whilst with CYRAN, we provide 
students with practical and technical skills, other 
gasified learning approaches are used to ensure their 
strategic organisational thinking.

Tabletop ICS scenarios
A tabletop game has been created in which a 
geopolitical scenario plays out over the course of 
a number of turns that has cyber implications for  
Critical National Infrastructure.

Each participant takes on a predefined senior 
executive role within an electricity generation plant, 
with the teams being required to balance a limited 

SCENARIOS CAN BE DEVELOPED 
TO BETTER REPRESENT OPERATIONAL 
ENVIRONMENTS BY INCORPORATING 

PHYSICAL SYSTEMS SUCH AS 
CONTROL SYSTEMS AND BESPOKE 

TECHNOLOGIES, PROVIDING 
ENHANCED RESILIENCY TESTING



investment budget against competing market, 
corporate and personal priorities. Each turn, as a 
team decision, must be made regarding the selection 
of security measures to be implemented and which 
budget will fund these measures. The game has 
been designed to encourage discussion within the 
teams, with all actions having potential benefits but a 
reduction in any budget leads to a negative financial 
situation for at least one player.

As the game progresses, the actions taken by 
players can mitigate the impact of malicious actions 
upon their company, which in turn impacts upon the 
share price of the company.

Success in the game is based upon the financial 
status of the company at the end of the game,  
with the CEO of the company with the highest 
share price and projected dividend being declared 
the winner. The game is designed to introduce and 
encourage critical thinking about the nature and 
timeliness of Cyber Security investment and to 
promote the view that it is a topline strategic issue 
for companies, highlighting the fact that investment 
during an attack is too late.

CONCLUSION
The cyber landscape is changing rapidly and the 
approach taken to cyber security needs to adapt 
these changes. As the threat surface increases 
dramatically, it becomes vital that cyber security be 
incorporated into systems development from the very 
start. This requires both the increase in knowledge 
of general systems engineering for Cyber Security 
professionals and an increased understanding of 
the importance of Cyber Security within the wider 
community. We achieve this wider scope of cyber 
security education through our Cyber Technology 
program that allows tailored pathways to cater  
for the needs of our industry partners, combining 
abilities to build modern technology securely. To 
this end, novel gamified techniques are being 
employed to better educate those involved to the  
issues faced, with the end goal being the development 
of safe, smart, secure systems that benefit  
us all. ■
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CYBER POWER

If there were ever any doubt that cyber power 
had taken its permanent place among the more 

traditional domains of warfare, the recent National 
Security Strategy would erase that notion. According 
to the Strategy, cyberspace is the preeminent shared 
commons, an infrastructure responsible for our 
“economy, safety and health.”1 For the United States, 
cyberspace is an interest to be defended, with costs 
imposed on those who attack it. This year, 2015, 
marked a year of cyber events in the news and public 
debate, including the Sony Corporation hack, the 
Central Command Twitter hack, and assorted threats 
to financial networks.

Unfortunately, the hyperbole of a “Cyber 9/11” or 
“Cyber-Armageddon” has merged fact with fiction 
in the strategic discourse.2 Although existing cyber-
threats are certainly capable of striking U.S. interests, 
the likely effects of such attacks are being overblown 
and can be mitigated by current information assurance 

policies. After all, “Cyber war has yet to claim its first 
life.”3 In defense, business, and media circles, cyber 
threats are often presented as unqualified existential 
threats. The current strategic discourse on cyber 
power and cyber defense is dominated by hyperbole, 
misapplies context, and lacks precision terms and 
definitions. The result is a flawed and incomplete 
development of policy and strategy for cyberspace 
and an unclear picture of how to interpret cyber threats 
strategically.

After clarifying relevant terminology and briefly 
reviewing current cyber power research, this essay 
exposes two critical flaws in the strategic discourse –
overestimation of impact and lack of contextualization 
– that negatively influence both understanding of cyber 
power and our ability to mount an effective defense 
or response. The essay concludes by recommending 
new discursive strategies to more successfully 
navigate through the ever-changing cyber domain.

THE FLAWED STRATEGIC DISCOURSE 
ON CYBER POWER
By Brandon Newton

This paper examines flaws in the strategic discourse on cyber power. The current discourse is flawed because it is dominated 
by hyperbole, misapplies context, and lacks sufficient precision in terms and definitions. There are two critical flaws in 
the current discourse. The first is descriptions of the existential nature of strategic cyber war, and the Armageddon like 
environment that would be created by such a war, despite evidence to the contrary. The second flaw is in the understanding 
of the context of any cyber action initiated by potential adversaries, state or non-state. Recommended adjustments to the 
discourse need to be informed by clear and valid assumptions as to what can be done with cyber power, as well as crafting 
a model for cyber threat prioritization. The final analysis addresses both needed changes in education and training and 
human understanding of cyber power.
Keywords: Cyber War, Cyber Strategy, Cyberspace
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TERMINOLOGY
Inconsistencies in use of cyber power terminology 
lead to confusion in the strategic discourse. This essay 
adopts Gray’s approach to cyber terminology. Gray 
unpacks three terms: cyberspace, cyber power, and 
cyber strategy and provides useful definitions of each. 
Cyberspace is generally meant to describe the:

Global domain within the information 
environment whose distinctive and unique 
character is framed by the use of electronics 
and electromagnetic spectrum to create, store, 
modify, exchange, and exploit information via 
independent and interconnected networks using 
information-communication technologies.4

Cyber power describes the “ability to do something 
strategically important in cyberspace.”5 Gray borrows 
from both Daniel Kuehl and air-power theorist Billy 
Mitchell in constructing this practical definition. The last 
term is cyber strategy (or as Gray puts it “strategies for 
cyber”) and refers to explicit applications or designs for 
using cyber power in cyberspace. Gray emphasizes that 
“strategy is strategy, whether it is for cyber power, land 
power, or sea power.” 6 His phrasing reinforces strategy 
as the prevailing concept over cyber – an essential 
step in emphasizing cyber powers’ commonality with 
its sister domains, rather than primarily highlighting its 
technological distinctiveness.

The terms cyber warfare and cyber war are similarly 
important. Libicki provides an effective method of 
differentiating these two concepts. Cyber warfare 
describes the use of cyber power to accentuate 
warfare and combat in the physical domain. Cyber war 
describes cyber power used to affect the will of another 
nation or adversary.7 In both cases, these terms 
describe warfare that takes place solely in cyberspace 
between adversaries seeking to use cyber power to 
affect another entity’s will.

CURRENT RESEARCH ON CYBER POWER
Compared with more traditional domains, a relatively 
small amount of research addresses the theoretical 
nature of cyber strategy and cyber power. Gray 
provides a few plausible reasons for this. According 
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to Gray, what has been written is largely focused on 
the technical subject matter concerned with securing 
digital networks. Gray also notes that the strategic 
discourse on cyber was late in coming because of a 
number of recent events: the so-called revolution in 
military affairs, transformation, and the post 9/11 war 
on terror.8 The majority of what has been in the news 
and in the public discourse is that cyber warfare and 
cyber attacks are an existential and present danger to 
our national security. The best examples of strategic 
cyber warfare’s effects can be found in articles like Amit 
Sharma’s Cyber Power, a Means to an End and John 
Stone’s Cyber War Will Take Place! 9

Numerous articles, books, and monographs portend 
a coming cyber war. Samples include Awaiting Cyber 
9/11 from Joint Force Quarterly and books and articles 
by Joel Brenner, such as America the Vulnerable.

A second and somewhat smaller community of 
scholars opposes the idea of strategic cyber warfare 
and the existential nature of the cyber threat. Libicki 
has written a number of expansive articles on cyber 
power including Cyber Deterrence and Cyber War and 
Why Cyber Will Not and Should Not have its Grand 
Strategists. Another important monograph is Gray’s 
Making Strategic Sense of Cyber Power: Why the Sky 
is Not Falling. Both Libicki and Gray advance evidence 
and arguments consistent with the thesis of this essay. 
Other writers take a similar position, including Sean 
Lawson’s Beyond Cyber-Doom: Assessing the Limits 
of Hypothetical Scenarios in the Framing of Cyber-
Threats and a series by Thomas Rid including Cyber 
War Will Not Take Place. All persuasively minimize the 
existential nature of cyber power, and caution against 
overestimating the capabilities of cyber power and 
cyber warfare.

PROBLEMS WITH THE DISCOURSE
The current discourse is marred by two critical flaws. 
The first is the degree to which writers have extolled 
the existential nature of strategic cyber war, and the 
Armageddon like environment that would be created 
by such a war – despite impressive evidence to the 
contrary. Overestimating the capabilities of cyber 
warriors and effects of cyber warfare confuses the 



realities of what can be done with cyber power. It is 
certainly possible that cyber power alone could result 
in actual physical harm, but as of 2015 cyber attacks 
have only generated effects indirectly. Cyber warfare’s 
ability to force a strategic reaction that affects the will 
of a nation is suspect, given that, according to Libicki, 
even a catastrophic loss of digital networking capability 
can be overcome. Imagining a scenario in which cyber 
power alone (promulgated through a cyber war) would 
pose an existential threat to the U.S. is difficult.10 
A properly shaped discourse recognizes how rapidly 
cyber threats are adapting and evolving, and can 
aid policy makers in properly aligning resources 
against the threats, while avoiding hyperbole in favor 
of a rational and suitable assessment of the real  
capabilities of cyber power.

The second flaw lies with understanding the 
context of any potential cyber action by state or non-
state adversaries. The loss of sensitive company 
data by Sony in 2014 as a result of a North Korean 
cyber attack was certainly damaging to the Sony 
Corporation and shareholders. Absent, however, was 
vital contextualization of the hack with regard to both 
policy and strategic response. The losses seemed 
to result in real monetary damage to Sony, but what 
national interest was placed at risk? What was lost in 
the attack and whom did it affect? What were the North 
Koreans able to hold at risk that directly or potentially 
impacted U.S. national security? The corporation was 
coerced into removing The Interview from theaters 
and the U.S. threatened to “respond proportionality” 
against the North Koreans.11 The judgment of what 
matters and why for an action taken in cyberspace is 
relevant and important. This examination should be 
more acute when the causal agent and attribution is 
to a state, especially when language that is normally 
reserved for actions in traditional domains is applied at 
the Executive level of the U.S. government.

OVERESTIMATING STRATEGIC CYBER WAR
The current discourse of overestimation leads to 
evaluation of cyber war as an existential threat and 
a corresponding survival interest. Two examples 
drawn from Joel Brenner and Amit Sharma suffice. 
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In America the Vulnerable, Brenner overestimates 
cyber power’s impact and reach in warfare. He 
describes a hypothetical future (2017) cyber-enabled 
conflict between China and the U.S. The scenario 
culminates when the U.S. is coerced to acquiesce to 
China’s demands in the South China Sea after China 
demonstrates the ability to control the U.S.’ critical 
power infrastructure.12 Gray argues that this type of 
strategic cyber war is infeasible. Cyber power “can 
only be an enabler of physical effort” and that “stand-
alone (properly misnamed as ‘strategic’) cyber action is 
inherently and grossly limited in its immateriality.”13 The 
idea that strategic cyber warfare, executed singularly 
without the complementary effects of traditional air, 
space, sea, and land warfare characterizes cyber 
power as having a “specialness” that is simply 
inaccurate. Cyber power is fundamentally under the 
same constraining factors of the weapons and tools 
available in the other domains of war.14

In Sharma’s (over)estimation, cyber power’s 
place in warfare has been wrongly employed as an 
adjunct to traditional operations which he believes 
should enhance strategic cyber warfare, not the 
reverse. Sharma applies Clausewitz’s trinity to cyber 
capabilities, envisioning the ability of cyber power to 
destroy all of the cyber-manifestations of the trinity, 
causing a cascading effect that will “induce a strategic 
paralytic effect on the nation, pushing it into chaos 
and mayhem.”15 According to Sharma, strategic cyber 
war’s impact on the state is explained in existential 
terms, with the ability to affect basic national resilience. 
An attack on all aspects of the Sharma’s cyber trinity 
(defense networks, government and law enforcement 
networks, and critical national infrastructure)  
would cripple the government and promote  
widespread chaos.

The disappearance of their facilities on which they 
are hopelessly dependent will result in catastrophic 
outcomes, where chaos, fear, bedlam, anarchy, and 
basic animal instincts will prevail, resulting in complete 
destruction of the nation as a system.16

Yet, cyber warfare is unlikely to have the effects 
that Sharma portends. Should we experience a worst 
case scenario of cyber attacks on digital networks 



and systems, the nation simply returns to its pre-
networked state. According to Libicki, “to argue that 
cyber warfare can have a revolutionary effect on the 
battlefield requires establishing that digital networking 
is itself revolutionary. This is a step many proponents 
of cyber warfare neglect to take.”17   This analysis does 
not discount the very real indirect effect that cyber can 
achieve, rather it informs the magnitude of the effects 
on all aspects of the government and life. Society 
possesses far more resiliency in the face of the type 
of adversity Sharma describes. Lawson questions 
the idea that cyber war could achieve this type of 
devastation, if massive conventional and atomic air 
attacks on populations “generally failed to deliver the 
panic, paralysis, technological and social collapse, 
and loss of will, it seems unlikely that a cyber-attack 
would achieve these results.”18  By comparing historic 
devastating attacks on the U.S. (e.g., a “cyber Pearl 
Harbor” or Cyber 9/11) with cyber warfare’s potential 
impact, some authors capitalize on our knowledge 
of those events to illustrate a level of devastation  
that is familiar.19

The overestimation of cyber power is a continuance 
of a distrust of technology and a belief that computers 
could spin out of control and act independently. As 
such, the tendency to overestimate the threat continues 
to feed historical technological pessimism and fear 
of new innovations – a fear reinforced by our ever-
present reliance on digital networks.20  Comparisons to 
attacks like 9/11 or Pearl Harbor are suspect. In those 
attacks, the population was physically affected, but was 
certainly resilient enough to eventually recover and 
move forward. Any cyber exclusive attack is unlikely to 
have an impact nearly as devastating as recent large 
natural disasters or the strategic bombing campaigns 
of World War II.21 An additional view on cyber doom 
scenarios is that we have already experienced that 
level of attack, but the damage was existential in 
other more broadly defined ways. In execution, cyber 
warfare may look less like earthquake and more like 
climate change; “[Snowden] is our Cyber 9/11, we just 
imagined it differently.”22

Strategic cyber warfare is often credited with the 
ability to influence the will of an adversary and with 
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capabilities as powerful as our most lethal strategic 
weapons. Sharma argues that cyber warfare can have 
an attractive outcome: conflict termination without 
conventional warfare, for example. He argues that 
strategic cyber warfare against the Trinity in order to 
achieve strategic paralysis is:

eventually more important than the 
conventional paradigm of destruction-based 
warfare to annihilate the forces it depends 
on for its defence; generating not only a 
strategic victory, but also a constructive conflict 
termination.23

Sharma continues by making the linkage between 
constructive conflict terminations as a modern day 
requirement, strengthened by the domestic necessity 
of not repeating protracted conflicts like the Iraq 
War.24 Gray’s observation is that it would be difficult to 
extrapolate the ability of cyber power to cause enough 
kinetic damage to force a change of national will. He 
also notes that it is not hard to draw analogies with 
other non-kinetic methods and see that cyber could 
be included for its ability to have an indirect effect 
as well as a “contributing enabler of effectiveness 
of physical efforts in the other four geographies of 
conflict. Speculation about cyber war, defined strictly 
as hostile action by networked computers, is hugely 
unconvincing.”25

Finally, two other explanations for this flaw in the 
discourse warrant consideration. The first is that this 
inflation is an example of securitization theory, which 
establishes that when threats to security are not 
“naturally occurring, they must be constructed through 
political and public discourse.”26 This unnatural 
elevation of cyber threats increases the funding, 
attention, and importance of the enterprise needed 
to defend against cyber threats. The other possibility 
is that cyber “catches the wave” of the public desire 
that gravitates towards defense solutions offering 
a technological standoff as opposed to boots on 
the ground (or in the air).27 The discourse on cyber 
power and cyber strategies is often missing a critical 
assessment of what, realistically speaking, can be 
done in cyberspace and toward what end.



CONTEXT AND VULNERABILITIES IN  
CYBERSPACE
Cyber power and cyber vulnerabilities need to be 
placed in strategic context and considered relative to 
other methods of warfare. The ease with which we 
apply strategic theory from other domains to cyber 
warfare hampers clear thought on what cyber power 
can and cannot do. Some hampering can be attributed 
to the immaturity of what we know about cyber power’s 
possibilities, and in many cases we simply do not yet 
know “enough now to make strategic sense of cyber.” 28

In November 2014, The Sony Corporation’s network 
was penetrated by what was reported to have been 
North Korean cyber-units. The intrusion acquired a 
large amount of corporate and personal data, emails, 
and business intelligence. Analyzing the Sony attack 
provides useful insight with regard to context and 
vulnerabilities.

The stated U.S. national reaction to “respond 
proportionately” to the North Korean use of cyber-
power against Sony, underwrote a policy to act with 
cyber power even when the adversary’s objectives 
were not achieved.29 The affected movie, The 
Interview, was critically panned and anticipated to 
become a commercial flop, but became far more 
successful after the cyber-attack.30 But what really 
caused that turnaround—was it the resilience of a 
media corporation or simply public reaction to widely 
spun national rhetoric? The concern for policy and 
strategy is that without proper context the strategic 
effects of cyber activity could be wrongly attributed. 
Incorrect attribution could easily lead to significant 
future vulnerabilities. Libicki urges caution:

Strategic effects of cyber war may arise 
from the interaction of state actors that 
systematically overestimate its effects (as 
quasi-apocalyptic statements from both U.S. 
and Chinese military officials suggest is quite 
possible). This could lead to unfortunate 
dynamics.31

As it turned out, the exploitation of the Sony’s network 
was not a sophisticated attack, and had more to do 
with poorly safeguarding sensitive (at least to them) 
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data than it did with superior cyber power capabilities 
wielded by North Koreans.32

Another issue with national response absent context 
is that cyber power may be unique, but it is constrained 
by the same theoretical properties as the weapons 
of the other domains. Cyber power can achieve 
indirect effects against economies, information, and 
certainly defense forces, but they must be viewed 
carefully and in context of cyber power’s place as a 
tool for furthering strategy. Gray points out that cyber 
may be an “extreme case of non-kinetic agency, but 
the legal problems (in the laws of war) created by 
regarding combat electrons effectively as equivalents 
to agents of force ought to be overwhelmed by 
strategic sense.”33 The Sony hack is a good 
example of phenomena described by Peter Singer:  
“Essential concepts that define what is possible 
and proper are being missed, or even worse, 
distorted.”34 This causes “past myth and future hype” 
to combine, making what actually happened even 
more difficult to discern.35  The conclusion is that the 
context of cyber power and strategy is important, 
as well as careful consideration of what makes our  
cyberspace vulnerable.

Vulnerabilities in cyberspace are variable, and often 
the result of a need for individual convenience and 
profit for business. In 2015, government, business, and 
private citizens have a reliance on digital networking 
that is not only a matter of convenience, but, in some 
cases, is required by law. The current trend toward 
increased digitization is unchecked and not likely to 
change. What should not be lost in the discourse, 
however, is that in cyberspaces an absolute separation 
exists between what can occur in those constructed 
spaces and what is truly a vulnerability. As Valeriano 
and Maness explain:

The most important distinction of cyber is 
that between the physical and synaptic layer. 
These layers are not collapsed together. The 
danger coming from cyber invasions can 
only apply to the knowledge existing in the 
information world and not to all knowledge. In 
other words the state is only as vulnerable at it 
allows itself to be.36



Jeffery Carr articulates the misplaced context of 
cyber when stating “the potential effect of a digital 
or cyber weapon used against a network is directly 
proportional to how much a given population relies 
on that network.”37 Exploitation of a corporate or 
defense network is not a random event that just 
occurs on its own. Carr offers a powerful and realistic 
counter argument that should not be minimized in a 
discussion of cyber power’s real capabilities. Framing 
the impact of a cyber event as a constant and 
sustained vulnerability ignores the reality that we can 
be proactive in adjusting our posture once attacked. 
This goes farther than the ideas of improved defensive 
positions. In a constructed space, a space that is 
inherently virtual, choices and adjustments can be 
made with regard to reliance on the medium. The irony 
with cyberspace is that its physical properties may 
be non-permissive, but it facilitates the construction 
of very permissive and discretionary environments, 
altered and adjusted by the user of the space.38

ANALYZING CYBER POWER AND THE  
STRATEGIC CONTEXT
Embracing flawed assumptions about cyber power has 
negative implications for cyber policy. Assumptions that 
overestimate cyber power, as has been illustrated, is 
risky and ill advised. Focusing policy on the least likely 
scenarios of so-called cyber-warfare diverts resources 
away from “preventing or mitigating the effects of more 
realistic but less dramatic scenarios” that are actually 
more likely to be encountered.39 Recent focus has been 
about loss of data and hacks by state actors against 
both government and business. Data hacks prompted 
calls for government reaction, primarily defense.

What we have, however, if properly understood, 
are opportunities for more clearly understanding the 
role of national policy and defense in responding 
to the cyber power needs of non-defense entities. 
Following the economic crisis of 2008, many financial 
companies acknowledged that they had contributed 
to the mistakes directly resulting in the crisis and 
the subsequent regulation. Interestingly, however, 
they do not appear to share that same feeling of 
culpability for failing to secure their networks and data, 

CYBER POWER

20 CYBER SECURITY REVIEW, Spring 2016

and rather see a role for government protection and  
defense involvement.

The discourse needs to always strive for clear 
problem definition in assessing cyber power and 
cyberspace. Lawson’s example is to disaggregate the 
threats, and “focus on broader range of cyberspace-
based events, e.g., human error, market failure, 
technical failure, in addition to malicious attacks by 
actors with intent to disrupt.”40 In other words, the 
focus of some strategic thought on massive cyber 
war and the effort that goes into preparing to defend 
against that unlikely event can mask the nature of 
other less-obvious cyber threats with the potential for 
real strategic impacts. Edward Snowden’s global (and 
illegal) publication of sensitive national security and 
diplomatic information is an example of more broadly 
defining the threat. His actions did real strategic 
damage to our diplomatic, informational and defense 
power in a way that exemplifies the existential cyber 
war for which the U.S. has been preparing.

The discourse also needs to center more around 
empirical research and less on hypothetical 
scenarios when evaluating what is in the realm of 
the possible in cyberspace.41 Defense techniques 
that incorporate operational design can be helpful 
in framing the environment as well as the problem 
definition. Those charged with policy and strategy 
decisions about cyber power should demand a level 
of accuracy in information and problem framing that 
relies on far more than inductive anecdote. Lack of 
unfamiliarity with technology cannot be an impediment 
to understanding the nature of cyber power and good 
decision making. Strategic leaders must be quick to 
question and critically analyze whether what they are 
hearing is “based on empirical evidence or merely the 
reflection of long held anxieties about technology and 
recycled assumptions about infrastructure and social 
fragility.”42

Finally, the discourse needs to shift its outcomes 
away from a crisis response orientation and toward 
developing ways and means that promote resilience 
in technological and social systems that ultimately 
bound cyber power and cyberspace. As the several 
examples indicate, the cyber domain is constructed 



and is largely what its users make of it. Lawson calls 
for three initiatives:
1. Modernization and repair of infrastructure, 
2. Promoting strong local communities and good 

governance, and 
3. Increasing decentralization and self-organization 

in social systems.43 

Defense strategy concerned with cyber power can 
improve most by increasing decentralization. That this 
imperative includes decentralization as a way to form 
cyber policy is unique. This idea should be familiar to 
military leaders due to parallels with principles within 
Mission Command doctrine.

A MODEL FOR ASSESSING CYBER THREATS
The Carnegie Mellon Software Engineering Institute 
proposes a useful holistic model for understanding 
cyber threats. The Cyber Prioritization Model (CTP) 
was a result of a larger study on cyber intelligence 
across business, government, and industry. During the 
study the research team noted diverse and problematic 
methods that were used to prioritize and understand 
various cyber threats.44 When applied to problems of 
defense and strategy, this model could assist in better 
framing the strategic context of cyberspace threats.

The model disaggregates threats into three areas for 
analysis: (1) the likelihood of threat actors executing 
attacks, (2) the impact that the threat could have on 
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the organization, and (3) the risk a threat poses based 
on an organization’s known vulnerabilities.45 The 
cyber threat prioritization model is helpful for thinking 
strategically about cyber power and cyber strategies, 
sorting through threats, and identifying or prioritizing 
threats in terms familiar to defense leaders. The 
model is based on a summation of likelihood, impact, 
and risk. Likelihood is a function of understanding the 
capability and intent of cyber threat or actor. Attack 
methods, resources, motive and targeted data are all 
a part of analyzing and qualifying likelihood.46 Impact 
is about assessing effects. In the CTP model, impacts 
are grouped into two areas: operational impact and 
strategic interests.

The CTP model does not wholly omit the nature of 
national security impacts and interests, but considering 
the strategic impact of systems related to homeland 
security and defense is necessary. The third portion 
of the CTP model deals with risk. This component is 
also useful for thinking about DoD vulnerabilities. The 
CTP model identifies two categories of risk: people and 
the cyber-footprint.47 What is interesting about the risk 
dimensions of the CTP model is the assumption that 
vulnerabilities are dependent on the organization’s 
choices and the people in that organization – an 
assumption in keeping with earlier discussions on 
discretionary vulnerability. The results of the three-
part analysis can then be plotted on a graph similar 
to Figure 1. Analyzing potential cyber threats using 

this these modeled areas is helpful 
to understanding threats based on 
discreet characteristics. Doing so 
facilitates aligning the policy and 
prioritization of limited resources for the 
organization’s cyber efforts.48

How does this holistically apply to 
understating cyber threats with national 
security implications? By seeing threats 
parsed among these three areas and 
evaluating them separately, we can 
make informed decisions on strategy 
and policy. For example, in Figure 1, 
the impact of the disruption of networks 
and systems that control the nation’s Figure 1. Cyber Threat Prioritization Model.50



nuclear arsenal would occupy the “high” quadrant. This 
should lead to a corresponding understanding that our 
cyber strategies in the risk quadrant must reduce the 
cyber footprint (e.g., network and digital reliance) while 
reducing opportunities for human error and interaction 
with digital networks. Libicki (also quoted in Gray) 
provides a concise example:

There is no inherent reason that improving 
information technologies should lead to a 
rise in the amount of critical information in 
existence (for example, the names of every 
secret agent). Really critical information should 
never see a computer; if its sees a computer, 
it should not be one that is networked; and if 
the computer is networked, it should be air 
gapped.49

Assessment of impact and likelihood can effectively 
inform prioritization of effort and help to reduce risk. 
The distinction in both examples is that the vulnerability 
is discretionary. People, the cyber footprint, and the 
resiliency of the systems (both digitally and socially) 
are all adjustable and malleable. They also exist astride 
the digital domain and the human domain.

Our reliance on digital networking will not be 
reduced as time and technology increase capacity and 
capability. Of interest are the nature and characteristics 
of cyberspace as they relate to strategy. Participation 
in cyberspace is discretionary. The human beings 
who construct cyberspaces and reconstruct them 
rapidly define vulnerabilities and opportunities. When 
approached strategically, “Cyberspace can be what 
we and our enemies make of it.”51 Users participate 
in their own exposure in cyberspace in a unique way 
compared to the other traditional domains.

RECOMMENDATIONS
The final analysis of the cyber power conversation 
begins with what our role is with regard to learning 
about cyber, understanding vulnerabilities, and 
perceiving risk. The policy and strategy documents 
that lay out the direction for operating in cyberspace 
are misaligned with the actions that the U.S. is 
taking to understand the primacy of humans in this 
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domain. Humans ultimately are responsible for 
making judgments on context, vulnerabilities, and 
the strategic significance of cyber power. In spite of 
policy statements establishing the need for a cyber 
savvy workforce and defense strategies that call for 
better “cyber-hygiene,” most of the effort has been on 
the technical aspects of securing digital networks and 
developing new command structures for managing 
cyber forces.52 People, however, are ultimately the 
arbiters of collective success in cyberspace.

One example of the primacy of people and cyber is 
the 2011 DoD Strategy for Operating in Cyberspace 
that emphasizes people as the first line of cyberspace 
defense. It directs the “fostering of a culture of 
information assurance” and advocates high costs for 
those who engage in malicious activities from inside 
the network.53 A cultural shift would be enabled by 
“new policies, new methods of personnel training, 
and innovative workforce communications.”54 This 
innovation in training and culture has not gained 
noticeable traction since the publication of the 
document. The DoD must increase the education of 
users and leaders across the board, not just in those 
specialties related to digital networking.

Education is a baseline for understanding cyber 
power’s real capabilities and context. The general 
choice to remain uninformed and uneducated about 
the true nature of cyber power has diluted both the 
discussion and understanding of risk. By remaining 
relatively uninformed about what is possible, people 
become disassociated and divested from the outcomes. 
Even if strategic cyber warfare is unlikely, cyber power 
as a complementary action to operational warfare is 
a reality, and the cyberspaces in which all operate 
are ubiquitous. What is not ubiquitous, however, is a 
common familiarity with those tools, their capabilities, 
and an understanding of what is actually possible in 
cyberspace. As noted above, a common thread in 
the strategic literature places people as the front-line 
of defense in cyberspace. What remains in practice, 
however, is a focus on minimizing the responsibility 
of users and leaders, hardening our systems, and 
specialization of expert knowledge. For the U.S. Army, 
the majority of users’ cyber responsibility is simply 



answering a question (right or wrong) on a logon screen 
and taking an annual class on information assurance. 
This minimalist approach to education on cyber power 
and cyberspace relies primarily on centralization  
and control.

Operations in cyberspace and reliance on digital 
networking are a given. Cyber power-enabled 
intelligence can be a significant weapon to complement 
operational warfare, and can be a threat when wielded 
by a well-resourced adversary. In practice, the DoD 
should demand as much understanding of this weapon 
as with any other individual weapon. One could not 
imagine dissociation with a pistol or rifle that was 
as diluted as current individual knowledge about 
cyberspace and digital networks. Daily interaction 
with digital networking is exponentially more frequent 
than with an M4 carbine or M9 pistol, yet there is a 
considerable amount of dissociation with the former 
that is not tolerated with the latter.

Policy that focuses on the technical aspects of 
threats and risk reduction at the expense of education 
and training may be less useful as technology further 
evolves. Kraft, et al., called this the “Adam and Eve 
Paradox,” whereby in spite of the Moore’s Law and 
the exponential improvement in technology every  
18-24 months, the slant of cyber attacks and threats is 
trending towards less sophisticated attacks that target 
“low hanging fruit,” defined as targets that typically 
involve human mistake and weakness.55 The paradox 
is that as technology gets more capable, so do the 
technical mechanisms to reduce risk. In the cyber threat 
priority model above, this would translate into having 
the ability to affect the cyber footprint positively at the 
pace in which technology and the threats advance. 
The result is that risk is now more skewed towards the 
low hanging fruit (i.e., the people in our organizations). 
Thus, the military ought not choose to minimize 
education, but rather must expand the knowledge 
and responsibilities about cyber power across all of its 
units and activities. The cyber specialization of units 
and occupational specialties is necessary, but should 
be accompanied by robust programs to educate the 
majority of cyberspace participants in order to build 
needed resiliency within the larger network.
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Lawson warns against users of cyberspace being 
passive consumers, lacking the digital skills and 
understanding necessary to overcome adversity 
should a disruption occur.56 DoD policy makers 
should take this into account when developing units 
and systems that minimize user involvement. Patrick 
Jogoda describes solutions to cyber challenges with a 
similar idea of decentralization. The best solutions for 
defending cyberspace and responding to attacks will 
not come from promoting centralized and monolithic 
structures but will be “more Wikipedia than Manhattan 
project. It takes networks to understand, manage, and 
build networks. In the early 21st century, total control– 
however well-intentioned – is a fantasy.”57 The trade off 
in controlling systems and users while decentralizing 
network power must be carefully balanced in a  
defense setting.

CONCLUSION
Cyberspace is a finite domain, bounded at least for 
now by the physical properties of voltage, and the 
mathematical properties of logical sequences and 
combinations.58   In the end we choose to avail ourselves 
of the benefits of cyberspace, and “if that cyberspace 
is found vulnerable to attack, or unexpectedly prone 
to technical failure, the fault will be ours.”59 Yet, the 
strategic discourse on cyber power overestimates the 
threat and minimizes the context while reducing the 
breadth of education and understanding by the human 
element. The premise that gives existential capacity 
for cyber to damage our security interests, and then 
applies the theories of other traditional domains, fails to 
acknowledge the constructed and participatory nature 
of cyberspace. Moving beyond flawed assumptions for 
cyber power and cyber strategy will enable strategic 
leaders to analyze threats based on their likelihood, 
impact, and risk and consequently enable a more 
effective response. ■

REFERENCES
1   Barack H. Obama, The 2015 National Security Strategy 

(Washington, DC: The White House, 2015), 12. 

2   See Clifford S. Magee, “Awaiting Cyber 9/11,” Joint Force 

Quarterly 70 (3rd Quarter, 2013). 



CYBER POWER

24 CYBER SECURITY REVIEW, Spring 2016

3   Martin Libicki, “The Nature of Strategic Instability in 

Cyberspace,” Brown Journal of World Affairs 18, no. 1 

(Fall/Winter 2011): 72. 

4   Daniel F. Kuehl, Cyberpower and National Security, ed. 

Franklin D. Kramer, Stuart H. Starr, and Larry K. Wentz, 

First edition. (Washington, DC: Center for Technology and 

National Security Policy?; National Defense University 

Press: Potomac Books, 2009), 28, quoted in Gray, Making 

Strategic Sense 9. 

5   Gray, Making Strategic Sense, 9. 

6   Ibid., 10. 

7   Martin C. Libicki, “Why Cyber War Will Not and Should Not 

Have Its Grand Strategist,” Strategic Studies Quarterly 8, 

no. 1 (Spring 2014): 29.

8   Gray, Making Strategic Sense, 7. 

9   John Stone, “Cyber War Will Take Place!” Journal of 

Strategic Studies 36, no. 1 (February 2013): 101–108. 

10   Martin C. Libicki and Project Air Force, Cyberdeterrence 

and Cyberwar Online (Santa Monica, CA: RAND,  

2009), 137,  http://search.ebscohost.com/login.aspx?dir

ect=true&scope=site&db=nlebk&db=nlabk&AN=304894 

(accessed January 8, 2015).

11   Barack H. Obama, “Remarks by the President in Year-End 

Press Conference Online,” The White House,  http://www.

whitehouse.gov/node/314731 (accessed February 23, 

2015). 

12   Joel Brenner, America the Vulnerable: Inside the New 

Threat Matrix of Digital Espionage, Crime, and Warfare 

(New York: Penguin Press, 2011), 137.

13   Gray, Making Strategic Sense, 44. 

14   Ibid., 14. 

15   Amit Sharma, “Cyber Wars: A Paradigm Shift from Means 

to Ends,” Strategic Analysis 34, no. 1 (January 2010): 64. 

16   Sharma, “Cyber Wars,” 65. 

17  Libicki, “Why Cyber War,” 29. 

18   Sean Lawson, “Beyond Cyber-Doom: Assessing the 

Limits of Hypothetical Scenarios in the Framing of Cyber-

Threats,” Journal of Information Technology & Politics 10, 

no. 1 (January 2013): 45. 

19   Susan W. Brenner, Cyberthreats and the Decline  

of the Nation-State (Florence, KY: Routledge  

Research in Information Technology and E-Commerce 

Law, 2014), 71. 

20   Lawson, “Beyond Cyber-Doom,” 90. 

21   Ibid., 95; Libicki, “Why Cyber War,” 32. 

22   Thomas Rid, “Rid Replies,” Foreign Affairs 93, no. 2 (April 

3, 2014): 167–168. 

23   Sharma, “Cyber Wars,” 67. 

24   Ibid. 

25   Gray, Making Strategic Sense, 45. 

26   Lawson, “Beyond Cyber-Doom,” 88. 

27   Gray, Making Strategic Sense, 6. 

28   Ibid., 4. 

29   Obama, “Remarks by the President” 

30   Ann Hornaday, “Review: ‘The Interview’ Has Some 

Laughs and Makes Some Points but Isn’t as Edgy 

as Its Reputation Suggests Online,” The Washington 

Post, December 24, 2014, http://www.washingtonpost.

com/lifestyle/style/review-the-interview-has-some-

laughs-and-makes-some-points -but-isnt- as-edgy-

as-its-reputation-suggests/2014/12/24/97b85a8a-

8ba9-11e4-a085-34e9b9f09a58_story.html (accessed  

March 22, 2015).

31   Libicki, “Why Cyber War, Strategist.” 33. 

32   ScienceFriday, “Which Cyber Hacks Should We Worry 

About?” January 16, 2015, Science Friday.com, 

  streaming video, 12:23,  http://sciencefriday.com/

segment/01/16/2015/which-cyber-hacks-should-we-

worry-about.html (accessed January 23, 2015).

33   Gray, Making Strategic Sense, 14. 

34   P. W. Singer, Cybersecurity and Cyberwar: What 

Everyone Needs to Know (New York: Oxford University 

Press, 2014), 6. 

35   Ibid. 

36   Brandon Valeriano and Ryan Maness, “Persistent Enemies 

and Cyberwar” in Cyberspace and National Security: 

Threats, Opportunities, and Power in a Virtual World, 

ed. Derek S. Reveron (Washington, DC: Georgetown 

University Press, 2012), 141. 

37   J. Carr, “The Misunderstood Acronym: Why Cyber 

Weapons Aren’t WMD,” Bulletin of the Atomic Scientists 

69, no. 5 (September 1, 2013): 32.

38   Ibid., 39. 

39   Lawson, “Beyond Cyber-Doom,” 96. 

40   Ibid., 97. 

41   Ibid. 

42   Ibid. 

43   Ibid. 

http://search.ebscohost.com/login.aspx?direct=true&scope=site&db=nlebk&db=nlabk&AN=304894
https://www.whitehouse.gov/the-press-office/2014/12/19/remarks-president-year-end-press-conference
https://www.washingtonpost.com/lifestyle/style/review-the-interview-has-some-laughs-and-makes-some-points-but-isnt-as-edgy-as-its-reputation-suggests/2014/12/24/97b85a8a-8ba9-11e4-a085-34e9b9f09a58_story.html
http://sciencefriday.com/segment/01/16/2015/which-cyber-hacks-should-we-worry-about.html


CYBER POWER

25cybersecurity-review.com

44 Jay McAllister and Troy Townsend, “Implementation 

Framework- Cyber Threat Prioritization Online,” Carnegie 

Mellon University Software Engineering Institute 

(September, 2013): 4.3,  http://sei.cmu.edu/about/

organization/etc/upload/framework-cyber.pdf (accessed 

March 6, 2015).

45   Ibid. 

46   Ibid., 4.6. 

47   Ibid., 4.8. 

48   Ibid., 4.3. 

49   Martin C. Libicki, Conquest in Cyberspace:  

National Security and Information Warfare (New York: 

Cambridge University Press, 2007), 105-106; Martin C. 

Libicki and Project Air Force (U.S.), Cyberdeterrence and 

Cyberwar Online (Santa Monica, CA: RAND, 2009), 19,  

http://search.ebscohost.com/login.aspx?direct=true&sc

ope=site&db=nlebk&db=nlabk&AN=304894 (accessed 

January 8, 2015); quoted in Gray, Making Strategic 

Sense, 47.

50   Ibid., 4.4. 

51   Ibid., 31. 

52   Department of Defense Strategy for Operating in 

Cyberpace, 6. 

53   Ibid., 7. 

54   Ibid. 

55   Moore’s Law is the observation by Gordon E. Moore that 

over the history and glide path of computing hardware, 

the number of transistors that can be placed within an 

integrated circuit doubles every two years. This concept 

is explained in detail in Moore’s paper “Cramming More 

Components onto Integrated Circuits,” Readings in 

computer architecture (2000): 56, and the online source 

“Moore’s Law, Part 1: Brief History of Moore’s Law and 

Current State,” Research Blog, n.d.,  http://googleresearch.

blogspot.com/2013/11/moores-law-part-1-brief-history-of.

html (accessed March 25, 2015); Michael Kraft, et al., “The 

Adam and Eve Paradox,” Proceedings of the International 

Conference on Information Warfare & Security, January 

2013, 275.

56   Lawson, “Beyond Cyber-Doom,” 98. 

57   Patrick Jogoda, “Speculative Security,” in Cyberspace and 

National Security: Threats, Opportunities, and Power in a 

Virtual World, ed. Derek S. Reveron, (Washington, DC: 

Georgetown University Press, 2012), 33. 

58   Technical Singularity is the prediction or hypothesis by 

Victor Vinge that the continued advances in technology 

will lead to a change that is comparable to the rise of 

human life on Earth. Vinge presented in this idea in 

1993 at a NASA symposium and in a paper titled The 

Coming Technological Singularity: How to Survive in a 

Post-Human Era. At the time he predicted that within 30 

years the technological means to create superhuman 

intelligence would emerge, thus ending the human era. A 

wealth of current research on singularity blends artificial 

intelligence, biology, and religion; see B. R. Bannister, 

Fundamentals of Modern Digital Systems, 2nd ed. (New 

York: Springer-Verlag, 1987), 1.

59   Colin S. Gray, Making Strategic Sense of Cyber Power: 

Why the Sky Is Not Falling Online (Carlisle, PA: Strategic 

Studies Institute and U.S. Army War College Press, 2013), 

39,  http://www.strategicstudiesinstitute.army.mil/pubs/

display.cfm?pubID=1147 (accessed February 23, 2015).

ABOUT THE AUTHOR
Brandon Newton (M.S.S. United States Army War 
College) is a Colonel in the United States Army. An 
earlier version of this article, written under the direction 
of Professor Thomas P. Galvin, earned a prestigious 
AWC Foundation Daniel M. Lewin Cyber-Terrorism 
Technology Writing Award for the class of 2015.

http://sei.cmu.edu/about/organization/etc/upload/framework-cyber.pdf
http://search.ebscohost.com/login.aspx?direct=true&scope=site&db=nlebk&db=nlabk&AN=304894
http://googleresearch.blogspot.com/2013/11/moores-law-part-1-brief-history-of.html
http://www.strategicstudiesinstitute.army.mil/pubs/display.cfm?pubID=1147


91%

33%

45%

Hackathon &  
Innovation Lab

Live Hacking
Section

The firms have adopted risk based 
cyber security framework

APAC firms are exposed to 
cyber attack 16+ Countries

25+
Speakers

The organization boards participate 
in overall security strategy

500+
Attendees

Associate Sponsors

Association Partners Researched & Developed byOfficial Co-Host by

Mr. Pradish Gireesan | Sales Manager | Email: pradish.g@nispana.com | Mobile: +91 99169 54438
Mr. Jagadish Kumar | Sales Director | Email: jagadish.kumar@nispana.com | Mobile: +91 98804 42379

For more information 
and registration,
please contact -

Cyber security is a volatile issue in Asia Pacific region. Asia Pacific is the home for some of the world’s 
least networked countries such as Myanmar and Cambodia plus some of the most networked countries 
including South Korea, Japan, Malaysia & Singapore. Lack of Infrastructure and weak supporting legislation 
severely impedes the growth in the information security sector. The cyber security market is estimated to 
witness a growth of $170 billion (USD) by 2020, with the increasing awareness from the private sector, military 
competition in cyber space, political turmoil, and increasing cybercrime, APAC organizations will spend $22 
billion on critical infrastructure technologies by 2020. Emerging economies such as China, India and South 
East Asian countries are one of the most potential destinations for Cyber security solution providers with an 
inducing need to safeguard cyber space. Sectors such as aerospace, defence, financial institutions, telecom 
companies are facing cyber attacks on a day to day basis making Asia as one of the most vulnerable and 
easiest to hack.

After hosting our successful edition of Middle East Cyber Security Conference & Exhibition in Oman, APAC 
Cyber Security Summit is scheduled to happen on the 2 & 3 June 2016 will discuss PPP in cyber security, 
implementation of proper policy, legal and operational frameworks and legislation to strengthen cyber 
resilience. APAC Cyber Security Summit will be the largest gathering for “C- Level” security professionals 
to network and discuss latest cyber security strategies and improve collaborations with various relevant 
stakeholders to prioritise the protection of critical infrastructure.

Conference Overview

Brian Wilson 
Deputy Director, 
Global Maritime 

Operational Threat 
Response 

US Department of 
Homeland Security

Dr Zahri Bin Hj Yunos
Chief Operating Officer 

Cyber Security 
Malaysia 

Ministry of Science, 
Technology and 

Innovation (MOSTI)

Mr. Vikalp Nagori 
V.P, Information 
Security Officer

Citi Bank

Tien Wei Chng
Head Brand 

Protection, Risk 
Management

Visa

Surachai 
Chatchalermpun

Head of IT Security, 
AVP (Assistant Vice 

President)
Maybank Kim Eng 

Securities

Benoit Godart
Head of Outreach 

& Support 
European 

Cybercrime Centre 
(EC3), EUROPOL

Expert Panel

Maria Milosavljevic
Chief Information Officer 

(CIO)
The Australian 

Transaction, Reports and 
Analysis Centre

Networking Solution Providers

R

mailto:pradish.g@nispana.com
mailto:jagadish.kumar@nispana.com


SOCIAL MEDIA

THE POTENTIAL AND THE CHALLENGES
The digital era has changed the way we 

communicate. These days, relationships and 
conversations between people, which are part of the 
human nature, take place through the web. Using 
social media, we can keep in touch with our friends 
and family, share posts with them, messages, pictures 
and videos; we can share our experiences with each 
other, be updated on our friends’ statuses, support 
them when they need it, and read their statements.

When we look from the perspective of the Law 
Enforcement Agencies (LEAs), we find the social 
media is a goldmine of intelligence. The Intelligence 
Officer can collect:

• Information on targets – mails, phone numbers, 
living address, education, employment history

• Activities – posts, tweets, remarks/likes to posts, 
pictures and pages

• Social connections – friends, followers, followers, 
groups, etc.

The Intelligence Officer’s challenge is how to extract 
meaningful intelligence from this goldmine. The social 
media has many challenges for them:

• Huge amount of data – Facebook users (1.5 billion) 
share 2.5 billion pieces of content each day, Twitter 
users (650 million) tweet 500 million times each 
day, Instagram users (180 million) share 58 million 
pictures each day, YouTube users (1 billion) upload 
300 hours of videos per minute.  

• Different content types – there are different 
structured data types, unstructured texts, images, 
videos, etc.

• Complex relationships between the different 
entities in social networks – in the real world two 
persons may be related if they belong to the same 
family, are neighbours, attended the same school/
university, worked at the same organisation, served 
in the same army unit, were at the same hotel 
at the same time, etc. The social network adds 
other possible relationships: friends in Facebook, 
following in Twitter, connected in LinkedIn, 
commenting on each other’s posts, writing in the 
same blog, and members of the same forum or 
social media group, to mention a few.

• Privacy settings – the default setting in most 
of the social network services prevents the 
passive collection of information on targets. This 
means that the legacy Open Source Intelligence 
(OSINT) collection tools will fail to gather relevant 
intelligence. To be exposed to the interesting 
information, the Intelligence Officer should get 
close to the targets, and become their friend.

• Multiple virtual identities – people may have 
several email accounts and social media 
profiles. To build the complete picture of a target,  
the Intelligence Officer needs to connect the 
different information pieces of the target,  
collected from different sources or from different 
virtual identities.

SOCIAL MEDIA AS AN INTELLIGENCE GOLDMINE
By David Tayouri, M.Sc. in Computer Science, Cyber Intelligence Department Manager,  
Israel Aerospace Industries (IAI)
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SOCIAL MEDIA ANALYSIS
The answer to these challenges resides in a good 
analysis process. An example of social media analysis 
is behaviour analysis. Social media behaviour analysis 
may enable predicting evolving major events. Today, it 
seems that whenever a major global event happens, 
some of the intelligence organisations are surprised 
time after time.

According to experts, social media played a 
significant role during the Arab Spring. According  
to a 2011 research on this subject[1], social media 
played a central role in shaping political debates, 
helped spread awareness about ongoing events 
all over the world, and, finally, online revolutionary 
conversations often preceded mass protests on the 
ground. However, the revolutions in the Arab countries 
were not anticipated.

Can social media analysis indeed enable predicting 
emerging events? In 2010, 
researchers from HP Labs 
showed how social media 
expresses a collective 
wisdom, which can be 
utilised to forecast future 
outcomes[2]. They managed 
to predict the collective 
behaviour of going to a 
movie by analysing the 
traces it left in Twitter. They found that by employing 
only eight features (the average hourly number of 
tweets related to the movie for each of the seven days 
prior to the movie opening and the number of opening 
theatres for the movie), movie revenue can be predicted 
with high accuracy. This method may be extended to 
different topics, such as election outcomes, emerging 
riots against government policy, public opinion on 
military actions, etc.

A German research from 2010[3], which analysed 
over 100,000 Twitter messages mentioning parties 
or politicians prior to the German federal election, 
demonstrated that Twitter can be considered a valid 
indicator of political opinion. The researchers found 
that Twitter is indeed used as a platform for political 
deliberation. The mere number of tweets reflects voter 
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preferences and comes close to traditional election 
polls, while the sentiment of Twitter messages closely 
corresponds to political programs, candidate profiles, 
and evidence from the media coverage of the campaign 
trail. They also found that the sentiment profiles of 
politicians and parties plausibly reflect many nuances 
of the election campaign. In addition, the researchers 
found that the mere number of messages reflects the 
election result and even comes close to traditional 
election polls.

Social media analysis can also enable revealing 
who are the key people, stakeholders or influencers in 
different groups or major events. This can be achieved 
by analysing the behaviour of the individuals within 
a group. For example, a content published by an 
influencer is spread much faster than content published 
by a regular group member. Another way of identifying 
an influencer is analysing connections within a group. 

Influencers generally have 
many direct friends and 
followers, but what makes 
them truly valuable is the 
number and relevance of 
their extended or indirect 
connections[4].

Social media analysis 
can help understanding 
the motivations and politics 

behind groups and events. This can be done by content 
analysis – analysing the published content of the group 
members, and searching for keywords and sentiments. 
Features such as the presence of intensifiers and 
positive/negative/neutral emoticons and abbreviations 
can clearly be most useful in content analysis.

Another field of social media analysis is identity 
resolution. People may have different virtual identities 
– several email accounts, one or more Facebook 
profiles, one or more Twitter profiles, etc. Identity 
Resolution aims to connect different virtual identities of 
the same physical persona. This is needed to enable 
the LEAs connecting between monitored activities of 
their targets.

According to a 2015 study published in the 
Science Journal[5], researchers succeeded in taking 

... A CONTENT PUBLISHED 
BY AN INFLUENCER IS SPREAD 
MUCH FASTER THAN CONTENT 

PUBLISHED BY A REGULAR 
GROUP MEMBER …



“anonymised” information to re-identify people’s 
records by name, according to uniqueness of behaviour 
combined with publicly available information. The 
researchers analysed credit card transactions of 
1.1 million people shopping in 10,000 stores, over a 
3-month period. Each record included date of each 
transaction, amount charged and name of the store. 
The records were “anonymised”, i.e. they didn’t 
include any personal details like names and account 
numbers. The uniqueness of people’s behaviour made 
it easy to single them out: 90% of the shoppers were 
re-identified as unique individuals. It is interesting to 
mention that the research shows that women are more 
re-identifiable than men in credit card metadata.

Another case of identity resolution is shown in an 
article published in Gawker[6] in 2014. The data set 
in this case were cab rides in New York City in 2013, 
made public by New York City’s Taxi and Limousine 
Commission – a total of 173 million records. Each 
record included date & time, geographic coordinates, 
fares, tips and cab details (encrypted with MD5). Cab 
medallion (license number) has particular format, 
so they were easily decrypted. Since paparazzi 
photographers in New York City frequently capture 
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celebrities entering or exiting yellow taxi cabs, and 
many of the pictures depicted the cab’s unique 
medallion number, combing pictures metadata and 
dataset records resulted re-identify of celebrities in  
the dataset.

PRIVACY IN SOCIAL MEDIA?
The other side of the coin is privacy. Everyone would 
like to keep his/her personal information private or 
share it with his/her selected family and friends. This 
is the reason many social networks include strong 
privacy and data protection provisions. However, 
cyber-criminals, insurgents and terrorists may abuse 
these provisions to hide themselves and their activities. 

In the age of digital media, do we really have any 
privacy? When sharing so much information in the 
social media, a huge amount of personal data is 
shared. Adults may be more radical and share less; 
however, teenagers today are freely giving up personal 
information. A report by Pew Research Center from 
2013[7] shows that teens share a wide range of 
information about themselves on social media sites. 
For example, 40% of teen Facebook users do not 
keep their profiles private. According to this report, 



teens are sharing more information about themselves 
on social media sites than they did in the past.

It is important to mention that one doesn’t 
necessarily need to have a social media profile, to 
have presence the social media. Even if you do not 
have a Twitter account, others may mention you in 
their tweets, and even if you don’t have Facebook and/
or Instagram accounts, others may tag you in pictures 
they post. You may reduce your digital footprint, but 
it is almost impossible to have no trace at all in the 
social networks. 

SUMMARY
The digital era changed the way we communicate. 
Social media became the place we share our 
experiences, opinions, statements etc. For LEAs, 
the social media is a goldmine of intelligence, 
where they can collect information on targets, their 
activities and their social connections. But extracting 
meaningful intelligence is not easy. Analysis can help 
for predicting emerging events, revealing who are the 
influencers in groups and major events, and what are 
the motivations behind them. Identity Resolution can 
help differentiating two people with the same name 
and connect different virtual identities of the same 
person. The other side of the coin, as with many other 
good things, social media comes with a price – loss 
of privacy.

With the adequate tools and systems, the Intelligence 
Officer will be able to collect from the social media not 
only the relevant intelligence on targets and groups 
of interest, but also build the complete intelligence 
picture, and predict emerging events. ■
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PUBLIC DISCLOSURE WEBSITES

Dateline April 2011: A group of Libyan fighters, 
frightened and unsure of their next move, 

hunkered behind a screen of trees near their hometown 
of Yefren in the Nafusa Mountains southwest of Tripoli. 
Nearby, government forces bombarded the town with 
rockets tipped with high-explosives. If the Libyan 
fighters attacked, would the rockets be a threat? They 
needed intelligence. The leader’s cell phone rang. 
Two Libyan nationals – one in Finland, the other in the 
United Kingdom – briefed the leader via Skype. The 
British contact, who had trained on the same rocket 
launchers during his compulsory military service under 
the Qaddafi regime, advised that the rockets would 
overshoot them if they attacked. Moreover, Qaddafi’s 

soldiers were likely firing the rockets remotely from 
a distance using an electric cable. Armed with this 
intelligence, the Libyan fighters successfully assaulted 
the batteries.2

THE PUBLIC DISCLOSURE WEBSITE 
PHENOMENON
Communication and information technologies3 are 
improving the intelligence gathering capabilities of 
violent non-state actors – insurgents, terrorists, and 
crime groups – around the world. These groups use the 
Internet for propaganda, fundraising, communications, 
initiating computer network attacks, and intelligence 
gathering and dissemination.4 The quality of Internet-
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As he [Mohammed] called me by name to stand, he said, “Go get me information about 
those people and do not alarm them about me.”

— Military Studies in the Jihad Against the Tyrants:
The Al-Qaeda Training Manual1



based intelligence information is likewise improving. 
Now, fighters like those in the Nafusa Mountains, 
can mine the proliferation of government, news, and 
military-interest websites, gaining immediate tactical 
advantages and enhancing a group’s resiliency 
against adversarial intelligence and security efforts. 
Although some information gained may not be 
“readily actionable,” it could prove highly valuable 
as part of a group’s “learn/grow process,” thereby 
informing analysis of adversarial threats and strategic 
challenges.5  For nonstate groups who employ 
technology effectively, the Internet may function as an 
adjunct case officer, counterintelligence officer, and 
intelligence analyst.

Public disclosure websites (PDW) increase the 
Internet’s utility in this regard. Dedicated to the 
proposition that “citizens deserve more access to 
information that the powers that be hold in secret,” 
sites like WikiLeaks (wikileaks.org) or the Federation 
of American Scientists’ Secrecy Project (fas.org) 
encourage exposure of sensitive government and 
commercial information.6  As a result, PDWs have 
harmed “governments and corporations in ways that 
have much more wide-ranging implications than 
many other global social movements before them, 
from economic to security threats.”7 Most PDW 
activists do not espouse violence or crime, but by 
revealing hard-to-find strategic-level information and 
analysis, they may provide insurgents, terrorists, 
and criminals with the intelligence they seek. PDWs 
are, therefore, a security risk that must be included 
in any analysis concerned with predicting, preparing 
for, and subverting violent groups and their initiatives. 
Failure to understand use/potential use of PDWs 
or other Internet sources could be devastating. In 
many ways, the Internet is a neutral operational 
environment for non-state actors, who are themselves 
vulnerable to online surveillance by authorities, as 
well as suffering from their own paranoia regarding 
potential surveillance.8 But regardless of whether 
or not the Internet is currently “a force multiplier 
for terrorist organizations,”9 greater understanding 
of non-state intelligence practices is crucial to  
countering extremists.10
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Non-state groups clearly recognize the value of 
open-source information available through PDWs and 
the Internet. Noted for developing cyber-attack tools, 
the Muslim Hackers Club, for example, included links 
on its website to PDWs purporting to disclose U.S. 
Secret Service code names and radio frequencies.11 
Al-Qa’ida, likewise, has long-recognized the 
importance of publicly-available information, now made 
easier and safer to find thanks to the Internet. “Using 
[openly available information] and without resorting to 
illegal means,” one operations manual instructs, “it is 
possible to gather at least 80% of information about the 
enemy. The one gathering information with this public 
method is not exposed to any danger whatsoever.”12  
Another manual advises fighters to employ a “computer 
specialist” for intelligence collection, who can “enter 
and download information as required, whether this 
be images, video, secret documents, statements, or 
textual reports.”13

Because PDWs offer significant intelligence value 
to insurgents, terrorists, and criminal organizations, 
they will increasingly supply extremists with critical 
intelligence benefitting their operations and potentially 
providing for their long-term survival. As a result, PDW 
activism constitutes a serious security challenge. 
The U.S. Government must, therefore, continue 
strengthening information assurance controls, re-
evaluate “need-to-share” mindsets sanctioned in 
the wake of the 9/11 attacks, and recognize that 
PDWs rely on anonymous leakers and self-described 
whistleblowers like Edward Snowden for site content.

THE LUNEV AXIOM RE-VALIDATED
Although PDWs are clearly enlarging the pool of 
operational information and analysis for extremists, 
the total amount of classified government information 
continues to grow and vastly outweighs the number 
of sensitive documents currently available online.14 In 
other words, “the [mere] count of leaked [documents] 
tells us nothing about the significance of a breach.”15 

Yet, the potential sensitivity of exposed information 
must not be overlooked. Even a single improperly 
disclosed document could wield tremendous damage 
to national security, depending, of course, on its 



content, the timing of its release, and the ability 
of subversive groups to quickly capitalize on the  
released information.

In March 2010, for example, the U.S. Department of 
Defense warned that “some 2,000 pages of documents 
WikiLeaks released on equipment used by coalition 
forces in Iraq and Afghanistan . . . could be used by 
foreign intelligence services, terrorist groups and 
others to identify vulnerabilities, plan attacks, and build 
new [improvised explosive] devices.”16 The following 
year, days before the successful U.S. operation against 
Osama bin Ladin, WikiLeaks published documents 
indicating Washington was interested in Abbottabad, 
almost compromising the raid.17

PDWs may already be helping to strengthen the 
long-term resiliency of nonstate groups against military, 
law enforcement, and intelligence operations. Even 
before Snowden’s revelations, “Jihadist technology . . . 
[was] so sophisticated and secretive” that the National 
Security Agency (NSA) was unable to monitor their 
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communications, despite using collection methods 
“specifically designed to uncover terrorist plots.”18 
Now, groups like the Islamic State (ISIS) boast about 
using “Snowden approved” encryption to protect their 
communications.19  Nonstate groups may also employ 
more secure off-the-shelf electronic devices and digital 
technologies as they become available. Manufacturers 
and service providers like Apple, Google, Yahoo, and 
Facebook have scrambled to protect user information 
in response to the public outcry over Snowden’s 
revelations.20

Such developments highlight the continuing validity 
of the Lunev Axiom of intelligence. First coined by 
U.S. intelligence officer James Bruce to describe the 
negative impact of Cold War-era press leaks on U.S 
intelligence and military operations/capabilities, the 
Lunev Axiom states: “classified information disclosed 
in the press is the effective equivalent of intelligence 
gathered through foreign espionage.”21   Bruce based 
his observation on a comment from former Soviet 



military intelligence officer Stanislav Lunev who 
defected to the United States in 1992. “I was amazed 
– and Moscow was very appreciative – at how many 
times I found very sensitive information in American 
newspapers,” Lunev recalled. “In my view, Americans 
tend to care more about scooping their competition than 
about national security, which made my job easier.”22

According to Bruce, press leaks that reveal U.S. 
intelligence techniques/operations provide adversaries 
with an opportunity to develop denial and deception 
countermeasures that effectively diminish U.S. 
intelligence collection efforts and effectiveness while 
raising the prospect that such intelligence collection 
will be defeated.23  As electronic technologies become 
more sophisticated and readily available worldwide, 
leaked materials are even more easily disseminated/
researched electronically allowing for rapid compilation 
and comprehensive review.24  Former NSA and Central 
Intelligence Agency (CIA) Director Michael Hayden 
echoed this concern in the wake of the 2010 WikiLeaks 
revelations:

If I had gotten this trove on the Taliban or 
Al-Qaeda, I would have called this priceless. 
If I’m head of Russian intelligence, I’m getting 
my best English speakers and saying, “Read 
every document, I want you to tell me how  
good are these guys? What are their 
approaches, their strengths, their weaknesses 
and blind spots?”25

Nonstate actors almost certainly view sensitive 
materials published by PDWs as a similar windfall of 
intelligence resources.

INTELLIGENCE AGENCIES OF THE PEOPLE
PDWs expose sensitive government and commercial 
information under the assumption that ordinary citizens 
deserve greater access to information held in secret 
by “the powers that be.”26  The most extreme activists 
believe that “Information does not just want to be 
free; it longs to be free. Information expands to fill the 
available storage space.”27  Virtually all PDWs actively 
encourage and abet leaking or self-described 
whistleblowing, as well as declassification of U.S. 
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Government materials through the Freedom of 
Information Act (FOIA). Activists promote the use of 
encryption and Internet anonymizing programs (e.g., 
The Onion Router or Tor), that enable secure Internet 
browsing and allow users to “to create regions free from 
the coercive force of the outer state.”28  More practically, 
these tools allow leakers and whistleblowers to divulge 
sensitive information anonymously and communicate 
securely with activists.

Although PDWs are rooted in twentieth century 
activist journalism and Vietnam-era disclosures (e.g., 
The Pentagon Papers and Philip Agee’s disclosures of 
CIA operations),29 PDWs are distinguished from their 
antecedents in several ways. First, as “the intelligence 
agency of the people,”30 many engage in Internet-
based sousveillance – or the “observation from below 
of more powerful organizations and people.”31 This 
form of inverse surveillance is practiced by informal 
networks of citizens seeking to curb perceived 
excesses by the state.32 By using cell phones to 
gather and post video of police and government 
activities, these groups and individuals alter the 
public/Internet discourse regarding individual events 
and the larger issues of which they may be a part. The 
WikiLeaks disclosures in 2010 were perhaps “the most 
controversial and publicized sousveillance” effort to 
date33 – at least until Snowden’s revelations.

Second, PDWs are technologically poised to 
exploit information from unauthorized (e.g., “leaks”) 
and authorized (e.g., posted online) sources. Such 
a posture increases the potential “scale and scope” 
of PDW-enabled disclosures and ensures that  
improperly disclosed materials will proliferate 
rapidly over the Internet.34 Most PDWs encourage 
whistleblowing and leaking by enabling secure “drop 
boxes” where individuals can anonymously and 
securely submit sensitive materials,35 and by providing 
free software that protects Internet users from online 
surveillance. WikiLeaks, for example, pioneered 
the use of Skype (which scrambles transmissions),  
Pretty Good Privacy, (a free encryption program),  
and the Tor browser, (which anonymizes Internet  
usage by routing activity through a network of 
approximately 2,000 volunteer computer servers 



worldwide).36 Similarly, a rival site, GlobaLeaks 
(globaleaks.org), sponsors Tor-based software  
to create a peer-to-peer “leak amplification  
network.”37

Third, PDWs are an artifact of the Web 2.0 
philosophy and culture. As with other Web 2.0 
entities (e.g., jihadist websites), PDW users and 
supporters participate in a virtual community, helping 
to produce and shape website content, rather 
than just passively consuming information.38 This 
interactive characteristic fosters relationships among 
online activists. The shadowy hacktivist collective 
Anonymous, for example, is bound together by 
shared beliefs regarding online free speech and 
information freedom.39  The Web 2.0 ethos also makes 
Snowden’s leaks a part of the PDW phenomenon. 
Justifying his actions as sousveillance, Snowden 
improperly disclosed sensitive U.S. documents. He 
used the same encryption and anonymizing tools and 
techniques that PDWs promote, and received legal 
support from WikiLeaks (at least initially with ongoing 
publication and distribution of leaked information 
continuing online).40

Finally, PDWs are creating a new “complex media 
ecology” through relationships with traditional media.41 
Because the sheer volume of leaked materials 
on sites like WikiLeaks limits the public’s ability to 
interpret available information, PDWs rely on the 
gatekeeping and interpretative functions of traditional 
media to make their disclosures meaningful. In the 
absence of media interpretation, activist efforts 
to stoke indignation leading to political reform are 
rendered mute.42  In 2010, for example, muted public 
response to large releases of U.S. military/diplomatic 
documents prompted WikiLeaks to seek assistance 
from The New York Times, The Guardian, and Der 
Spiegel to decipher the exposed content (U.S. military 
and diplomatic acronyms, classification information, 
and other arcana) and shape it into more accessible 
stories (with names redacted).43 PDWs have also 
forged relationships with traditional media outlets to 
overcome funding challenges. Most sites rely heavily 
on donations to provide for operation expenses and to 
diffuse the possible impact of litigation.44
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For their part, traditional media outlets have 
embraced PDWs because PDWs have “dramatically 
increased the ease with which reporters, editors, and 
publishers can evade laws or regulations pertaining 
to the publication of classified information.”45 Access 
to leaked information has multiple benefits for 
established media: providing increased circulation, 
audience attention, advertising commitments, profits, 
and cutting edge status. By supplying reporters with 
both information and sensationalism, PDWs have 
effectively revitalized the “campaigning reputations” 
of many well established media outlets, elevated their 
status for “high-quality journalism” that PDWs lack, 
and reminded readers “they are still key players in the 
political game.”46

SECRET DESKTOP ARCHIVES
PDWs are digital libraries that provide searchable 
access to open-endedly archived information. The 
content of many PDWs grows continually. In 2011, 
for example, WikiLeaks received sensitive documents 
“about thirty times a day.”47  Site content is available 
indefinitely on the Internet, whether through PDW 
mirror sites or programs like the “Wayback Machine” 
(archive.org), which digitally store Internet content.48 
Indeed, many PDWs (including WikiLeaks), use mirror 
sites to operate despite limited funds and government 
efforts to shut down or block access to them.49  These 
measures help ensure that sensitive information 
published by a PDW is and will be available to any user 
for the foreseeable future.

The digital nature of PDWs therefore benefits 
nonstate groups in several ways. PDWs provide 
easy access to sensitive information; PDWs help 
solve information storage and retrieval issues that 
have traditionally plagued nonstate groups seeking to 
preserve intelligence information; and PDWs facilitate 
compartmentalization functions like intelligence 
gathering and record-keeping. By enabling nonstate 
groups to preserve these capabilities in case of 
compromise, valuable information is less likely to 
be misplaced or captured. As recollected by former 
Provisional Irish Republican Army (PIRA) operative 
Brendan Hughes:



In 1987, I came across a dump, a bundle of 
intelligence reports that had been lying there 
from 1974, and what had happened was the 
intelligence officer whose stuff it was was killed 
and no one knew where he had his stuff hidden. 
That happens in a guerilla organisation (sic) – 
a lot of the intelligence is lost like that because 
you do not have a central control where you 
can gather and hold intelligence. So, a lot of 
it is done by word of mouth . . . by memory. A 
lot of it has gone . . . it’s not a great system.50

PDWs, in addition to “cloud storage” options, help 
solve such conundrums. The number of PDWs, 
however, may challenge the ability of extremists to 
monitor them. Virtually all PDW activists provide 
support to those who leak or whistleblow, but they 
are not uniform in their views regarding unauthorized 
disclosures. Differences of opinion among PDW 
activists have led to the creation of multiple sites and 
have shaped the way site owners release and analyze 
leaked materials/declassified documents. As a result, 
the PDW community is dominated by four major types 
of sites: disruptive, government transparency, media-
enabled, and independent.

Disruptive Sites
Disruptive sites are the most visible and notorious 
PDWs. Their activists (e.g., Julian Assange, WikiLeaks’ 
founder and chief spokesperson) are willing to expose all 
types of sensitive information, regardless of proprietary 
or intellectual property controls, under the auspices of 
serving the greater public good.51  Disruptive PDWs 
include WikiLeaks – the most prominent PDW to date 
– and Cryptome (cryptome.org) – a less-well known 
competitor that has been active since the 1990s and is 
probably the oldest PDW in operation.52  The WikiLeaks 
revelations in 2010 and the resulting publicity spawned 
a range of lesser known, and as yet less effectual, 
copycat sites like BalkanLeaks (balkanleaks.eu), 
OpenLeaks (openleaks.org), and GlobaLeaks, which 
seeks to help “anyone . . . easily set up and maintain 
an anonymous whistleblowing platform.”53

In addition to the tens of thousands of U.S. military 
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and diplomatic documents revealed by WikiLeaks in 
2010, disruptive PDWs have improperly disclosed a 
range of sensitive government materials. Cryptome, 
for example, has published “the names of 2,619 CIA 
sources, 276 British intelligence agents, 600 Japanese 
intelligence agents,” as well as imagery of sensitive 
U.S. Government sites.54 Some disruptive PDWs 
appear to specialize in certain types of disclosures as 
with the relatively new site Cryptocomb (cryptocomb.
org) which maintains exclusive focus on unmasking 
alleged CIA officers and covert facilities.55

Government Transparency Sites
Numerous PDWs are dedicated to promoting 
transparency for the U.S. government. Such sites take 
a more pragmatic approach to secrecy in government 
and the private sector than do more extremist disruptive 
sites.56 Stephen Aftergood, Director of the Federation 
of American Scientists’ Secrecy Project,57 for example, 
seeks to “‘challenge unwarranted secrecy and to 
promote reform of national security information policy 
and practice,’” but “also believes that some information 
should be classified.”58  Aftergood envisions use of 
the Secrecy Project to strike a “balance between 
what government should keep classified and what the 
American public should be able to see.”59 Likewise, 
many government transparency activists, such as 
Daniel Ellsberg (who maintains his own personal 
website at ellsberg.net), have been engaged in ongoing 
watchdog efforts for decades and do not share the 
same zeal as Assange and his cohorts.

The efforts of government transparency sites 
potentially benefit nonstate actors in several ways. A 
number are at the forefront of FOIA efforts to declassify 
government documents, providing both insight about 
the FOIA process and updates about newly declassified 
documents, whistleblowing, and leaked information 
– occasionally several times per week.60 Some sites 
also serve as clearinghouses for whistleblowing and 
whistleblowers, including links to resources to enable 
the filing of complaints.61  In addition, some government 
transparency sites link to or repost leaked information 
and provide, as does the Secrecy Project, insightful 
analyses regarding security and intelligence issues.



Media-Enabled Sites
In the wake of the 2010 WikiLeaks revelations, a 
handful of traditional media outlets (including The Wall 
Street Journal) created their own leaker sites (e.g., 
the now defunct Safehouse), apparently using the 
same anonymizing and encryption tools that PDWs 
employ.62 Doing so allows traditional outlets more 
leeway to evaluate leaked information and directly 
shape any subsequent story related to its release. 
Until the Snowden revelations in 2013, however, only 
one of these sites, Al Jazeera’s “Transparency Unit,” 
participated in a noteworthy and large-scale disclosure of 
sensitive materials. In January 2011, the Transparency 
Unit released approximately 1,700 files consisting of 
diplomatic correspondence, memos, e-mails, minutes 
of private meetings, strategy papers, and PowerPoint 
slides related to the Israeli-Palestinian peace process 
from 1999-2010.63 The leak potentially had greater 
political impact than the WikiLeaks revelations, though 
it received far less play in established American media 
outlets.64

Independent Sites and Blogs
An untold number of individuals with varying political 
agendas are routinely linking to, reposting, and blogging 
about sensitive and declassified information available 
on the Internet. Some individuals reach wide audiences, 
like security expert Bruce Schneier (schneier.com) 
who publishes the popular “Crypto-Gram” monthly 
e-mail newsletter.65 Independent sites also may directly 
receive leaked information, as occurred in the case of 
former Federal Bureau of Investigation (FBI) linguist 
Shamai Leibowitz, convicted in May 2010 of passing 
classified materials to a blogger.66

THE HEARTBEAT OF THE WAR
PDWs may disclose information that has strategic and 
tactical benefits for nonstate groups, including efforts to 
protect communications, undertake surveillance, and 
target individuals. Violent nonstate actors using PDW 
supplied information almost certainly have created, and 
will continue to create, new security challenges for the 
United States and other countries. Nonstate groups 
collect intelligence because “chance and uncertainty 
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are anathema” to them. PDWs supply these groups with 
insights that, when combined with other intelligence, 
help them to exert more “predictability and control” over 
operations and their environment.67 In turn, nonstate 
groups can better mitigate “unforeseen circumstances” 
and craft more effective operations and internal 
processes to increase their chances for success.68 
As Provisional Irish Republican Army operative Brendan 
Hughes once remarked, “[W]ithout intelligence forget 
about it . . . Intelligence is the heartbeat of the war.”69

Strategic-Level Benefits
Nonstate groups are likely to combine sensitive 
information disclosed by PDWs with data gleaned from 
government publications, declassified documents, 
scholarly works, media stories, legal cases, and a 
group’s own experiences to generate exploitable and 
decisive insights regarding U.S. and Western military 
and intelligence capabilities. Document translation is no 
longer the barrier it once was. With the trend toward 
digital translation applications and increasing language 
group interconnectivity, most armed groups can 
probably easily translate documents and accompanying 
media stories. Translation assistance may also be 
received by those foreign students and native-born 
individuals in the United States and the West who have 
joined armed groups and/or participate in Internet-
based propaganda efforts.70 Moreover, armed groups – 
like the Libyan fighters in the opening vignette – may be 
able to tap growing Internet access to “crowd source” 
intelligence needs, such as translation, compilation, 
and analysis of leaked information, using members 
of diaspora populations and ideological supporters 
outside war zones.71

This potential intelligence capability may provide an 
armed group with a more comprehensive assessment 
of adversarial threats, including the capabilities of U.S. 
and Western military, intelligence, and law enforcement 
agencies, intelligence gaps, and governmental tensions 
that hamper responses. At the same time, PDW 
collections of leaked documents (e.g., Afghanistan 
and Iraq War materials published by WikiLeaks), have 
lasting relevancy as documentary resources that help 
inform a group’s strategic-level thinking and decision 



making. Such information may become more valuable 
to nonstate groups in an era of retrenchment for the U.S. 
and other major western governments. Conventional 
warfare could soon become a more attractive and 
viable option for nonstate groups as it has in previous 
periods of retrenchment and retraction. In the years 
since 1944, insurgents pursued a conventional strategy 
in 32 percent of insurgencies since 1944 (or fifty of 156 
campaigns).72 The collapse of Cold War-era power blocs 
in the 1990s, for example, encouraged 48 percent of 
rebel groups to use conventional warfare over guerrilla 
tactics, more than at any other time before or since.73

Extremists may indirectly benefit from PDW-based 
revelations that have a chilling effect on U.S. and 
Western information-sharing and intelligence collection 
efforts. PDWs are changing the information landscape 
in ways that require re-evaluation of best-practices 
with regard to intelligence gathering, dissemination, 
storage, and access. In the United States, the issue is 
best exemplified by the tension between “need to know” 
and “need to share” national security practices. Both 
Chelsea Manning74 and Edward Snowden were able to 
leak large amounts of sensitive information, in part, due 
to the current “need-to-share” paradigm among U.S. 
intelligence and security agencies.75 In response to 
Congressional criticism regarding information hoarding 
and failure to “connect the dots” following the 9/11 
attacks, U.S. intelligence and security organizations 
reversed the venerable counterintelligence principle of 
“need-to-know” in order to “share information broadly 
across bureaucratic lines and prepare analysis for 
the widest possible dissemination in order to prevent 
intelligence stovepiping.”76 As a result, Manning and 
Snowden had access to sensitive information unrelated 
to their primary responsibilities.77

The fallout from Manning’s and Snowden’s 
unauthorized disclosures has increased the likelihood 
that foreign intelligence services “may wish to distance 
themselves from mutually beneficial cooperative 
partnerships . . . with the U.S. government,” potentially 
hampering efforts to collect intelligence and quickly 
respond to armed groups. Germany and the United 
Kingdom, for example, have already scaled back their 
intelligence relationships with the United States due to 
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these PDW-related leaks.78  At a more tactical level, the 
leaks have probably further complicated the already-
nuanced process of U.S. information-gathering 
and intelligence-collection from human sources. 
Foreign diplomats and government officials “will think 
twice about sharing frank thoughts with their U.S. 
counterparts if they think what they say will be online 
tomorrow.” Current and future human intelligence 
sources – particularly those at risk to harm if exposed 
– will, likewise, need constant reassurance that the 
information they provide “won’t endanger them in the 
next tranche of leaked information.”79

Communications Security
Snowden’s disclosures signaled to nonstate groups 
that PDWs are a potential goldmine of information 
regarding U.S. intelligence collection. Armed groups 
seek to protect communications against adversarial 
collection to ensure operational success and maintain 
internal cohesion – increasing a group’s chances 
of long-term survival. Al-Qa’ida operational doctrine 
warns fighters that the:

biggest thing that destroys organizations is 
the issue of communications (wire, wireless, 
direct, indirect). Therefore, one must pay 
attention to this problem and plan for this, 
keeping up with technological developments 
related to the means of communication.80

PDWs, like the one compiling and explaining the 
technical collection tools and programs exposed 
by Snowden (Bruce Schneier’s personal website), 
contribute instrumentally to these efforts.81 Former 
NSA officials indicate ISIS has exploited Snowden’s 
disclosures – including a leaked NSA report detailing 
how it electronically surveilled former bin Ladin 
confidant Hassan Ghul prior to his 2012 death – to 
learn “what types of communication to avoid or how to 
make them more secure.”82   The U.S. should increase 
its efforts to do the same.

Targeting Individuals
PDWs are potentially a significant source of identity 
information that could be used to harm



U.S. and Western military, diplomatic, and 
intelligence personnel. Cryptocomb’s efforts to profile 
alleged CIA personnel are especially problematic. Site 
sponsors have compiled extensive dossiers on some 
individuals, including photographs, addresses, maps 
and street-level views of residences, past job titles, 
information about family members, and other personal 
details.83   Though no evidence exists that Cryptocomb 
actively supports violent groups, the site nonetheless 
presents the type of intelligence that extremists 
use to plan assassinations. Al-Qa’ida operational 
doctrine specifies that to pinpoint a target, groups  
must collect:
a. Personal information: his name, age, his 

photograph, his home address, his car (the make, 
color, license plate number, model), his daily 
routine. . . his weekly routine, where he spends his 
vacations . . .

b. Information about the house and its site (the exact 
address, the part of town, the block where the 
house is, the house or the building itself, the floor, 
the apartment, the room).84
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Extremists may not yet have used Cryptocomb’s 
(or any other PDW’s) information to attack an official, 
but this risk is not without precedent. In 1975, Greek 
terrorists assassinated Richard Welch, the CIA 
Station Chief in Athens, Greece, after the Greek press 
published both his name (initially exposed in Counter 
Spy, a left-wing U.S. magazine) and address.85 
Should extremists wish to target the individuals on  
Cryptocomb, the site provides helpful information 
for that as well. Sadly, these individuals, whether 
accurately identified or not, likely remain at  
risk for harassment or violence because Cryptocomb’s 
information cannot be wholly expunged from the 
Internet, even were the site to remove its dossiers.

Similarly, extremists might identify spies and 
informants within a group by gleaning clues from 
leaked documents. After the WikiLeaks 2010 
revelations, for example, a Taliban spokesman 
warned, “We will investigate through our own 
secret service whether the people mentioned [in 
Afghanistan-related documents] are really spies 
working for the U.S. If they are U.S. spies, then we 



PUBLIC DISCLOSURE WEBSITES

42 CYBER SECURITY REVIEW, Spring 2016

know how to punish them.”86 Subsequently, the group 
claimed to have uncovered and executed a spy in 
Kandahar on the basis of information provided by 
WikiLeaks, although this claim has been disputed.87 
Whether other armed groups have undertaken similar 
investigations and reprisals remains unclear.

Adjunct Surveillance
Sensitive government information disclosed by 
PDWs also potentially benefits extremist operational 
planning, particularly during the initial stages. Armed 
groups are increasingly using the Internet to gather 
open-source intelligence on targets. The Internet 
provides a cyberspace equivalent for discreet 
surveillance and a forum in which to communicate 
findings.88 Easily-searched PDW collections of leaked 
and declassified government documents, maps 
and images of sensitive sites (including satellite 
imagery, and other materials) provide extremists with 
potentially operational seed material. In December 
2010, WikiLeaks, for example, made a significant  
disclosure in this regard after publishing a classified 
U.S. State Department “list of worldwide critical 
infrastructure,” which included hydroelectric 
sites, pharmaceutical plants, and undersea cable 
locations.89 Some sites were probably already known, 
but publication of the list provided greater insight 
into U.S. strategic concerns, as well as potentially 
identifying locations that may not have previously 
attracted attention.

RECOMMENDATIONS
The volume of sensitive information for homeland 
security purposes continues to increase and more 
and more government data are stored electronically. 
Two high-profile leaks of sensitive U.S. government 
information in three years suggest that additional 
unauthorized disclosures are probable.90 Facilitated by 
innovations in encryption and anonymizing software, 
energized activists utilizing PDW information91 may 
very “well make the first half of the twenty-first century 
the age of the whistleblower.”92 Unfortunately, not all 
whistleblowers have the best interests of the United 
States at heart, and even those who do may mistakenly 

disclose information with devastating consequences. 
Although uniformly implementing stronger information 
controls to mitigate leaks will be a challenge, 
initiatives are underway.93 Further options that warrant 
attention include:
•	Seeking	comprehensive	 legislation	regarding	
leaks. A recent RAND study notes that U.S. 
legislators and officials are now more open to 
reforming U.S. statues regarding information 
leaks and espionage.94 Accordingly, U.S. national 
security agencies should work with Congress and 
the White House to craft “new provisions distinct 
from the espionage laws” for those who engage 
in unauthorized disclosures. “Carefully tailored” 
civil sanctions should also be levied regarding the 
publication of classified information “with gross 
negligence or reckless disregard” for national 
security.95 

•	Emphasizing	 “need	 for	 mission”	 over	 “need	
to	 share.” Government personnel should have 
access to all mission-specific information—but 
no more. Chelsea Manning, for example, should 
have been able to access only Iraq-related State 
Department documents, not the entire database. 
Likewise, access to sensitive information should 
be rescinded, as appropriate, once personnel 
move to a new account or mission. 

•	Encryption	 enhancement. U.S. Government 
computer systems, including unclassified systems, 
should employ multiple layers of encryption to 
protect data.96 If improperly removed, materials 
would be unreadable without decryption, thus 
delaying, if not completely neutralizing, the 
potential impact of a leak. 

•	Increasing	 technology	 utilization	 and	
personnel	activation. U.S. Government agencies 
should leverage all computer technologies and 
enhance personnel education about data leaks, 
flagging suspicious computer-related activities, 
and investigating leaks as they occur. Tools 
are available and can be readily adapted for 
incorporation into new systems (e.g., the Joint 
Information Environment) before these systems 
are fielded.97 
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As Internet access expands and improperly 
disclosed materials become more readily available 
via PDWs, the likelihood that such information will be 
used for extremist ends increases. From the Nafusa 
Mountains to Washington, D.C., electronic sharing 
of information has not only changed the way people 
communicate, but the way they think about, utilize, 
and share information. Public disclosure websites 
amplify information sharing beyond measure, calling 
forth the need for governments to change the way 
they think about, utilize, and share information. To 
survive the cutting edge, the United States must 
develop a comprehensive, systematic approach to 
information as a tactical and strategic commodity and 
to the threat posed by public disclosure websites and  
their descendants. ■
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It’s a fact. Every day we are inundated with data 
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Federal Acquisition Regulation Supplement (DFARS) 
clauses that should be inserted in the contract. These 
two clauses are Deferred Delivery of Technical Data 
and Computer Software (DFARS 252.227-7026) and 
Deferred Ordering of Technical Data or Computer 
Software (DFARS 252.227-7027). 

Deferred Delivery gives the government the right 
to require at any time during the performance 
of this contract, within two (2) years after 
either acceptance of all items (other than data 
or computer software) to be delivered under 
this contract or termination of this contract, 
whichever is later, delivery of any technical data 
or computer software identified in this contract 
as “deferred delivery” data or computer software.

...Deferred Ordering gives the government 
the right to require, at any time during the 
performance of this contract or within a period 
of three (3) years after acceptance of all items 
(other than technical data or computer software) 
to be delivered under this contract or the 
termination of this contract, order any technical 
data or computer software generated in the 
performance of this contract or any subcontract 
hereunder.

DATA REQUIREMENTS REVIEW BOARDS 
AND THEIR IMPORTANCE 
By David Adams 
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On top of that, there is the topic of technical data 
rights both in noncommercial technical data (DFARS 
252.227-7013) and commercial technical data rights 
(DFARS 252.227-7015). Data rights and Distribution 
Statements all must be considered when ordering 
data. It is highly recommended that these two DFARS 
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clauses be studied and well understood along with 
DoD Instruction 5230.24 Distribution Statements 
on Technical Documents. The program’s legal 
representative should understand these well, but it is 
essential that CDRL writers and data managers also 
understand them.With all this information, the question 
becomes: How do we make it more manageable yet 
attain the data that we require in the form that we  
can use?

The optimal word is “require.” We should not procure 
data that the government has no intention of using on 
current or future contracts. We only need to procure 
data that the government must have in order to 
manage the contract and the program as a whole. For 
data that is “nice to have,” the government within the 
Statement of Work or Performance Work Statement, 
hereafter referred to as Work Statements, can have 
it stated that the government needs access to certain 
data that the contractor(s) need to accomplish. The 
trick is to determine if the data need to be procured or 
if it is enough to merely have access to the data. This 
sometimes is easier said than done. 

CONTROLLING THE DATA
Data Requirement Review Boards (DRRBs) are used to 
control the data requirements of a contract solicitation. 

Naval Air Systems Command (NAVAIR), at Patuxent 
River, Maryland, previously held a centralized review 
board that all Program Management Airs (PMAs) 
utilized to present their data requirements, but was 
later eliminated, leaving the PMAs to manage their 
own processes for data reviews. Over time and with 
the transition of workforce, the basic knowledge of 
how to apply data management to contracts went by  
the wayside. 

Some PMAs ended up just reviewing the CDRLs for 
accuracy. The Work Statement and the Procurement 
Initiation Document (PID) were not reviewed and vetted. 
This presented a problem because all the documents 
tied into one another – so if one was incorrect, it usually 
affected the others. 

Having worked in Tactical Airlift Program Office 
(PMA-207) for several years, I was tasked to initiate 
and standardize the configuration management policies 

THE MAIN FUNCTIONS OF A DATA  
REQUIREMENTS REVIEW BOARD

• Review all deliverable data requirements, 
ensuring that the intended users of the data are in 
agreement with the needs and requirements of the 
proposed acquisition and that the requirements 
conform to the applicable clauses of the Federal 
Acquisition Regulation (FAR) and the Defense 
Federal Acquisition Regulation Supplement 
(DFARS).

• Ensure that only the essential data in the most 
economical form is requested and defined; approval 
authority defined, if required; requirements and 
delivery dates defined; and deferred ordering or 
delivery of data are reasonable, consistent with 
the program’s schedule, and have been properly 
documented on DD Form 1423 (CDRL form).

• Ensure adequate quality assurance data and/or 
warranty provisions have been identified in the 
contract schedule to guarantee that data produced 
and delivered shall meet its intended use.

• Ensure all data item descriptions (DIDs) 
referenced on the DD Form 1423 are listed in 
Acquisition Streamlining and Standardization 
Information System (ASSIST), or are newly 
approved one-time DIDs, appropriately tailored 
for contract application.

• Ensure all requirements for the format, content, 
preparation, media and delivery of the data either 
are referenced in the contract solicitation or on the 
DD Form 1423 to permit pricing.

• Ensure all data requirements are traceable to 
the contract reference in Block 5 of the DD Form 
1423.

• Ensure all significant changes to DD Form 1423 
are reviewed and approved.



and processes within our office. This task took almost 
2 years. Once it was completed, I was asked to tackle 
data management. In hindsight, this actually was more 
challenging than having the configuration management 
processes and policies put in place and followed.  
PMA-207 at the time had nine different platforms along 
with Contracted Air Services (CAS). Each team created 
its Work Statements and CDRLs differently and not 
necessarily in accordance with applicable policies and 
guidance documents.

Here are the steps that I found needed to be taken: 

Obtain a Good Data Management Tool: We gained 
access to a good data management and CDRL tool 
from another program office, populated it with the 
appropriate people, role mapped and launched it to 
all users to begin learning. That took approximately 
one month to accomplish. 

Prepare Well-Written Work Statements: Over a 
3-year period, we standardized the Work Statements 
practices as stated in Military Handbook 245D. We 
realized that without well-written Work Statements, 
the CDRL package was of little value. Therefore, 
conducting a DRRB on just the CDRLs also was of 
little value.
Teaching the program office personnel how to 
draft well-written Work Statements was not easy.  
PMA–207 has many Integrated Product Teams 
(IPTs), so it was a reiterative process that took a 
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while to accomplish. In my opinion, writing a Work 
Statement is a science and an art. I also believe it 
is the most important document we create in the 
program office. It cannot be emphasized enough 
that reading the DoD Handbook for Preparation of 
Statement of Work multiple times and going to the 
workshops on this subject that are offered by the 
Defense Acquisition University are necessary if one 
is to learn how to write a good Work Statement. 
It was recommended that the Integrated Product 
Team Leads (IPTL) develop Work Statements in a 
group forum. The goal is to produce an organized 
and legible document with little to no ambiguity for 
both the acquirer and the supplier, resulting in very 
little risk for both parties. This can be difficult, but it 
is best to do it is as a working group. Nobody knows 
every single task and requirement for the contractor 
to accomplish. Nobody!

Create a Diverse DRRB of Subject-Matter 
Experts: After emphasizing the importance of 
writing a standardized Work Statement, we need to 
establish a DRRB made up of experienced leads in 
our program office. 
It is very important that the board membership is 
diverse and includes subject-matter experts in all 
fields. The board should have representatives from 
engineering, logistics, contracts, legal, business 
finance, test, and program management. A chair 
and vice chair are required along with a secretary 



to perform administrative tasks. This process is 
documented in the DRRB charter, which establishes 
the board members and the particular functions of 
these boards. Conducting DRRBs is required for all 
contracting actions that are greater than $10 million, 
in accordance with NAVAIR Instruction 4200.21E. 
PMA-207 conducts them for every contracting 
action that has a Work Statement, no matter the  
estimated value. 

Review PID Packages: After conducting a few more 
DRRBs, we realized the need to review not only the 
Work Statements and CDRL packages, but also the 
PID package. In particular, Sections B and C were 
reviewed to ensure the contract line item number 
(CLIN) structure matched the tasks being written 
in the requirements section of the Work Statement. 
One change to the Work Statement can throw 
the other documents off. A change in the type of 
contract can change the Work Statement. Sections 
D through I also are reviewed to ensure accuracy 
and that contract clauses don’t contradict the  
Work Statement.

CONDUCTING DRRB REVIEWS
Today in PMA-207, the PID package, the Work 
Statement, and the CDRL package with a quick look 
at the request-for-proposal letter are all reviewed 
and corrected during the DRRB so it is more of an 
RFP review minus Sections L and M. PMA – 207’s 
process for conducting DRRBs is a good balance 
between the Naval Air Systems Command’s previous 
centralized board and the other extreme of having no  
board at all.

It is true that DRRBs can take a bit of time, can be 
tedious, and can incite some differing opinions, but, in 
the end, the integrated product team and the DRRB 
board members better understand the task and data 
requirements, and a good product is released for the 
contractor(s) to understand and bid to. It also helps 
the program lawyers understand the requirements so 
that, when it comes time for the legal review board, 
they have the background to answer any questions 
that may arise. ■
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CYBER EUROPE

INTRODUCTION 
Is the Europe prepared for the unknown?1 Are you 

ready for the next cyber crisis? What if the world 
you know was about to collapse? These are some 
fundamental questions that will be addressed in 
Cyber Europe 2016. Cyber Europe is one of the EU-
wide biannual cyber event that since 2010 has been 
organised by the European Network and Information 
Security Agency (ENISA) with the collaboration of 
all EU member states. Indeed, the year 2015 was 
a critical one for cyber security and one which has 
unleashed huge policy makeover for the Union. 

On February 10th 2003, the European Commission 
proposed to establish a pan-European agency for 

security and information sharing. Due to the EU 
Regulations No 460/20042 the ENISA was created and 
became fully functional by 2005 from Heraklion, Crete, 
Greece. Since then it has been facilitating the process 
of planning, conducting and evaluating pan-European 
cyber crisis cooperation exercises. Above all, the 
Agency has also been ensuring the development of 
a culture of information security as well as safety of 
citizens, consumers, public sector organisations, 
private enterprise and the smooth functioning of the 
EU internal digital market3.  

Presumably, Cyber Europe 2016 will be able 
to meet the aspiration of European netizens. The 

ELEPHANT IN THE ROOM: 
CYBER EUROPE 2016
By Jayadev Parida, Doctoral Fellow on Cyber Security in the Centre for European Studies, 
School of International Studies, Jawaharlal Nehru University, New Delhi

Is the EU grappling with a new cyber crisis?  Can the EU comprehend a comprehensive European charter to address the 
cyber challenges? What would be nature of forthcoming Cyber Europe 2016? Is the EU ready for an offensive cyber strike? 
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4th edition of Cyber Europe exercise will be able to 
underline a framework for a resilient network, secure 
information and open access to cyberspace. This 
edition will perhaps reshape the future action of the 
Union pertaining to cyber security. But, this exercise 
will be unable to give answers to the EU’s offensive 
capability to cyber attacks. Nonetheless, cyber-
enabled terrorism and data protection could be tabled 
on a high note. 

ELEPHANT IN THE ROOM
The European Union has long been the most  
developed and cherished model of regional 
integration. But it was severely shaken by a recent 
crisis – economic, political, social and security 
at large – causing increasing doubts about 
the integration process. Present mushrooming  
tensions in the EU was vividly outlined in Paul 
Kennedy’s book “The Rise and Fall of the Great 
Power” (1987). “Europe’s ‘problems’ are, of course, 
more than those considered here: aging populations 
and aging industries, ethnic discontent in the 
inner cities, the gap between the prosperous north 
and the poorer south.” Moreover, he continued 
to analyse a mirage of future. His assessment 
predicted that ‘if the European Community can 
really act together, it may well improve its position in  
the world, both militarily and economically. If it does 
not - which, given human nature, is the more plausible 
outcome – its relative decline seems destined to 
continue’’4. Fortunately, those problems have not 
derailed the Franco-German motto.    

There is little doubt about the internal peace of the 
continent that has been well shaped by the Union in 
post-War periods. The creation of the European Union 
has been central to the security and peace of the 
continent. It has transformed the relations, lives and 
growth of Europeans.

High speed digital infrastructure, open market, 
liberal economics, welfare model of society and 
advocacy for rule of law and human rights has 
propagated a ‘European Egalitarian Society’. The 
grand notion of this society has often been questioned 
due to changing nature of the threat. The year 2015 
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was the worst since the end of the Cold War and has 
put at stake the openness, vision for multicultural 
society, and insecurity of a borderless State. 

New concerns have arisen over the so-called 
‘frozen conflicts5” in and around EU neighbourhoods 
which spurted as a result of the refugee crisis. The 
water was polluted when ISIS took responsibility for 
the Paris terror attacks in November 2015. French 
intelligence is considered to be one of the best and 
after the Charile Hebdo attacks in January, the French 
intelligence should not have missed the leads that 
unfolded on 13 November. However, this particular 
attack has led to huge debates between all the cyber 
stakeholders regarding encryption and back door 
access to the devices. It will be a long time before a 
concrete solution is identified. However, that will not 
be possible without compromising their privacy.   

This can be understood by referring to another 
debate, one which has been intensifying between 
the EU and US. Since the Snowden revelations, 
the EU countries – Germany in particularly – were 
cautious about engaging in business activities with US 
companies. The issue also became more complicated 
when the Austrian law student Max Scherms provoked 
the matter of data sovereignty, protection and privacy; 
this intensified the Safe Harbor debate and remained a 
major policy debate between the transatlantic partners. 
On the other hand, Russia has emerged as a major 
player in the cyber domain and its growing influence 
rapidly impacted upon EU’s strategic establishment.   

ENISA – A SOFT GUN    
As per its guidelines, ENISA has been tasked to 
facilitate the process of planning, conducting and 
evaluating Pan-European exercises. Since its 
establishment in October 2009, Mr Andrea Pirotti, an 
Italian national and former Vice-President of Marconi 
Communications, has headed the Agency; he has held 
the critical post since its early stages. The Agency 
has been overshadowed by problems and disruptive 
management and by 2007 there had been numerous 
allegations regarding its structure and functions6. 
This was when the Agency had a very low impact on 
European cyber affairs. 
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The current head, Dr Udo Helmbrecht a German 
national and former director of the Federal Office 
for Information Security, took charge of the Agency 
in October 2009. His leadership in his first Cyber 
exercise took place in 2010. It was this effort that 
enabled the hosting of the Pan-European exercise 
on Critical Information Infrastructure Protection 
(CIIP). The exercise was organised by EU Member 
States with support from the European Network and 
Information Security Agency (ENISA) and the Joint 
Research Centre (JRC)7. 

In the second edition of Cyber Europe 2012, the 
Agency facilitated and set more ambitious objectives 
and it is anticipated that it will further develop trust 
and cooperation of key 
actors in Europe in the 
area of CIIP8. In 2011, 
ENISA was able to be 
a part of the first ever 
Cyber Atlantic exercise. 
This was held against 
the backdrop of the 
EU-US Lisbon summit 
in 20109. However, the 
third edition of Cyber 
Europe was held in 2014. 
Actively, ENISA planned 
and organised with the 
EU Member States and 
EFTA countries. For the 
first time, this exercise 
tested all three levels 
of incident response: 
technical, operational/tactical and strategic10.

However, the year 2015 witnessed various security 
crises – terrorism, cyber-enabled terrorism and 
conflict-driven migration. Technology, territory and 
terrorism have again taken the zenith of European 
Security discourse. Notwithstanding, the EU has to fine 
tune its approach to security needs. Notwithstanding, 
the EU has to fine tune its approach to security 
needs. While maintaining a balance act between 
Russia and US the EU should keep the interest aloft. 
To have a comprehensive capability, the EU should 
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frame both offensive capabilities for Russia and other  
non-state actors (like ISIS) and defensive 
capabilities to bargain with the US for data protection  
and privacy.    

THE WAY FORWARD 
The Report on Implementation of the European  
Security Strategy released by the European 
Commission on 11 December 2008 has stated that 
“modern economies are heavily reliant on [not only] 
critical infrastructure including transport, communication 
and power supplies, but also the internet”. The EU 
Strategy for a Secure Information Society, adopted 
in 2006, addresses internet-based crime. However, 

attacks against private or 
government IT systems 
in EU Member States 
have given this a new 
dimension, as a potential 
new economic, political 
and military weapon. 
More work is required 
in this area, to explore 
a comprehensive EU 
approach, raise awareness 
and enhance international 
co-operation”. This report 
was drafted after the 2007 
Estonian cyber attacks and 
it emphasises the concern 
about a secure cyber 
ecosystem. 

Terror Attacks on Charlie 
Hebdo on 7 January, Paris terrorist attacks on 13 
November and, on 6th October, the Court of Justice 
of the European Union sent shockwaves to ‘Safe 
Harbor’. These three incidences had created three 
different narratives over freedom of speech, cyber 
terrorism and data protection. However, these have 
huge implications for Cyber Europe 2016. It’s true 
that in all these ups and downs, technology had a 
dubious role. Will the EU be able to keep the Elephant  
out of the room? Is there a need for a new  
security apparatus?



Three major interventions can be predicted for 
the forthcoming Cyber Europe 2016. Firstly, ENISA’s 
power enhancement of the ENISA and cultivation 
of EU wide strategic concern will certainly help 
in escaping Brusselisation. Secondly, the Union 
should have the offensive capabilities to address 
any emanate threat from Russia and others, if any 
cyber conflicts take place, and respond to them. 
Thirdly, a holistic transatlantic cooperation and wrap  
up of data war between the EU and US: both cyber 
defensive and offensive capabilities are a need of the 
hour. The EU should not rely on NATO as a security 
provider in the cyber domain. There is a need for 
the EU to prove it has the capacity to cooperate  
with and protect both its civil and strategic 
infrastructure. ■
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ANTIVIRUS THREAT

INTRODUCTION
A anti attack can be related to the context of 

asymmetric conflict where the asymmetric actors have 
power(s) that differ significantly, divergent political and 
military objectives. With that in mind, they seek strategic 
advantage to counterbalance their own weaknesses, 
and compensate for the technological superiority of its 
opponent. The utilisation of a cyber weapon is one way 
to conduct a cyber attack. Anyone can learn about and 
create effective cyber weapons. For this, it is necessary 
a computer, Internet connection, the time and  
patience to learn about software, hardware, and 
network vulnerabilities. 

The unpredictability of cyber attacks often creates 
cascading effects that were outside the original 
intentions of the attacker, effecting results that were 
not in the initial planning.

In his article, Clay Wilson (Wilson 2015) mentions the 
recent studies regarding cyber attacks, which revealed 
common features that describe a cyber weapon:      

a. A malware attack campaign can combine multiple 
malicious programs for espionage, data theft or 
sabotage.

b. The stealth capability allows you to maintain the 
secrecy of the operation for a long period.

c. The attacker has detailed knowledge about the 
operation of the target system.

d. There is a special kind of computer code to bypass 
cybersecurity protection technologies.

Moreover, another striking and present  
characteristic of the cyber weapon is the possibility 
of the concepts reuse that are also part the cyber 
weapon. In the other words, a malware analysis 
can find a number of features that will be learned 
and will used in the counterattack. In contrast, a 
kinetic weapon will be certainly destroyed if a defect  
or fault occur during the launch. As well as, if 
a kinetic weapon is found in the battlefield a  
specialized military unit will destroy it.

APOC@LYPSE: THE END OF ANTIVIRUS. 
WHEN THE ANTIVIRUS IS THE THREAT
By Rodrigo Ruiz, researcher at CTI Renato Archer and 
Rogério Winter, Colonel at Brazilian Army

We present the proof of concept of a new cyber weapon that has the potential to paralyze an entire nation with irreversible 
damage, caused by nation state-sponsored attacks (Ministry of Justice of Georgia 2011) or terrorists. Apoc@lypse 
Technique removal of pages in the book ‘Apoc@lypse: The End of Antivirus’ (Ruiz, et al., 2015) clearly demonstrates the 
fragility of our defences. We were taught for more than 30 years  that in the digital age, we should trust our antivirus system 
and always keep it updated. You can control the antivirus market and turn it against your opponent, since to do so protects 
your family photos, even those that protect our trade, finance and military strategies. Undetectable, fast and devastating 
for the computer data hit.
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Wilson’s work (Wilson 2015) helps us to  
introduce the Apoc@lypse. The Apoc@lypse 
Technique was discovered in tests for verification 
of the effectiveness of antivirus1 and its resilience 
in case of attack. The DOD (US Department of 
Defense 2010) developed the following concept of  
Mission Assurance: 

“A process to protect or ensure the continued 
function and resilience of capabilities and assets 
– including personnel, equipment, facilities, 
networks, information and information systems, 
infrastructure, and supply chains – critical to the 
execution of DoD mission-essential functions in 
any operating environment or condition.”

The concept of Mission Assurance involves 
not only military structures, but also adjusts itself 
perfectly in Business, Government and, Research 
and Development (R&D). In this context, the 
use of the antivirus has been emphasised as an 
information security dogma. In addition, it has been 
repeated as a best practice in almost all information  
security policies.

CYBER ATTACKS AND KINECTIC ATTACKS 
With the evolution of computing systems, many 
critical infrastructures (Command & Control, Air Traffic 
Management, Power Plants, Weapon Systems, etc.) 
use advanced automation making modern society 
technologically dependent. This dependence makes 
the Cyberspace a new way to conduct wars as in 
ground, air or sea combat. 

A successful Israeli fighter aircraft attack to a 
suspicious nuclear plant in Eastern Syria sparked up 
the expert’s curiosity about the failure of the Syrian 
radar system (Adee 2008). Supposedly, the Russian-
built radar system was state-of-the-art to warn and it 
was not able to detect Israeli fighter aircraft invading 
the Syrian territory.

To protect cyberspace during a war, it is  
necessary to identify the main events in space and 
time, and to understand how Cyber Threats could 
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produce damage to critical infrastructure that are  
used for operations.

For now on, imagine a hypothetical situation where 
your enemy can be able to take control of the antiaircraft 
missiles system avoiding your reaction. Now, think 
about a protection system that instead of protecting 
your territory destructs itself. Interestingly, it is possible 
and actually occurs in nature. We will explain how this 
phenomenon can occur in protecting a system, more 
specifically with an antivirus system.

An antivirus system has an important role in cyber 
defence, but an unfortunate finding was obtained after 
an analysis of the attacks carried out in recent years. 
Invariably, antivirus detection of errors is present in 
almost everyone. We have believed that our antivirus 
systems are capable to identify and fight against the 
cyber threats. Indeed, the reality is quite different. For 
instance, as it is mentioned in (Ministry of Justice of 
Georgia, 2011), the attack strategy against Georgian 
Government was to use Unknown Malicious Program 
that none Antivirus Products could identify the threat, by 
the time of discovery. In this case, the failure of malware 
detection contributed in decisive way for the success of 
the cyber attack.

As mentioned earlier, there is a possibility of a 
protection system to fail and destroys itself. If we 
establish a metaphor with the human body this situation 
is called autoimmune disease. Autoimmune disease 
is a disease in which a person’s immune system 
wrongly attacks its own healthy tissues. In addition, 
immunological body systems attacks its own cells  
and tissues. 

In our research, we identified some similarities 
between the human body and the cyber body thus; 
we tried to simulate certain conditions. Consequently, 
we managed to establish the first autoimmune cyber 
disease and thus the antivirus system is able to attack 
the computer system, which it is defending. 

Apoc@lypse: The End of Antivirus (Ruiz, et 
al., 2015) clearly demonstrates the fragility of our 
defences. The Apocalypse Technique is a generic and 
extremely efficient way to bypass the protection of the 

1   In this paper, we will use antivirus and antimalware intercangably because antivirus is a well-known word.  



antivirus system. The technique explores undisclosed 
vulnerability of the system’s antivirus and allows infection 
in the furtive form a machine target and to destroy the 
operating system and stored data. We implemented the 
Apocalypse Technique in software and it can choose 
among several existent forms of infection. The signatures  
concept has been “copy and pasting” since 
the first antivirus, but it has an error inside the  
protection concept.

THE CYBER WEAPON
We present the proof of concept of a new cyber weapon 
with the potential to paralyze many information systems 
and different operational systems causing damage 
irreversible form. In this paper, we considered the 
following definition of the cyber weapon:
 “a computer code that is used, or designed to 

be used, with the aim of threatening or causing 
physical, functional, or mental harm to structures, 
systems, or living beings”. (Lasiello 2015).

The cyber weapon can be classified by type:  
physical and logical weapon. Physical weapons 
are malicious artifacts found in the hardware of a 
computer or other devices under the management of a 
computerized system. More recently, this type of cyber 
weapon has received greater attention because of the 
great difficulty of detection.
 “Cyberwarfare analysts argue that while most 

computer security efforts have until now been 
focused on software, tampering with hardware 
circuitry may ultimately be an equally dangerous 
threat”. (Markoff 2009).

On the other hand, the logical weapon is a cyber 
weapon crafted from a failure or an error in a software, 
which puts it in a vulnerable situation, allowing cyber 
exploitation. More accurately, the Apoc@lypse 
Technique exploits a vulnerability in the concept of 
misuse detection in the antivirus system. The misuse 
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detection is a fundamental concept of all antivirus 
systems, from the earliest to the current ones.

In an antivirus system, we have two different 
approaches: misuse detections and anomaly detection. 
Misuse detection is based on signatures or patterns 
of attacks to the computational system. Some actions 
directed at the objects of the system are considered as 
threatening, such as file deletion, hard disk formatting 
or attempts to modify privileged access files. Well-
defined and known actions to the weak points of a 
system form the signature of the attacks. The detection 
of attacks happens by observing such actions occurring 
with specific objects. Conversely, anomaly detection is 
based on the definition of the expected behaviour of a 
host computer or its network. Therefore, a profile of the 
normal behaviour is captured using statistical methods 
and association rules, for example; and the detection of 
attacks then takes place by spotting actions that were 
unexpected according to the profile.

The Apoc@lypse Technique is based on injection of 
any DNA fragment of virus (Figure 1) in benign files, 
without necessarily interfering with the functionality 
of these files. Depending on chosen virus DNA some 
antiviruses will be affected and others not because 
antivirus companies have different methods of handling 
viruses. However, a special DNA affects all. In fact, the 
technique is very simple to be implemented with the 
use of a string similar to the EICAR, the Anti-Malware  
Test file. 

In the first place, EICAR stands for European 
Institute for Computer Antivirus Research. They defined 
a test file, which it has been provided as the “EICAR  
Standard Anti-Virus Test File” (Figure 1). According  
to the EICAR, this string is safe to pass around because 
it is not a virus and does not include any fragments  
of viral code. 

For instance, imagine the calculator on your Windows 
operating system™ receiving pieces of virus within the 
same executable file. From this standpoint, we have a 
calculator marked for death.

Figure 1: The Anti-Malware Test file (source http://www.eicar.org/86-0-Intended-use.html).

http://www.eicar.org/86-0-Intended-use.html


This piece of virus that we introduced in the calculator 
is harmless and does not represent any risk to the 
system. We deployed the Apoc@lypse technique in 
150 different antivirus brands and after the process of 
injection, all products began to identify the executable 
file of the calculator a great and terrible threat. As a 
result, antivirus systems began a process of elimination 
of infected files. In this case, the enemy is not the DNA 
fragment of the malware, but the antivirus system that 
attacks all inject files. This concept now presented, is 
a trigger for the start of a large-scale phenomenon, 
which we call Cyber Autoimmune Disease. 

A very important aspect in this type of operation is 
a secrecy. In this case, camouflage techniques are 
more indicated to obtain total operation secrecy and 
facilitate access to the target. With the Apoc@lypse 
Technique, it is possible bypass with great success 
the antivirus protection and create a prototype of the 
Cyber Weapon. We use the concept of the transporter 
of malware DNA in the cloaked form.

This transporter, metaphorically, is called 
“bacterium”. Many bacteria live in the human body 
symbiotically and are recognised as beneficial to our 
body, such as the Lactobacilli. Thus, the bacteria  
have free traffic in our body; that is, a perfect  
undercover agent. Our prototype allows the 
programming of the bacteria to locate target files 
and inoculate the DNA of the malware beyond other 
tasks, such as data exfiltration, espionage, data theft,  
or sabotage.

The bacterium concept is taught in biology in  
primary education, but it is extremely effective when 
combined with a computer game, such as the old  
Tetris2. In Figure 2, we present the technical 
step-by-step of Apoc@lypse that is able to destroy the  
computer system.

FINANCIAL IMPACT ON THE CORPORATE WORLD
The assessment of the economic impact is an open 
question in cyberspace. Specialised reports of security 
companies point to an adverse scenario where certainty 
of the attack itself is accompanied by unpredictability of 
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the day and place of the cyber attack.
The reports carried out by the security companies 

often present economic impacts in the several 
economic sectors. However, the fact is that each new 
report of security invariably we can identify a binding 
with a marketing campaign to launch new products  
and services of that company. 

There are several discussions about how to assess 
the economic loss caused by a cyber attack. However, 
this assessment depends on two key factors: first, 
the companies need to know the size of the loss 

Figure 2:  Apoc@lypse Technique - cyber weapon step-by-step.

2   http://www.download3k.com/Install-Tetris.html

http://www.download3k.com/Install-Tetris.html


and secondly, they need to disclose that information.  
Therefore, the key problem with this finding is that the 
companies need to develop a situational awareness 
about what really was affected by the attack.

When we visualise cyberspace, four information 
assets are mandatory to consider in terms of mitigating 
risks and planning the defence: technology, people, 
processes and environment. In this way, we need to 
consider them when we estimate the economic impact 
before, during and after a cyber-attack. The ability to 
measure the damage caused by a cyber attack allows 
us to invest with great efficiency in cybersecurity. 

Prior to 2010, the largest information security concern 
was with the theft of banking information. However, in 
2010 a successful cyber attack established a change of 
thought in information security. We are referring to the 
Stuxnet. Stuxnet is a malware that was used for the first 
large-scale attack on SCADA systems, in Iran. A cyber 
event so sophisticated that it was able to break the 
pillars of cyber security: technology, people, processes 
and environment. With a very complex code, the 
Stuxnet, used 04 zero-days, and explored technological 
resources. This cyber attack resulted in the theory of a 
new weapon constructed by secret services to damage 
the Iranian nuclear program. We can imagine the 
economic impact in the Iran nuclear program.

The economic issue is important to society, not 
least because several wars were initiated by economic 
disagreements. It seems that everyone wants to have 
some value to use for many different purposes. The 
press show us amazing news, some vendors use 
Fear, Uncertainty, and Doubt, and to compare to other 
infections. The following lists the most emblematic 
attacks of the virus/malware that caused the greatest 
economic damage:
a. Chernobyl -CIH (1988) between $20 million and $ 

80 million; in addition, it destroyed data.
b. Melissa (1999) caused damage estimated at  

1 billion euros.
c. ILOVEYOU (2000) the estimate of the financial 

damage caused was between $10 billion and  
$15 billion.

d. Code Red (2001) estimates a million infected 
computers, and damages of $ 2.6 billion.
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e. SQL Slammer (2003) infected 75.000 computers in 
10 minutes and messed up the online traffic.

f. BLASTER (2003) the estimated damage was 
between $2 billion and $10 billion.

g. Sobig. F (2003) the estimated damage was 
between $ 5 to $ 10 billion, with more than a million 
infected PCs.

h. Bagle (2004) the estimated damage was at tens of 
millions of dollars.

i. Mydoom (2004) decreased by 10% global Internet 
performance and increased the loading time of 
50% sites.

j. Sasser (2004) Sasser caused tens of millions of 
dollars in damage.

k. Conficker (2009) The Cyber Secure Institute 
estimated the economic loss due to the Conficker 
worm could be as high as $9.1 billion. According 
to Conficker Working Group, this was 35 Million 
unique IP’s.

Malware detection systems are gradually becoming 
objects of criticism from security experts, in particular 
in terms of detection rate. The criticisms are directed 
to use the old technology-based signature approach to 
fighting recent threats. Currently, several specialized 
publications realizing efficiency tests on anti-malware 
systems. The results are very encouraging, but they 
do not match the reality of current threats. Maybe 
the blind spot in the process is the methodology 
employed, which does not allow a complete 
understanding of how the various anti-malwares are 
tested. In 2012, Brazilian scientists from the Center 
for Information Technology Renato Archer (Brazil) 
have applied the Brazil Method of Anti-malware  
Test (Filho, et al., 2014) for anti-malware systems 
sold on the Brazilian market. The result obtained 
was a detection rate different from those informed 
by magazines and specialised consultancies around  
the world. The tests were focused on the Brazilian 
internet domain and the average detection was  
only 50%. 

For nearly four decades, since the invention of the 
first antivirus, we thought that were safe; but in fact, 
in each new virus or malware we are surprised at the 



time to defend ourselves. Cybersecurity depends on 
reliable operation of an infrastructure, which by its 
nature is critical.

HOW SHOULD WE DEFEND OURSELVES? 
How does to defend yourself from an enemy that 
has this type of cyber weapon? An engineer from 
a big antivirus company, who declined to identify  
himself, wrote: 

“Inserting parts of viruses in benign files is 
quite ingenious and I recognise the failure of 
all AV engines… It’s a structural behaviour and 
probably impossible to ignore with the current
architecture.”

The rhetorical question to the problem: what is the 
solution? The answer is easier said than done. In 
cybersecurity, technology, environment, people, and 
process are inseparable. We believe that the time has 
come to have in hands a pen and a blank piece of 
paper, and rewrite every line of code again. In other 
words, structure the defence with a vision to fight 
against the recent threats. 

CONCLUSION
Archimedes3 used to say, in the Doric speech of 
Syracuse: “Give me a place to stand and with a lever 
I will move the whole world.” The current paradigm is 
a computer and an internet access point to change the 
history of the world. 

Security is a feeling of protection; necessary and 
indispensable to a society and each of its members, 
against threats of any kind. Defence is the capable 
action to sustain security feeling (Escola Superior de 
Guerra 2013). Many current systems are designed 
based on are past knowledge and concepts, but 
economic issues have not been updated. In 1987, 
Denning wrote:

 “… on existing systems with known flaws are 
not easily replaced by systems that are more 
secure-mainly because the systems have 
attractive features that are missing in the more-
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secure systems, or else they cannot be replaced 
for economic reasons (Denning 1987)”. 

The technologies that we trust to provide protection 
against cyber threats must be adapted to the context, 
in which they are used, as well as processes, people, 
environment of usage. In this context, the weapon 
that defends is the same that destroys the system. All 
information security standards insist that a best practice 
includes an installed and updated antivirus. The 
current time is the cybersecurity and the computation is 
ubiquitous in people’s lives. According to (Ford 2004):

“While the antivirus industry has been steadily 
improving over the years, some might be 
surprised to learn that the fundamental 
technology used for detecting and removing 
viruses has changed very little over time.”

It is amazing that after a decade of Ford’s statement, 
we can demonstrate that the technology has changed 
very little in combating existing cyber threats. The 
Apoc@lypse Technique is a proof of concept. Besides 
the discrete evolution, a serious flaw in the detection 
system allows it to be exploited as a cyber weapon.

We can demonstrate that is possible to take control 
of an anti-malware system and to command operating 
system destruction. The Apocalypse Technique proof 
of concept is more effective in Windows Operational 
System, but for the other operational systems 
(Linux, Android, UNIX e Mac) the effects can be  
less catastrophic.

The Apocalypse Technique explores undisclosed 
vulnerability in the anti-malware systems. Technical 
efficiency of Apocalypse was successfully tested in 
150 anti-malware system existing in the international 
market. The Apoc@lypse Technique is undetectable, 
fast and devastating for the computer data.

The big question is that all nations defend themselves 
with the same vulnerable systems. This vulnerability 
can be used to attack the enemy with a similar system 
that can protect it.

How does the antivirus industry see this situation?

3   http://www.math.nyu.edu/~crorres/Archimedes/Lever/LeverQuotes.html

http://www.math.nyu.edu/~crorres/Archimedes/Lever/LeverQuotes.html


a. Denial: It is extremely difficult for the industry to 
admit the problem publicly.

b. Affliction: The antivirus companies do not know 
how to solve the problem.

c. Laziness and Money: For security software, the 
complete solution of cyber problems represents 
the need to find another product to sell.

What will you do? ■
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ENCRYPTION SYSTEMS

INTRODUCTION
We introduce this paper with a citation from the 

Holy Bible, Luke 8:17 [1] “For there is nothing hidden 
that will not be disclosed, and nothing concealed that 
will not be known or brought out into the open”. The 
scientific findings reported in this article do not focus on  
religious subjects, but a proper truth to the current 
environment of information security.

In this article, we find security flaws in renowned 
encryption systems in the international market – 
Bitlocker (Microsoft) and Bit Defender Total Encryption 
2015 (Bitdefender). We were able to prove that 
outdated concepts are still being used to protect the 
information of people, companies and governments. 

Cryptography is not the only means of providing 
information security, but rather one set of techniques.”[2]

The cryptographic algorithms are developed over a 
mathematical foundation that proves the correctness 

of such algorithms based on how much computational 
power would be needed in order to break them. In other 
words, the attack on effective cryptographic algorithms 
requires a large time consumption of computers,  rather 
than trivial techniques, to be effective.

 All things considered, an attack on such system is 
virtually impossible or uneconomical.

However, cryptographic algorithms are implemented 
in software products designed to facilitate the use 
of single users or corporations. Unquestionably, 
therefore, the problem is not in the algorithm but in how 
it is used in the software. Using outdated libraries and 
software implementation errors ends up weakening the 
protection of the information. Let us remember that a 
chain is only as strong as its weakest link.

The 2011 CWE/SANS Top 25 Most Dangerous 
Software Errors is a list of the most widespread and 
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critical errors that can lead to serious vulnerabilities 
in software [3]. They are dangerous because they will 
frequently allow attackers to completely take over 
the software, steal data, or prevent the software from 
working at all. We can classify errors in this way: 
Insecure Interaction between Components, Risky 
Resource Management and Porous Defences. In this 
paper, we focus on two errors: Incorrect Authorisation 
and Authorisation Bypass Through User-Controlled 
Key - CWE 639 [4].

In this context, we will discuss the security 
process, because it goes beyond the specific use 
of the encryption algorithm. Security is wide and 
should be considered in a systemic view, with all the  
details involved.

This work is built over the hypothetical answer to the 
following question: Is the Hard Disk Encryption software 
effective under the proposed test circumstances?

FINANCIAL IMPACT ON THE CORPORATE AND 
MILITARY WORLD
Nowadays, the choice of professionals who provide 
technical support to a large portion of politicians, 
businesspersons and in the military area is one of the 
great challenges in information security management.

Therefore, the best-qualified person is rarely the 
leading technical support. Instead, IT crew is frequently 
selected by the criterion of confidence. Such behaviour 
has the potential to create security holes that can be 
exploited by criminals and competitors. Nevertheless, 
technical disability and unethical behaviour are also 
causes of data security breaches.

The risk of infiltration by criminal elements in 
business and in their own governments makes the 
population vulnerable to manipulation and loss of 
confidential data.

Both businesses and governments are subject 
to such infiltration. Criminal organisations are 
allocating their representatives in strategic positions 
for the purpose of illicitly obtaining precious inside 
information. Criminals go so far as to sponsor people 
in their studies to fulfil this goal [5] [6].

A Brazilian oil company reported that the theft of 
equipment containing sensitive information about the 
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discovery of new oil wells affected the value of its 
shares negotiated on the stock market [7]. 

A survey by the Ponemon Institute presents 
interesting and alarming data on the damage caused 
to businesses, where the theft of a laptop can cost up 
to $115,000 in strategic information loss. The same 
survey shows that the encryption significantly reduces 
the cost of the theft while the theft of a machine with 
unencrypted HD costs U.S. $56,165; one that is 
encrypted presents the loss of U.S. $37,443[8].

A report in ComputerWorld magazine’s website 
has attracted attention by bringing up actual cases 
of IT professionals very well placed in large and 
reputable companies, using their positions of trust to 
commit crimes. This report also presents research, 
which suggests that one in three IT professionals spy 
systems of the company and his colleagues accesses 
data such as contracts, wages, emails, and other 
strategic information[9].

The various stories about theft and loss of computers 
outline a target profile attack where the victim (person 
or business) are part of campaigns obtaining vital 
information to feed some business strategy.

Several Hard Disk Encryption solutions can reduce 
the impact of the executive computer theft. When a 
company security policy considers the adoption of 
Hard Disk Encryption, they implicitly place trust in the 
reputation of the supplier of the safety solution and the 
robustness of the encryption solution adopted.

CONTEXT
Cryptanalysis is the study of the procedures 
necessary to attempt to compromise the cryptographic 
techniques, and, more generally, the security services 
of information[10]. Thus, cryptanalysis is the art of 
trying to figure out the ciphertext and/or the logic 
used in their encryption. Encryption solutions use 
very complex algorithms, such as: AES, Serpent and 
Twofish, etc.

However, the cryptanalysis process is based on 
the search of patterns in the encrypted data. Indeed, 
when a computer is analysed by forensic perspective, 
the data recorded on hard disk are used to assemble 
the image files. 



This work proves that in some circumstances, 
with simple information and little time available, it is 
possible to extract the clear text from the encrypted 
content. This is because during the implementation 
of the security solution, some errors give hints of 
methods, keys and ciphers used to encrypt messages. 

RELATED WORK
On the discussion of Block Ciphers,[11] classifies the 
possible attacks attempts based on the data that an 
attacker can procure:

Ciphertext-only attack, where an attacker has 
access only to ciphered information. He knows of 
plaintext attack, where an attacker has access to 
plaintext messages and its ciphered counterparts. 
Chosen plaintext attack is where the attacker chooses 
a specific set of plaintext messages and is able to 
acquire its ciphered counterparts. Adaptively chosen 
plaintext attack is where an attacker chooses the 
plaintext messages based on the cipher result of 
the previously chosen plaintext message. Chosen 
ciphertext attacks are where an attacker chooses 
different ciphered messages and is able to acquire 
its deciphered counterparts. Furthermore,[12] divides 
possible attacks into two categories: First, practical 
attacks, that focus on implementation and usage 
issues; second, theoretical attacks, that focus on the 
mathematical aspects of the chosen cipher algorithms. 
However, this attack has a practical character. 
Proposing a methodology to evaluate a given system 
security,[12] presents the attack tree, a structure that 
describes a system security using different attack 
possibilities as parameters. It also gives an example 
attack tree on the PGP email security software. As the 
author indicates, the previous tree attack can easily be 
extended to include more attack formats. 

Although the tree is based on PGP, it could easily 
fit another software. Besides that, in the previous 
example, one possible inclusion under item 1 of the tree 
could be item 1.3 – “Exploit software implementation 
weakness”. This kind of attack would, through the 
active exploitation of software design issues or 
vulnerabilities, lead to full message decryption.  
Under[11] and[12] classification system, proposed 
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attack 1.3 would be a ciphertext-only and practical 
instead of theoretical. This paper methodology is 
based on this attack type.

ABOUT ENCRYPTION SOFTWARE
The OPSWAT[13] report, in September 2011, about 
Hard Disk Encryption Market Share, indicates that the 
market was divided among Microsoft (92.94%) and 
other manufacturers (7.6%) (Figure 1). In addition to 
the market division, there are other manufacturers 
involved, as shown in Figure 2. In this article, we will 
focus on Microsoft and BitDefender due to the software 
user’s preferences, among those, which are available 
on the market (Table 1).

  
  
  
  
  

Table 1: Tested software.

Software Developer

BitLocker Microsoft

Bit Defender Total 
Encryption 2015 Bitdefender

Figure 1: Disk Encryption Market Share Worldwide. 
Source: OPSWAT Report.



Bitlocker
According to the Microsoft website, Bitlocker was 
enhanced for Windows 7 and is available in the 
Ultimate and Enterprise editions. BitLocker protects 
documents and passwords by encrypting the 
entire Windows drive on where your data is. When 
BitLocker is enabled and any file saved on drive is  
encrypted automatically. 

BitLocker To Go is a new feature in Windows 7, which 
allows blocking of portable storage devices easily left 
in the wrong places, such as USB flash drives and 
external hard drives.
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Bit Defender Total Encryption 2015
Bitdefender antivirus software is a suite developed 
by Romania-based software company Softwin. 
Bitdefender has a software component for encryption 
of files and folders called BitDefender Total  
Encryption 2015. The file encryption function is 
responsible, according to the manufacturer, to create 
a secure and encrypted environment.

The system provides the user with an encrypted 
virtual drive, which is the logical representation of a file 
extension BVD (BitDefender Virtual Drive) as shown  
in Figure 3.

The basic structure of a BVD file consists of two 
segments, namely: data and footer. The data segment 
stores the encrypted user data while the footer holds 
records needed to validate the file and protection  
of SALT.

METHODOLOGY R2K AND MATERIALS FOR  
THE TEST
According to Galliano[14], method is the “set of steps, 
neatly arranged, to be overcome in the search 
for truth, in the study of a science or to achieve a  
particular purpose”.

Software testing is the process of verifying that 
the product complies with certain specifications and 
that it works properly for the function it was designed 
to fulfil. Denning[15] observes that the major part of 
existing systems have vulnerabilities which make 

Figure 2: Hard Disk Encryption Market share.  
Source: OPSWAT Report. Figure 3: Bit Defender Total Encryption.  

Source: Bit Defender Software.



them susceptible to attacks, invasions and other  
kinds of abuse; moreover, the maintenance to avoid 
all such deficiencies is not viable technically nor 
economically.

The goal of software testing is to show the presence 
of defects if they exist[16]. Likewise, the goal of R2K 
test method is to identify possible weaknesses 
in the cryptographic systems that undermine the  
availability, integrity, confidentiality and authenticity of 
the information.

The method used in the tests can be applied 
generally and consists of four stages presented in 
Figure 4: research, test, test result and dissemination.

Research – we study documentation to analyse the 
operation of software and usage guidance, promises of 
its manufacturers and finally the security solution files. 
Although they have the same goal, each software uses 
technology and distinct methods.

Software implementations can expose encryption 
break possibilities for various reasons, such as errors 
in development, failure in mathematical interpretation 
of the algorithms, disability in file structures, headers, 
backups, compromised passwords and mistakes over 
the management guidelines.

Test – for the tests performed, we used the following 
tools and software. A notebook equipped with Intel© 
Pentium© Dual Core with 3.0 GB of memory. 
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When testing a security feature, it is necessary to 
define the functional requirements of the same, and the 
profile of the attacker that will try to disable or override 
this feature.

In this article, we start from the methodological 
framework presented by[17] for the construction of the 
following methodological model. 

The profile of the attacker assumes that it has access 
to the user’s BitLocker and BitDefender container at 
two different times. When it was first created and after 
the user stored valuable information on it and changed 
its password.

The hypothesis to be tested emerged from the 
analysis of the hex code of a file created by BitLocker 
and BitDefender the comparison of the hex code of 
the same file after executing the procedure to change 
the user’s password to access the container. The 
software tools used to study the software behaviour  
BitLocker and BitDefender are available as low-cost or 
free software.

BitLocker Test
We created four virtual drives and sent them to 
BitLocker users, along with the original password.  
We asked volunteers to add personal information, 
change the password and then send us back the 
virtual drive.

In the tests performed, we found that no matter how 
many times the user modified the container password 
protected by BitLocker, the recovery key was always 
the same as presented in Figure 5. With the recovery 
key, it was possible to open all virtual drives and 
access all the information added by the users.

With the use of a recovery key, which is a second 
password available to open the encrypted data, the 
manufacturer reduces the security of their system, 
increasing the attack surface and the chances of 
a possible opponent achieving success during an 
attack. Unquestionably, on a recovery key composed 
by 48-digit (0-9), the combinatorial possibilities of 
give a large space of distinct valid recovery keys, 
but it is clearly much lower than the one given by the 
password, which can be built with 100 characters 
including all characters of the ASCII table.

Figure 4:  Methodology R2K.



BitDefender Test
We have created a BVD file named Bit01.bvd with 
password 123456789. Then a copy of the file was 
performed (Figure 6), named Bit02.bvd. The file had 
its password changed to 987654321. We enabled the 
virtual drive and added text file with sensitive information 
in Bit02.bvd. After those initial procedures, in theory, we 
have two files with different passwords and content. 

We then applied the following technique in Bit02.
bvd file. We merged the known password Bit01.bvd 
with data session Bit02.bvd file resulting in a third  
Bit01_Frankestein.bvd file. In Figure 8 we can see 
the stretch of 2 BVD files passwords where one was 
mixed with each other to create a third file containing a 
password known Bit01.bvd (123456789) and encrypted 
data from Bit02.bvd. As a result, it was possible to 
open the contents of Bit02.bvd with password stored in 
Bit01.bvd (Figure 8). 

With this simple technical procedure, the owner of 
any later release of Bit02.bvd file and the password 
used in the creation of Bit01.bvd will have access to 
the encrypted file content. The vulnerability found is 
similar to that reported in the article “Security Issue on 
Cloned TrueCrypt Containers and Backup Headers”[21]. 
Although the article emphasized the TrueCrypt 
problem, we explored the vulnerability of Bitdefender 
the same way.

RESULTS AND DISCUSSION
In the present study, it was possible to identify the 
weakness of software Hard Disk Encryption BitLocker 
and BitDefender. The software has been selected 
among those present in the market and preferred by 
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Figure 5: Bitlocker key recovery.

Figure 6: Backup file Bit01.bvd

Figure 7: Password in file BVD.

Figure 8: Opened files.



users who are more concerned with security. After the 
tests performed with the software tools we can return to 
our premise at the beginning of the paper: Is the Hard 
Disk Encryption software effective under the proposed 
test circumstances? The answer is NO.

Businesspersons often move around the offices, 
cities and even countries. It is a well-known fact that 
airports, railway stations and subway stations are 
places where bags containing notebooks, smartphones 
and other electronic devices are often lost or stolen. 
The loss or theft both intentional and accidental create 
opportunities for sensitive data of one company to be 
disclosed. With proper techniques, as reported in this 
paper, the disclosure of information is almost inevitable. 

Many companies concerned with data security 
adopt cryptographic solutions, such as BitLocker 
and BitDefender. Indeed, the adoption of security 
solutions is deeply influenced by a good marketing 
campaign and the suitability that the developer has in 
the market. Obscurity in the implementation of security 
software just weakens the entire information security 
management. Another aspect to be considered is file 
sharing on projects that can neglect safety principles of 
information in the companies.

In the information security world there are “Ten 
Immutable Laws of Security”[18], which are an 
interesting reference for the discussion, because they 
can be used in the composition of a security policy to 
mitigate risks in the information tract: 

“Law #1: If a bad guy can persuade you to run his 
program on your computer, it’s not solely your 
computer anymore;

Law #2: If a bad guy can alter the operating system 
on your computer, it’s not your computer anymore;

Law #3: If a bad guy has unrestricted physical access 
to your computer, it’s not your computer anymore;

Law #4: If you allow a bad guy to run active content in 
your website, it’s not your website anymore;

Law #5: Weak passwords trump strong security;
Law #6: A computer is only as secure as the 

administrator is trustworthy;
Law #7: Encrypted data is only as secure as its 

decryption key;
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Law #8: An out-of-date antimalware scanner is only 
marginally better than no scanner at all;

Law #9: Absolute anonymity is not practically 
achievable, online or offline.

Law #10: Technology is not a panacea.” [17]

In our study, a dangerous paradox emerges between 
what is promised by the companies and the failure 
found in BitLocker (Microsoft) and Defender Total 
Encryption 2015 (BitDefender). Marketing campaigns 
to both softwares gives an image of total security, but 
the reality is somewhat different. 

When dealing with information security, two 
concepts are evident: security and usability. Quantities 
are inversely proportional; the higher the security 
requirement, the lower the ease of use. According to 
the CWE/SANS Top 25 Most Dangerous Programming 
Errors[3], in particular Missing Encryption of Sensitive 
Data, we identify an attacker to seek unorthodox 
ways to achieve success in their purposes. Often, the 
systems are equipped with usability requirements to 
earn the preference of users, but the impact of these 
requirements is not adequately addressed from the 
perspective of security.

In BitLocker’s case, one problem arises from the 
weakening of the security system with a weaker 
recovery password that is always the same regardless 
of the change of the container’s password. This is 
paradoxical to Law #7, because a weakened password 
gives a higher probability of success to an attacker. 
Moreover, we can observe another time when the 
Law #5 was broken, because developers intentionally 
create a much weaker recovery key. As we mentioned 
earlier, a chain is only as strong as its weakest link. 
The same situation occurred on Security weaknesses 
LM hash[19], when the weakening password enabled 
attacks with great effectiveness With a fragile 
protection, an attack using specific techniques to the 
container becomes a more viable step. A report from 
BusinessWeek in January 2011 depicts among other 
information that about 30% of help desk calls refer to 
resetting passwords[20].

The situation of Bit Defender Total Encryption 2015 
is a different. The use of misconceptions affects the 
security of the customer’s information. We merged 



two encrypted containers and were able to open 
the resulting container with the password used in its 
creation. This is possible because when we create a 
container, the original password acts as a master key 
for all other versions of containers regardless of the 
password change. In addition, the software allows 
merging of different parts without checking the integrity 
of the container. The vulnerability is transmitted to all 
containers weakening the system and compromising 
the cyber security and the privacy of information.

CONCLUSION
We present facts in this article that clearly show the 
encryption software is deployed insecurely. There 
are important differences between the information 
presented during the process of sale and security 
of product in relation to what the user will actually 
receive. Independently, free software or paid software 
all presented similar problems. The management 
of identities and passwords is not secure. Microsoft 
created its “Ten Immutable Laws of Security” in 
order to make users aware of the need to take care 
of information security. Nevertheless, are they being 
applied to their security software?

As mentioned early, in “Security Issue on Cloned 
TrueCrypt Containers and Backup Headers”[21] 

researchers have presented a different and little 
explored approach to access information inside 
containers encrypted through the usage of Truecrypt 
software.

Strangely, the TrueCrypt developers abandoned the 
project and among many other existing products, they 
advised its members to use BitLocker. However, we 
emphasize two interesting issues. The first, the legacy 
of truecrypt continues influencing directly others 
software project, as Bitdefender. Bitdefender allow 
the manipulation of headers to perform the password 
bypass as shown in this research. Secondly, the 
advice to use Bitlocker there is also no guarantee that 
all information will be security. Because, there is an 
immutable master key (recovery key) over the life of 
each Bitlocker partition.

The information security vision must be systemic, 
because cybercrimes try to take advantage of 
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operating system and protection systems failures. 
Security flaws can cause distrust and financial losses 
for both users as well as companies. Clearly, we can 
see that an old flaw is still present. In a world where 
a great competitive disadvantage can bring a harmful 
result for a company and depending on the degree of 
exposure can lead to business bankruptcy. Nowadays, 
the protection of information is vital for a companies, 
government, armed forces and people. Any failure 
of products must be properly addressed, regardless 
of implementation, deployment and management of 
security components. ■
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SOFTWARE

A National Software Strategy to Ensure U.S. 
Security and Competitiveness - issued by the 

Center for National Software Studies in May 2005 - 
observed that software is the critical infrastructure 
within the critical infrastructure, the theme of the 
Second National Software Summit (NSS2, 2005). The 
2015 Software Vision was then stated as: “Achieving 
the ability to routinely develop trustworthy software 
products and systems, while ensuring the continued 
competitiveness of the U.S. Software industry,” The 
question today is: Where do we stand with respect to 
the National Software Strategy and its programs? The 
answer is that the situation is dire.

OUTCOMES
The situation is dire in terms of National Software 
Strategy (NSS2, 2005) outcomes. Industry and 
government continue to increase dependence on 
software produced by an immature profession that has 
stumbled in delivering trustworthy software components, 
systems, and systems of systems to the nation’s critical 
infrastructure and defense industrial base. This results 
in cybersecurity weaknesses and vulnerabilities that 
are exploited at will by persistent adversaries whose 
capabilities and motivation can only be surmised by 
assessing their consequences. A cybersecurity shortfall 
threatens competitiveness by easy and continuing loss 

SOFTWARE 2015: SITUATION DIRE
By Don O’Neill

The increasing dependence of industry and government on an immature software profession whose promise exceeds its 
delivery has become a source of risk that teeters at the tipping point. The convergence of software, national security and  
global competitiveness interactions and their fragile dependencies could unleash a destructive synergy of propagating and 
cascading effects. All this is happening while both industry and government continue as free-rider software users who lack 
both the ability and will to act.
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of intellectual capital to nation-states that drive on an 
information highway without rules or consequences.

Essential cybersecurity foundations are lacking, 
and so cybersecurity practice is ad hoc, not well 
understood, and is ineffective. Premature cybersecurity 
training and certification programs do not yield the 
capability to secure large-scale soft-ware-intensive 
systems, research programs are misdirected, Science, 
Technology, Engineering and Mathematics (STEM) 
initiatives promise what they cannot deliver, and 
executives and senior managers are disconnected 
from the realities they face. The increasing dependence 
on software to boost productivity and achieve 
competitiveness is not being met with in-creasing 
domestic workforce capability and capacity. Instead, 
enterprises in search of value continue to choose 
offshore out-sourcing for skills and cheap labor despite 
vigorous political attempts to stigmatize this practice.

Citizen concerns about privacy, civil liberties and 
liability are obstacles to effective information sharing, 
and thereby erect barriers to achieving cybersecurity. 
While government dangles tax incentives, investment 
credits and insurance as incentives to purchase the full-
throated cooperation of industry in information sharing, 
industry awaits a government offer of indemnification to 
unlock the stalemate and lubricate the risk calculations 
of critical infrastructure industry executives.

The nation’s austerity and affordability challenges 
tied our hands just when the starter’s gun signaled the 
beginning of the 21st century. On top of all this, the will 
to act is lacking due to a national leadership crisis.
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COMPETITIVENESS
The most basic attribute of competitiveness is the 
sustain-ability of workers’ wages. The Council on 
Competitiveness further states that competitiveness is 
the ability of U.S. products and services to meet the test 
of international markets while sustaining or boosting the 
wages of the workers who produce them.

Stages of competitiveness are organized around the 
activities associated with supplier control, customer 
control, competitor control, and event threat control. See 
Figure 1. Supplier control is achieved by establishing 
an attractive workplace culture, achieving maturity in 
process and skills, deepening industry relationships, 
and retaining personnel. The art of customer control 
is achieved by deepening customer relationships, 
balancing business factors, and achieving total customer 
satisfaction. Competition is controlled by deepening 
community relationships, fielding superior products, 
and setting the direction for the niche. Event threats and 
change are controlled by guarding against government 
intrusion, applying strategic software management, 
performing due diligence and understanding reality.

Numerous issues threaten competitiveness. The 
increasing dependence on software to achieve 
competitiveness is not being met with increasing 
domestic workforce capability and capacity. Enterprises 
in search of value continue to choose offshore 
outsourcing for skills and cheap labor. Cybersecurity 
shortfall threatens continued loss of intellectual capital. 
Tax policy, misguided regulations and antitrust litigation 
offer impediments and uncertainty. The austerity and 

Figure 1. Competitiveness.



affordability challenge ties our hands from the start. The 
Department of Defense (DoD), the defense industrial 
base, and the nation’s critical infrastructure all face 
challenges in supply-chain risk trust, competitiveness 
and austerity. Beginning with acquisition, where supply 
chain foundations are laid, software and supply-chain 
risk management (SSCRM) assurance extends into 
operations and sustainment.

SECURITY
The most essential attributes of security are 
trustworthiness, protection and resilience. See  
Figure 2. Security is defined as being protected against 
danger or loss. Software assurance is the level of 
confidence that software is free from vulnerabilities. It 
involves trustworthiness and no exploitable vulnerability, 
justifiable confidence in predictable execution, 
and conformance through planned and systematic 
multidisciplinary activities.

Simply put, the goal of cybersecurity is to assure 
the trustworthiness, security and resiliency of software 
components, systems and systems of systems of all 
kinds, including those used in national defense and the 
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nation’s critical infrastructure. Resilience is the ability to 
anticipate, avoid, withstand, mitigate and recover from 
the effects of adversity, whether natural or man made, 
under all circumstances of use.

Many issues surround security. Cybersecurity 
foundations are lacking. Cybersecurity practice is ad 
hoc and not well understood. Ineffective cybersecurity 
training and certification programs do not provide 
an ability to secure large-scale software-intensive 
systems. Research programs often are misdirected 
and promise what they cannot deliver. As mentioned 
above, STEM initiatives cannot deliver the needed 
results and executives and senior managers are 
disconnected from the realities they face. Privacy, 
civil liberties, and concerns about information sharing 
liability increase resistance and barriers to achieving 
cybersecurity.

SOFTWARE
The most valued attribute of software is trustworthiness, 
and this is achieved through good software engineering 
and the willingness to manage technical debt. See 
Figure 3. A trustworthy software system is engineered 

Figure 2. Security.

Figure 3. Software.



to rigorously demonstrate completeness, correctness, 
style, rules of construction, and multiple views in 
order to be trustworthy, secure and resilient. The 
body of knowledge for good software engineering 
spans iterative development, systematic design and 
programming, rigorous software inspections and 
software process maturity.

The issues surrounding trustworthiness are 
deeply rooted. An immature software profession 
continues to stumble in delivering trustworthy  
software components, systems, and systems of 
systems. Delivered software continues to contain 
weaknesses and vulnerabilities that can be  
exploited. There is growing software dependence 
in the nation’s critical infrastructure and defense 
industrial base, both of which depend on assuring 
trustworthiness. Next-generation strategies and  
tactics do not build on earlier work, lessons learned 
and past achievements. Academia is not connected to 
the needs of entry-level practitioners. The profession 
of software engineering continues to be stigmatized. 
Corporations seek to commoditize software 
engineering and programming by outsourcing  
them. Not yet managed, technical debt is growing 
nonlinearly.
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NATIONAL SOFTWARE STRATEGY PROGRAMS
The state of the National Software Strategy Programs 
is shown in Table 1 with respect to software, security 
and competitiveness. These programs focus on 
improving software trustworthiness, educating and 
fielding the software workforce, re-energizing software 
research and development (R&), and encouraging 
innovation within the U.S. software industry.

In assessing the current state of progress in the 
National Software Strategy Programs, the following 
observations are offered. Lack of improvement in 
software trustworthiness may restrain security but not 
competitiveness, due to a shortfall in trustworthiness 
practice and a shortfall in cybersecurity foundations 
and practice. Limited improvement in educating 
and fielding the domestic software workforce may 
restrain security as STEM promise exceeds delivery, 
but not competitiveness, as this weakness may 
serve to stimulate offshore outsourcing. Limited 
software research and development may restrain 
security with corporate decreases in R&D spending, 
DoD withdrawal of support for Carnegie Mellon 
University’s Capability Maturity Model Integration 
(CMMI), and the threat of sequestration looming over 
the defense industrial base; but competitiveness 

will not be restrained. Moderate 
improvement in encouraging 
innovation within the U.S. software 
industry may serve to boost 
competitiveness with “innovation 
in the small” in evidence, while 
impacting security because 
mobile and Bring Your Own Device 
(BYOD) offer new challenges 
to cybersecurity. In summary, 
software practice continues on the  
one hand to be a challenge 
revealing itself most evidently 
as an enabler to the nation’s 
cybersecurity threat; on the other 
hand, software houses much 
of the innovation that underlies 
U.S. global competitiveness.  
See Figure 4. Figure 4. National Software Strategy Program Assessment.



NEXT-GENERATION SOFTWARE ENGINEERING
In accordance with current austerity, the immediate 
goal of practical next-generation software engineering 
is to drive systems and software engineering to do 
more with less ... fast. 

Four practical objectives are identified to advance 
this goal using smart, trusted technologies:
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• Drive user domain awareness.
• Simplify and produce systems and software using 

a shortened development life cycle. 
• Compose and field trustworthy applications and 

systems from parts.
• Compose and operate resilient systems of systems 

from systems.

National Software 
Strategy Programs Software Security Competitiveness

Improving software 
trustworthiness

• Software trustworthiness 
foundations known 

• Shortfall in software 
trustworthiness practice 

• Increasing acceptance 
of technical debt 

• Cybersecurity 
foundations not 
fully known 

• Shortfall in cybersecurity 
practice 

• Strong focus on software 
security assurance 
through Department 
of Homeland Security/
DoD Software 
Assurance Forums 
and Working Groups

• Shortfall in software 
trustworthiness 
and cybersecurity 
practice threaten U.S. 
competitiveness 

• Strong market in 
cybersecurity as 
organizations seek 
to find perimeter 
defense and secure 
in-depth protection

Educating and fielding 
the software workforce

• Science, Technology, 
Engineering and 
Mathematics 
(STEM) promise 
exceeds delivery 

• Domestic software 
workforce shortfall 
serves to stimulate 
offshore outsourcing

• STEM promise 
exceeds delivery 

• Shortfall in cybersecurity 
workforce

• STEM promise 
exceeds delivery 

• U.S. competitiveness 
dependent on offshore 
outsourcing

Re-energizing 
software research and 
development (R&D) 

• Corporate decrease in 
software R&D spending 

• DoD withdrawal of 
support for Capability 
Maturity Model 
Integration (CMMI) 

• Sequestration impact 
looms over defense 
industrial base

• Continued focus on 
Critical Infrastructure 
Protection (CIP) 

• Inadequate focus on 
Critical Infrastructure 
Resilience (CIR) 

• Defense industrial 
base resistance to 
fixed price contracting

Encouraging 
innovation within the 
U.S. software industry

• “Innovation in the 
small” in evidence 

• Team innovation 
management needs 
improvement 

• Defense industrial base 
focus on CIP not CIR 

• Mobile and Bring Your 
Own Device (BYOD) 
offer new challenges 
to cybersecurity

• Strong commercial 
industry product 
focus on innovation 

• Defense industrial 
base examples – i.e., 
Lockheed Martin 
Corporation’s Innovate 
for the Future Initiative 



CONCLUSION
Recognize that competitiveness is like floodwater 
finding or creating its own path. Competitiveness 
impacts both software and security as it favors 
offshore outsourcing and further impacts security 
as innovation drives toward mobile and BYOD. 
Recognize also that software and security are 
connected at the hip through the elusive attribute of 
trustworthiness and together impact competitiveness 
in a not-so-virtuous cycle of interactions. See Figure 
5.The software situation is dire because we are 
short on competitiveness, innovation and STEM 
resources; we are long on offshore outsourcing  
and technical debt; we are short on trustworthiness 
and cybersecurity; we are uncommitted to  
fixed price contracting; and we underutilize 
next generation software engineering and 
undervalue the CMMI. The journey no longer has a  
destination. Fueled by austerity and neglect, 
trustworthiness, workforce and R&D are in a 
heightened technical debt. Driven by genuine market 
forces, innovation and competitiveness are finding 
their own paths. If the software industry is to be 
consequential going forward, it can’t just settle for 
governance and compliance. Instead it needs to be 
smart and trusted, and it needs to break things ... 
starting with old habits. ■
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