CONTENTS

IFC CYBER SECURITY FOR CRITICAL INFRASTRUCTURE EXCHANGE 2016
5 CRANFIELD UNIVERSITY - MSc IN CYBER-SECURE MANUFACTURING
5 ISDEF 2017 - THE 8th INTERNATIONAL DEFENSE & HLS EXPO
7 ECCWS - 15th EUROPEAN CONFERENCE ON CYBER WARFARE AND
SECURITY
8 CYBER INTELLIGENCE EUROPE 2016
9 SECURITY, SOVEREIGNTY AND THE INTERNET:
WHAT TO DO AS THE INTERNET WEAKENS STATES EVERYWHERE
By lan Fletcher, partner of cyber and physical security consultancy InPhySec,
former Director of the GCSB
14  FUTURE OF CYBER CONFERENCE 2016
15  NATO’s POLICY ON CYBER DEFENCE - TODAY AND TOMORROW
By Dr. Jamie Shea, Deputy Assistant Secretary General,
Emerging Security Challenges, NATO
21 DEVELOPMENT OF CYBER THREATS AGAINST
FINANCIAL INSTITUTIONS
By Troels Oerting, Group Chief Information Security Officer and
Elena Kvochko, Head of Global Information Security Strategy and Implementation,
Barclays
27  CYBER THREATS TO NUCLEAR POWER PLANTS
IN THE SECOND NUCLEAR AGE
By Jack Caravelli, visiting professor at the UK Defence Academy,
previously member of senior staff at the National Security Council (NSC), White House
33 11th ANNUAL HOMELAND SECURITY WEEK 2016
34  THE INSIDER SECURITY THREAT

HOW SHAREPOINT AND OFFICE 365 MEASURE UP
By Peter Bradley, CEO of Torsion Information Security

4  CYBER SECURITY REVIEW, Summer 2016



CONTENTS

40

41

47

51

52

57

61

67

7

75

IT-SA BRASIL 2016 - THE IT SECURITY CONFERENCE
AND CORPORATE NETWORKING EVENT

CYBER SECURITY: THE NEW BUSINESS PRIORITY FACING EXECUTIVES
By Dr Arthur M. Langer, Columbia University

INTERNATIONAL COLLABORATION

JAPAN AND ISRAEL’s CYBER COOPERATION FOR THE 2020 OLYMPIC GAMES
By Ori Bar-Chaim, Director General at Regional Branch of Custodio Pte. Ltd

- a subsidiary of Israel Aerospace Industries (IAl) and

Camila Edry, Department Manager of Cyber Centers at Cyber Directorate - Elta, IAl

MILIPOL QATAR 2016

SMART CITIES: THE IMPLICATIONS FOR THE PRIVATE SECTOR
By Nicolas Reys, Consultant, Control Risks Cyber Security Services

ASSURING THE SUPPLY CHAIN - HOW TEAM DEFENCE WORKED
TOGETHER TO ADDRESS CHALLENGES
By Daniel Selman, Cyber Industry Deputy Head, MOD UK

THE CZECH REPUBLIC’s NATIONAL CYBER SECURITY
EDUCATION CONCEPTS

By Katerina Habova, Cyber Security Education specialist

at the National Security Authority/ National Cyber Security Centre

CRASH COURSE FOR IT NEWBIES:

SOME HAVE AUTOMATED INFORMATION SYSTEMS THRUST UPON THEM
By Oliver Easterday, deputy branch chief of the Sustainment Branch at the

Air Operations Center, U.S. Air Force C2 Requirements Division,

Headquarters Air Combat Command, in Hampton, Virginia

CYBERSECURITY - THE ROAD AHEAD FOR DEFENSE ACQUISITION
By Steve Mills and Steve Monks, Defense Acquisition University

ISDEF 2017 — THE 8th INTERNATIONAL DEFENSE & HLS EXPO

OBC ISRAEL AEROSPACE INDUSTRIES - IAI

6

CYBER SECURITY REVIEW, Summer 2016





