
Topics to be addressed

• Hacking and penetration 
testing

• Evolution of cyber security ICS
• Cyber Security - legal 

challenges for critical 
Infrastructures

• Convergence of IT and OT?
• Mixing IT & OT analysis for a 

better cyber incident detection 
on industries

• The New Era - Industrial Cyber 
Defence

• Managing inside threats
• Dealing with human factors: 

security awareness trainings 
& setting up of Security 
Operations Centres (SOC)

• Addressing the Skills Gap
• Securing SCADA and Process 

Control with a Defense-in-
Depth security model

• Self-learning autonomous IT-
Security Tracking of Production 
Environments

• Managing supply chain 
security risks

Benefits of attending

• Meeting selected senior decision-
makers from IT, ICT & Information 
Security divisions of leading global 
Oil & Gas companies

• Learning from the selected 
examples of practical approaches 

• Knowledge and expertise 
exchange

• Direct networking with industry 
decision makers in a business - 
friendly environment 

Philippe Puyou-Lascassies
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France

Gabor Szabo
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Mol Group
Hungary

Mo Ahddoud
CISO
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UK

Thinh Vu
CIO
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Arnold Schuur
Network & Security Engineer
Gasunie
The Netherlands

Arnold de Jong
Senior Consultant
WIB Process Automation 
Users’ Association
The Netherlands

Tomi Pitkanen
Head of ICT Security
Neste
Finland

Dr. Thorsten Henkel
Division Director Industrial 
Security Solution, Director 
Industrial Test-Laboratory,  
Business Area Responsibility for 
Industrie 4.0
Fraunhofer - Institute
for Secure Information
Management (SIT)
Germany

Stephen Smith
Cyber Security Risk 
Management
Industrial Cyber Security 
Center (CCI)
Belgium

Patrick Lienart*
Head of Cybersecurity for 
Industrial Control Systems
TOTAL Refining & Chemicals
France
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* Subject to final confirmation

Shifting from ‘what to do’ approach to ‘how to make 
your cyber assets more secure’

MEDIA PARTNERS

https://www.cybersecurity-review.com/
https://www.criticalinfrastructureprotectionreview.com/


www.prosperoevents.com

Prospero Events Group produces and organizes business conferences for the Energy industry  
in Europe.

Our Mission
Our mission is to provide our clients with the opportunity to exchange strategic information. 

  We are committed to producing innovative and industry tailored conferences dedicated 
to helping you achieve business excellence and gain the competitive advantage.

   Our service is about bringing the right people at the same time and place in order to create  
an  opportunity to do business and exchange knowledge through quality 

business networking  with industry top decision makers.

5th Cyber and SCADA Security for 
Oil & Gas Industry 2018

14th of March
Amsterdam,The Netherlands

14th – 16th of March 2018 

INTERACTIVE WORKSHOP
Led By Secura

Ralph Moonen
Technical Director 
Secura, The Netherlands

HACKING AND PENETRATION TESTING

16:00 Opening Address from the Workshop Leader

15:30 Registration & Welcome Coffee

18:00 Closing Remarks from the Workshop Leader, 
Coffee & Networking   

SCADA penetration tests and vulnerability 
assessments 
• Penetration testing techniques
• Validation of gaps in security processes
• SCADA data quality assurance 
• How much does it cost

16:10

*Topic is subject to 
final confirmation



LEGAL & REGULATORY REQUIREMENTS 

8:30

9:00

Registration & Welcome Coffee

Opening Address from the Chairman

ENTERPRISE CYBER THREAT MANAGEMENT

Conference Day One

5th Cyber and SCADA Security for 
Oil & Gas Industry 2018

Amsterdam,The Netherlands

14th – 16th of March 2018 15th of March

Lunch Break

Coffee and Networking Break

12:20

13:20

CYBER DEFENSE & SECURITY 
OPERATION CENTERS(SOC’S)

Closing Remarks from the Chair & Wrap up of Day One

16:50 Cocktail Reception

16:40

Addressing the Skills Gap
• How organisations are addressing the skills gap?
• Developing a cyber security mindset that creates awareness in 

the everyday process for personnel
• Getting the support at board level make effective changes?
• Cooperation between universities and oil & gas industry

16:00 Panel Discussion  

11:00 Managing inside threats
• Identifying the threats
• Preventing attackers for exploiting the human factor to 

protect enterprise’s intellectual property
• Board oversight and enterprise wide awareness programs
• Ways to protect and prevent data breaches
Thinh Vu
CIO
North Energy, Norway

9:50 The convergence of IT & OT?
• Is it time to rethink security
• How to integrate IT & OT Security
• Responsibility sharing

Mo Ahddoud
CISO
Scotia Gas Networks, UK

• Board oversight and enterprise wide awareness programs 
• Preventing attackers for exploiting the human factor to protect 

enterprise’s intellectual property
• Deploying security control systems to monitor sensitive 

information leaked out of the organisation
• Building the virtual security operation centre - Understanding 

overall architecture

14:40 Dealing with human factors: security awareness trainings 
& setting up of Security Operations Centres (SOC)*

Tomi Pitkanen
Head of ICT Security
Neste, Finland

14:00 The New Era - Industrial Cyber Defense
• Overview of a Cyber Defence concept with focus on its 

mission, domains and processes
• Adaptation to Industrial Cyber Defence highlighting Industrial 

Cyber Incident Detection and Response
• Transformation to effective IT & OT Cyber Defence via 

alignment with coherent processes

Gabor Szabo
Head of Cyber Defence
Mol Group, Hungary

9:10 Cyber Security - Legal Challenges for Critical 
Infrastructures *
• Legal framework - looking at the Present and Future Legal 

Considerations for establishing a Resilient Cyber Security 
Policy

• Outline practical consequences for corporate governance 
and procedures

• Legislations in various countries
Patrick Lienart
Head of Cybersecurity for Industrial Control Systems
TOTAL Refining & Chemicals, France

10:30 Coffee and Networking Break

15:20 Coffee and Networking Break

* Topic subject to final confirmation

Booking Contact: Reda Bernard  tel:+420 255 709 505 fax:+420 255 709 599  email: redab@prosperoevents.com

11:40 Mixing IT & OT analysis for a better cyber incident 
detection on industries
• Various proofs that OT system are the target of criminal 

organisations
• in the context of a distributed network operator, it 

is necessary to address not only the conventional IT 
infrastructure but also to have the capabilities to extract 
useful information from PLC and other specific devices (e.g. 
RTU) that directly drive physical processes

• Implement a SOC enabling the detection of incident 
that may affect an industrial environment correlating 
IT & OT events

• Organisational aspects
Philippe Puyou-Lascassies
CISO
TIGF, France

http://www.prosperoevents.com


Conference Day Two

Closing Remarks from the Chair & Wrap up of Day Two15:20

5th Cyber and SCADA Security for 
Oil & Gas Industry 2018

Amsterdam,The Netherlands

14th – 16th of March 2018 

10:30 Business Card Exchange and Coffee Break
Opportunity for the participants to share their contact 
information with each other dedicated specifically to 
strengthening business connections with the industry 
peers

TACKLING ICS & SCADA SECURITY ISSUES

Lunch Break

Coffee and Networking Break

12:20

13:20

Future of ICS and SCADA systems cyber protection
• Rapid growth of the internet, digital control systems and 

wireless device connectivity has changed the landscape of 
way things operate

• Optimizing critical infrastructure for the next-generation 
work load

• Expanding on machine learning and big data
• Limitations to IT centric approach

11:40 Panel Discussion  

8:30

9:00

Registration & Welcome Coffee

Opening Address from the Chairman

Afternoon Coffee and Networking15:30

MANAGING SUPPLY CHAIN RISKS

16th of March

Stephen Smith
Cyber Risk Assessment Consultant
European Corporate Security Association (ECSA), 
Belgium

• Tender process
• Project phase
• Maintenance phase

14:40 Managing supply chain security risks

Andrea Vallavanti 
ICT Manager
OLT - Offshore LNG, Italy

• Trainings to encourage collective response 
• Reaction planning & implementation steps 
• Developing information plans for reacting to cyber 

incidents
• How to effectively plan and implement technical security 

measures, active monitoring systems and regular threat 
assessment

• Establishing internal emergency response teams and 
technologies

• Incident evaluation

9:50 Incident reporting & response management

* Topic subject to final confirmation

9:10 Securing SCADA and Process Control with a Defense-
in-Depth security model
• Policies, security awareness and training
• Network segmentation and system hardening
• Vulnerability scanning and patch management
• Intrusion detection and Incident response
Arnold Schuur
Network & Security Engineer
Gasunie, The Netherlands

• How AI and machine learning are automating advanced 
threat detection

• Pre-empting emerging threats across both IT & OT
• Better resource allocation and lower risk opportunities

11:00 Self-learning autonomous IT-Security Tracking of 
Production Environments

Dr. Thorsten Henkel
Division Director Industrial Security Solution, Director 
Industrial Test-Laboratory,  Business Area Responsibility 
for Industry 4.0
Fraunhofer - Institute for Secure Information
Management (SIT), Germany

Booking Contact: Reda Bernard  tel:+420 255 709 505 fax:+420 255 709 599  email: redab@prosperoevents.com

• IEC62443-2-4 make it clear.
• Identifying the differences.
• Closing the cap between suppliers and end users

14:00 OT security – Closing ranks

Arnold de Jong
Senior Consultant
WIB Process Automation Users’ Association, 
The Netherlands

http://www.prosperoevents.com
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PLEASE COMPLETE THIS FORM, SCAN AND SEND TO:
REGISTRATION FORM

Prospero Events Group: PEG Europe Ltd
Sales Contract

Booking Contact:
Reda Bernard
tel:        +420 255 709 505
fax:     +420 255 709 599
email:  redab@prosperoevents.com 

Name

Position

E-mail

Name

Position

E-mail

Name

Position

E-mail

Organisation

Address

Postcode

Phone

VAT ID

City

Fax

Signature

This booking is invalid without a signature.
AUTHORISATION Signatory must be authorised to sign on behalf of contracting organisation

CREDIT CARD

VISA MasterCard AmEx Diner’s Club
Please charge my:

Date

Card Holder’s Name

Card Billing Address

Card Number 

CVC/CVV Number

Signature 

Expiry Date

Delegate Fees

FULL EVENT (2 DAY CONFERENCE + WORKSHOP) € 3695+VAT

Consultant and Solution Provider Fees

FULL EVENT (2 DAY CONFERENCE + WORKSHOP) € 3995+VAT

Conference venue local VAT applied.
Registration fees are inclusive of conference attendance, programme materials and refresh-
ments.
Hotel accommodation and travel expenses are not included in the registration fee.
Payment is required within 5 working days.

DOCUMENTATION PACKAGE € 695

2 DAY CONFERENCE € 2995+VAT

2 DAY CONFERENCE € 3395+VAT

Date

Terms & Conditions:

1. Fees are inclusive of conference attendance, programme materials and refreshments.
2. Payment Terms: Following completion and return of the registration form, full payment is required within 5 
working days from receipt of invoice by email. PLEASE NOTE: payment must be received prior to the conference 
date. A receipt will be issued on payment. Due to limited conference space, we advise early registration to avoid 
disappointment. A 50% cancellation fee will be charged under the terms outlined below. We reserve the right 
to refuse admission if payment is not received on time. Unless otherwise stated on the booking form, payment 
must be made in Euros.
3. Cancellation/Substitution: Provided the total fee has been paid, substitutions at no extra charge are allowed 
up to 14 days before the event. Substitutions between 14 days and the date of the event will be allowed subject 
to an administration fee of equal to 10% of the total fee that is to be transferred. Otherwise all bookings carry a 
50% cancellation liability immediately after a signed sales contract has been received by Prospero Events Group, 
hereinafter Prospero Events Group, (as defined above) Cancellations must be received in writing by email, mail 
or fax six (6) weeks before the conference is to be held in order to obtain a full credit for any future Prospero 
Events Group conference. Thereafter, the full conference fee is payable and is non-refundable.
Payment terms are five days and payment must be made prior to the start of the conference. Non-payment or 
non-attendance does not constitute cancellation. By signing this contract, the client agrees that in case of dispute 
or cancellation of this contract that Prospero Events Group will not be able to mitigate its losses for any less than 
50% of the total contract value.
If, for any reason, Prospero Events Group decides to cancel or postpone this conference, Prospero Events Group 
is not responsible for covering hotel or other travel costs incurred by clients.
Prospero Events Group shall assume no liability whatsoever in the event this conference is cancelled, rescheduled 
or postponed due to a fortuitous event, Acts of God, an unforeseen occurrence or any other event that renders 
performance of this conference impracticable, illegal or impossible. For purposes of this clause, fortuitous events 
shall include, but not be limited to: war, fire, labour strike, extreme weather or other emergencies.
The conference fee will not be refunded, but can be credited to a future conference.
Event programme content is subject to change without notice.
4. Copyright: All intellectual property rights in all materials produced or distributed by Prospero Events Group 
in connection with this event is expressly reserved and any unauthorized duplication, publication or distribution 
is prohibited.
5. Data Protection: Client confirms that it has requested and consented to Prospero Events Group retaining client 
information on database to be used by Prospero Events Group and passed to selected third parties, to assist in 
communicating products and services which may be of interest to the client. If the client wishes to stop receiving 
such information, please inform Prospero Events Group by email info@prosperoevents.com. For training and 
security purposes telephone calls maybe recorded.
6. Important note: While every reasonable effort will be made to adhere to the advertised package, Prospero 
Events Group reserves the right to change event dates, sites or location or omit event features, or merge the 
event with another event, as it deems necessary without penalty and in such situations no refunds, part refunds 
or alternative offers shall be made. In the event that Prospero Events Group permanently cancels the event 
for any reason whatsoever, (including, but not limited to any force majeure occurrence) and provided that the 
event is not postponed to a later date nor is merged with another event, the Client shall receive a credit note for 
the amount that the Client has paid to such permanently cancelled event, valid for up to one year to be used at 
another Prospero Events Group event. No refunds, part refunds or alternative offers shall be made.

Sponsoring

Our conference is ideal platform to acquire new customers and strengthen relations with 
existing ones. By sponsoring you get direct access to decision makers and qualified buyers 
in your target market. We take our time with you to model the type of your sponsorship 
attendance to maximize measurable return on your advertising, business development, 
promotion and marketing investments.

For all enquiries regarding sponsoring the conferences, please send an e-mail to 
sponsorship@prosperoevents.com

CONFERENCE: 5th Cyber & SCADA Security for Oil & Gas industry  2018
DATES, VENUE: 14th - 16th of March 2018, Amsterdam, The Netherlands

Conference Venue  

Hotel Name:     TBA
Address:              
Telephone:      
For more info: 
Our Operations team will be in touch with yourself for discounted accommodation 
rates reserved for Prospero attendees.

5th Cyber & SCADA Security for Oil & Gas Industry 2018
brings together information technology experts from European leading Oil and Gas 
companies to exchange their knowledge, expertise, challenges and best practices. The 
focus is on critical questions of information security and cyber threats, SCADA and mo-
bility effects; discussing the latest EU legislative updates, advanced external & internal 
cyber threats, analysing available counter-measures and the costs.The event will serve 
the attendees as a platform to gain a cost-reducing advantage from a shared proven 
knowhow of experts through practical business-friendly networking.

M 62

5th Cyber and SCADA Security for 
Oil & Gas Industry 2018

Amsterdam,The Netherlands

14th – 16th of March 2018 



Amsterdam, The Netherlands
14th – 16th of March 2018 

Prospero Events Group

The Critical Infrastructure Protection Review is the go-to destination for the 
latest news, insights and expert knowledge, which will assist governments, 
and the public and private sectors to improve the security and resilience of 
vital critical infrastructures and strengthen their preparedness to recover 
from the physical and cyber attacks. For more information please visit 
www.criticalinfrastructureprotectionreview.com

MEDIA PARTNERS

The Cyber Security Review is uniquely positioned to draw on the combined 
knowledge, skills and expertise of the cyber security community to 
identify the emerging threats and facilitate the international community’s 
development of coherent policies and robust capabilities to protect 
cyberspace, improve security and enhance confidence in the resilience of 
the cyber-enabled world. 
For more information please visit: www.cybersecurity-review.com 

https://www.criticalinfrastructureprotectionreview.com/
https://www.cybersecurity-review.com/

